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1.0	Introduction
1.1	Business continuity is a core component of corporate risk management and emergency planning. Its purpose is to counteract or minimise interruptions to Source Group Ltd’s, (The  organisation’s), business activities from the effects of major failures or disruption to its Information Assets (e.g. data, data processing facilities and communications).
1.2	Business Continuity Management (BCM) describes an organisation’s attempt to predict, assess and counteract threats and risks that may cause or lead to significant disruption of all or part of the organisation’s business functions. BCM examines the likelihood and impact of such disruptive events occurring, determines what the organisation can do to prevent or minimise the level of disruption and develop plans to effect a systematic and timely recovery.
1.3	It is a requirement of the DSP  Toolkit compliance that business continuity plans, and system specific procedures and control measures are regularly reviewed, and where necessary tested, to assess their ability to meet their business objectives. This audit document sets out the rational, implementation, analysis of results and conclusions for business continuity management facilities within the organisation (Ambicorp).

2.0	Approach
2.1	The audit will assess that the SIRO has ensured that the organisation has developed its approach for ensuring recovery and continuity in the face of disaster or other major incident or business disruption. Information Asset Owners will be assessed to determine if they are aware of their responsibility to ensure the integrity and availability of their information assets (processing facilities, communications services and data).
2.2	It will be determined within the audit that there is a documented organisation-wide Business Continuity strategy and programme which sets out the approach to Business Continuity Management and responsibilities of the SIRO, Information Asset Owners (or equivalent) and relevant staff. 
2.3	The audit will determine if Business Continuity Management is supported within the organisation and that it involves senior management. Evidence for this part of the audit will include approval of the Business Continuity strategy and Programme documented in the minutes of a meeting where approval was agreed, in a document or email or in a personal endorsement in writing from an appropriately senior manager.
2.4	It will be checked that that the SIRO has identified all business-critical systems (Information Assets and processes), including those provided by service contract or agreement, and made the relevant Information Asset Owners (or equivalent) aware of their responsibilities for analysing their business functions (Information Assets), the effect that disruption may have and need to develop Business Continuity Plans for each of their assets. Additionally the documented strategy and associated programme and should appear in the Information Asset Register if this has been completed.
3.5	Further analysis will be undertaken within the audit to assess if Information Asset Owners (or equivalent) have reviewed the effect that a disruption might have upon their business function (e.g. departments) and have linked these risks to the organisation's overall risk register. This could take the form of reports to the SIRO and updates to the owner of the corporate risk register or inclusion of the linkage between the IAR and the corporate risk register.
2.6	Information Asset Owners (or equivalent) will be audited to check if they have developed Business Continuity Plans for each of their critical Information assets and that the plans have been approved by the SIRO. Examples of evidence will include a list of all critical Information Assets, appropriate availability of the Business Continuity Plans and the SIRO's documented approvals.
2.7	The audit will determine if all relevant staff are planned to or have been made aware of business continuity plans and any implications for their role. This could take the form of a briefing schedule.

2.8	Information Asset Owners (IAOs) (or equivalent) must ensure that procedures and controls are in place to ensure the integrity and availability of information assets. This will be assessed by reviewing a system level security policy which may include backup requirements, back-up data testing arrangements, input data validation, assignment of responsibilities, back-up plans for system data and software applications, details of UPS technologies, schedules of future tests
2.9	The audit will investigate if business continuity plans, and system specific procedures and control measures have been regularly reviewed, and where necessary tested, to assess their ability to meet their business objectives.
2.10	Examples of evidence will include the presence of a system level security policy which may include backup requirements, back-up data testing arrangements, input data validation, assignment of responsibilities, back-up plans for system data and software applications, details of UPS technologies, schedules of future tests.
2.11	Testing evidence should include table top exercises, simulations, and walk through testing to ensure that business continuity plans are effective and robust and will work in an operational environment.
   2.12	It must be demonstrated that in service-specific procedures and controls are subject to regular review by the Information Asset Owners (or equivalent).

2.13	Audit findings and reports, results from testing, minutes of review meetings and details of any additional procedures or controls implemented, recovery test records, lessons learned reports, documented improvement plans will be presented to the SIRO and the IG Steering group for ratification.

2.14	A test scenario will be used as part of the audit which will be generally in the form of an unplanned event such as by way of example:-
	
It is assumed that the headquarters building has been flooded resulting in denial of access. The BCM plan should be used to assist staff in providing an as near as possible to normal service to clients  as is possible. See section 4.0 for results of the test
	






3.0	Analysis and Findings
	Ref

	Auditing Activity
	Results
	Follow up action

	1
	Existence of BCM Strategy

	It was confirmed that a BCM policy existed
	

	2
	Existence of a BCM Plan

	The presence of a BCM plan was confirmed
	

	3
	Approval of the plan

	The plan had been approved by the SIRO
	

	4
	Awareness of the BCM Plan by staff
	Staff were aware of the plan which had also been used for CQC inspection proposes
	

	5
	Testing of the Plan

	See section 4.0
	

	6
	Updating of the BCM plan

	The plan did not require updating
	

	7
	Linkage between IAR, BCM plan and  Corporate risk register
	It was confirmed that information assets in the IAR had the ability to be cross reference to the BCM plan.

	





4.0	Plan Testing
List or staff present at the plan testing Workshop
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	Role
	Date of test
	Electronic Conformation

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



The Chosen Scenario
1. Staff arrive in cars at the road leading to the headquarters building 
2. The area surrounding the headquarters building had been flooded a depth of 0.5 metre by a local river that had overflowed
3. The building is unreachable and as a consequence the following events are thought to have occurred:-
· Electricity is unavailable within the building
· The sewage system had been unable to cope with the additional water and had contaminated the building due to wastewaters flowing in a reverse direction through the drainage system
· All phone lines are inoperable
· The server room is flooded (there is no UPS)
· The local mobile phone transmitter is not working 
· The water supply stop valve was underwater
· The Environment Agency anticipate that flood waters will subside within 5 days at  which time building owners and staff will be allowed access to the current flooded buildings
Using the BCM Plan the following actions would have been planned to deal with the event:-
a. Fullback
· Action 1
· Action 2
· …….
· Action n

b. Alternative operations
· Action 1
· Action 2
· …….
· Action n

c. Recovery
· Action 1
· Action 2
· …….
· Action n




5.0	Conclusions
5.1	From a process related standpoint the information obtained during the audit indicated that the organisation was adhering to the agreed process and there were no major actions required to address shortcomings in compliance

5.2	From a plan testing point of view the following observations and lessons learnt were developed:-
Overall effectiveness of the BCM plan – surpassed expectations/met expectations/did not meet expectations
Recommendations

A
B
C
……….
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