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1.0 Information Security Risk Assessment and Management Strategy, plan and programme

1.1 Introduction
1.1.1	To ensure that there is effective implementation of Information Risk processes within Source Group Ltd, (the Organisation), there should be a comprehensively scoped and formally documented plan and programme that considers the security risks to Information Assets, including systems and media used in processing or storing that information and include online / internet facing services. Consideration of the potential impacts on the continued delivery of services e.g. care, the protection of personal data and corporate data are all essential elements of the plan and programme. 
1.1.2 A formal information security risk assessment and management method should be implemented for all Information Assets of the organisation to ensure all threats, vulnerabilities and impacts are properly assessed and included in an organisation-wide risk register, and acknowledged in the organisation’s IG assurance framework. A number of possible risk assessment methodologies and supporting products are available including:
· IRAM - Information Security Forum (ISF).
· ISO 27005:2011 - Information technology - Security techniques - Information security risk management.
· The ISO 31000:2009 - risk management standard (already used by many organisations as AS/NZS ISO 31000:2009).
The organisation should determine which methodology is best suited to its needs before commencing the risk assessment process.
1.1.3 Whatever method is employed, each risk assessment should be clearly scoped, systematic and seek to identify, quantify and prioritise the information risks to the organisation’s business functions. Consideration should also be given to information risks that may affect the organisation’s business partners. Where appropriate, controls (countermeasures) should then be put in place and their effectiveness monitored to ensure that the deployed controls are effective in treating the risks. System log files and incident reports may identify ineffective or poorly deployed controls. Periodic update reviews of existing risk assessments should be undertaken, to take account of possible changes.

1.1.4 Consideration needs to be given to the areas of risk analysis and risk treatment.

1.2 Risk Analysis
1.2.1	Risk analysis steps include risk identification, risk estimation and risk evaluation. These steps require:
1.2.3	Good working knowledge of the information asset scope, its delivery environment (internally and externally provided services) structure and its valuation.
· Detailed risk assessment consideration of threats to and vulnerabilities of the asset and its components.
· Impact assessment of likely direct and indirect consequences of loss, damage or disruption to the asset.
1.2.3 Examples of information asset threats may include:
· Physical damage.
· Natural events.
· Loss of essential services.
· Compromise of information.
· Technical failures.
· Unauthorised actions
· Compromised functions.

1.3 Risk Treatment
1.3.1	Risk treatment steps include risk reduction, risk retention, risk avoidance and risk transfer. These steps require consideration of:
· Risk assessment results for accuracy, completeness and tolerance.
· Risk treatment options and their implications. Options may include:
· Reduction.
· Retention.
· Avoidance.
· Transference.
1.3.2 Once complete, risk analysis and treatment steps will collectively ensure there is a formally documented position to satisfy the Information Asset Owner's risk management obligations. These will be monitored and reviewed throughout the lifecycle of the Information Asset. Examples of risk management processes are contained within the ISO/IEC 27005:2011.    
1.3.3 The Information Risk Lead (this will be the Senior Information Risk Owner (SIRO) supported by Information Asset Owners (IAO)) is responsible for the identification, scoping definition and implementation of an information security risk programme to avoid gaps as far as is possible. The SIRO, IAOs and Information Governance forum (or its equivalent) and, ultimately, the organisation’s Board (or equivalent) should be made aware of all information security risk assessments and approve identified risk mitigation plans. The Information Risk Lead will also be supported in these tasks by an appropriately skilled information security risk manager (e.g. Information Security Manager / Officer).

1.3.4 The Information Security Manager (or equivalent) should also routinely liaise with the Caldicott Guardian and other Information Governance staff to ensure that security risks to person identifiable information are addressed.

1.3.5 The organisation should have corporate risk management arrangements in place, with procedures that clearly identify and prioritise the organisation’s information criticalities and dependencies (information risk is part of overall corporate risk).
Please note: it is best practice to ensure that any suppliers to the organisation also adhere to this requirement.



2.0	Approach
2.1	The audit will assess that An Information Risk Assessment and Management Programme (including online and internet facing systems) has been documented along with associated strategies, policies and procedures, linked to the organisation's corporate risk register.
2.2	It will be determined that The Programme has been approved by senior management, an appropriate committee or other established local governance process.
2.3	Additionally it will be verified that the Programme has been approved by senior management, an appropriate committee or other established local governance process and that the Information Risk Assessment and Management Programme is a core activity for the organisation.
2.4	Checks will be carried out that reviews (e.g. peer review, spot checks, internal and/or external audit) have been carried out on a regular basis to assess the effectiveness of programme.
2.5	It will be assessed that the results of information risk assessments and recommendations are reported to an accountable group or senior manager (e.g. SIRO, and responsible IAOs) for consideration.
2.6	Furthermore it will be determined that The Information Risk Assessment and Management Programme is regularly reviewed to ensure it remains fit for purpose.
2.7	The results of the survey are to be reported to the SIRO and where applicable, improvement plans developed and implemented.




3.0	Analysis and Findings
	Ref

	Auditing Activity
	Results
	Follow up action

	1
	Formally documented Information Risk Assessment and Management Programme, which has been approved by senior management or committee 

	It was observed that there was a risk management Policy / process in place which generally followed the ISO27001 methodology, the policy had been approved by senior management

	

	2
	Information Risk Assessment and Management Programme (including online and internet facing systems) has been documented along with associated strategies, policies and procedures, linked to the organisation's corporate risk register

	The information Asset Register was reviewed and found to be linked to the risks in the BCM and the Corporate risk register in a triangulated fashion
	

	3
	Programme has been approved by senior management, an appropriate committee or other established local governance process and that the Information Risk Assessment and Management Programme is a core activity for the organisation

	Risk assessment and mitigation as a core activity of the organisation e.g. the IAR was regularly reviewed for instances of new assets and or changes in operational process
	

	4
	Reviews (e.g. peer review, spot checks, internal and/or external audit) have been carried out on a regular basis to assess the effectiveness of programme

	An internal audit was carried out by the IG advisor Peter Case-Upton
	

	5
	Results of information risk assessments and recommendations are reported to an accountable group or senior manager (e.g. SIRO, and responsible IAOs) for consideration.

	The IAR risk report was approved by the managing Director and SIRO
	

	6
	The Information Risk Assessment and Management Programme is regularly reviewed to ensure it remains fit for purpose.

	Senior management have been briefed about updating the IAR and other risk related activities such as the risks relating to BCM on a regular basis
	See the processes tab of the registers dashboard

	7
	The results of the survey are to be reported to the SIRO and where applicable, improvement plans developed and implemented

	Confirmed as an agenda item at the IG Sub Group Approvals meeting 
	





4.0	Conclusions
From the information obtained during the audit it was concluded that the risk process was being followed and the necessary risk registers and reports were being completed. In addition, regular updates were provided to senior management.
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