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1. [bookmark: _Toc490730232]Introduction
This document is a guide to required practice for those who work permanently or temporarily within, or under contract to Source Group Ltd, (the Organisation), concerning the confidentiality and security of Personal Confidential Data.

The implementation of the NHS Care Record Service, Electronic patient Records, Choose and Book and the Electronic Staff Record, require NHS organisations to monitor access to confidential information. This also applied to other organisations who provide contracted services to the NHS or who have decided to adopt the NHS Digital IG Toolkit as a de facto standard for IG compliance. Access to information systems, must be monitored and controlled. This approach is required to be applied to the Organisation as a contractor of NHS organisations

The Data Protection Act 2018 (including GDPR), and the Computer Misuse Act 1990 require organisations to prevent inappropriate access to IT systems and the information they contain. To this purpose access to electronic communication systems must be restricted to those who have a legitimate right of access to avoid breaches of confidentiality.  


The basis of the changes includes the following requirements of the new GDPR regulations: - 

· An all-inclusive information asset register with data flow mappings must be maintained and processes developed to ensure the assets are current  
· The legal basis for the processing of information are required
· Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included
· The Information Commissioners’ Office (ICO) must be notified of data breaches within 72 hours 
· Increased fines for failure to comply with the regulations will be imposed 
· Fair processing notices will require updating to inform users of GDPR implications
· The introduction of a Data Protection Officer (DPO) role to the organisation will be considered
· There will be changes to individual’s rights over the way data is stored  
· Timescales for Subject Access Request responses etc will be decreased  
· Evidence of GDPR compliance must be made transparent and available

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the definitions included within the Data Protection Act 2018 – the controller says how and why personal data is processed and the processor acts on behalf of the controller.

The organisation as a Data controller will not be relieved of its obligations where a processor is involved and the GDPR will place further obligations on the organisation to ensure all contracts with data processors comply with GDPR.




2. [bookmark: _Toc490730233]Purpose

The purpose of this document is to provide an assurance mechanism by which the effectiveness of controls implemented within the organisation are audited, areas for improvement and concern are highlighted and recommendations for improved control and management of confidentiality are made.

3. [bookmark: _Toc490730234]Responsibilities

3.1	The Chief Officer 

The Chief Officer has ultimate responsibility for the management of person identifiable information within the Organisation

3.2 The Caldicott Guardian 

The Caldicott Guardian is responsible for the confidentiality of person identifiable information as designated in the Caldicott Report.

3.3 Senior Information Risk Owner

The Senior Information Risk Owner (SIRO) will review and report on information systems and identified information risks and reported Serious Untoward Incidents. 

3.4 Data Protection Officer

Although the organisation is not a public body and does not process or process large amounts of personal confidential data, the board has decided that a Data Protection Officer as described in Article 37 of the GDPR may be required.

3.5	Information Asset Owners

Information Asset Owners are responsible for ensuring that access to electronic and manual confidential information is strictly controlled within their area.

They will be responsible for ensuring that appropriate authorisation is gained prior to allowing access to confidential records in order that only those individuals with a legitimate right are given access. The authorisation will be documented and retained for monitoring purposes.

Failed access attempts will be investigated where there is no legitimate access rights established. Information Asset owners will ensure that tracking and tracing mechanisms are in place to conform to the NHS Code of Practice on Records Management.


3.6       The Information Governance Officer 

The Information Governance Officer will monitor the processing of identifiable information on behalf of the Caldicott Guardian and provide advice and assistance with confidentiality audit procedures and issues. 




3.7 The IG Sub Group

The IG Sub Group will provide a focus for the discussion, evaluation, and recommendation and implementation of change to confidentiality audit procedures and processes. The group will receive, discuss and recommend action on identified breached.

3.8 The IT Service Provider
 
The IM&T Services will ensure that all electronic systems comply with Department of Health guidance and National Standards for the secure holding and transferring of personal confidential data.

The IM&T Services will be responsible for ensuring that confidentiality audits relating to central IT systems and subsequent recommendations are complied with within specific timescales.

3.9 Heads of Departments 

Heads of Departments must ensure that audits are conducted within their departments on all information processing systems and that all staff are aware of their responsibility to the confidentiality of information contained in information systems. They should also ensure that access to information systems is only provided to their staff that has a legitimate reason to access and that they are aware of what constitutes inappropriate access and the consequences of not following the organisations Policy 

3.10 Staff  

Staff are responsible for familiarising themselves with the organisations policies and procedures on confidentiality and system access it is the responsibility of every member of staff to read and abide by this Code of Conduct and to report any breaches or inappropriate practice. 

Staff should meet the standards outlined in this procedure and within their terms of employment and where appropriate professional codes of practice. Staff should always strive to improve practice.
	
4 [bookmark: _Toc490730235]Monitoring and Auditing Access

4.1 Monitoring Access to Confidential Information

In order to provide assurance that access to confidential information has only been made by those individuals that have a legitimate right of access, it is necessary to ensure appropriate monitoring is undertaken on a regular basis. 

Monitoring will be carried out by the Information Asset Owner. Reports will be provided to the SIRO through the Information Governance Officer. The SIRO and Information Governance Officer will identify where immediate action is required and ensure that appropriate steps are taken to rectify the situation. 

Actual or potential breaches of confidentiality should be immediately reported to the Caldicott Guardian, DPO and or SIRO. 

The SIRO will report to and inform the IG Sub Group of any breaches detailing the steps taken to resolve the situation and any further actions that are required. 

Inappropriate access to or use of the information in the organisations systems will be considered under the organisations disciplinary procedures.

4.2 Auditing Access to Confidential Information

The following areas will be subject to audit: 

· Security applied to manual files, e.g. storage in locked cabinets/locked rooms
· Arrangements for recording access to manual files, e.g. tracking cards, access requests by solicitors, police, data subjects etc. 
· Identity checks being carried out to ensure that the person requesting access has a legitimate right to do so. 
· The existence and location of whiteboards containing confidential information 
· The use of, and secure disposal arrangements for post-it notes, notebooks, other temporary recording material and confidential waste. 
· Record retention and disposal arrangements 
· The location of fax machines and answer phones checks on safe haven faxes? 
· Confidential data flows via e-mail – for applied encryption
· Information removed from the workplace - has authorisation been gained either for long-term or short-term removal 
· Physical transfers and transportation of confidential information 
· Staff understanding of their responsibilities with regard to confidentiality and restrictions on access to confidential information; 
· Security applied to laptops, compliance with the Trust’s Remote Access Policy; 
· Compliance with password and user name Policies. 

See Appendix A which includes an audit checklist

4.3	Audit Methodology

Audits will be carried out through a series of interviews with Heads of Departmental, Departmental Managers Information Asset Owners and by informal walk through. 

Interviews will be conducted either on a one to one basis, or as a department, or a mixture of the two. The auditor will complete a report which will be provided to the Information Governance lead. 

Where walk through audits are conducted the auditor will make notes to qualify any inappropriate actions taken in the department or inappropriate use of information systems.

IT Services will conduct regular electronic audits on IT information systems to check for inappropriate or unexplained access/download/use of confidential information. Where inappropriate access to National IT systems is reported to the IG Lead appropriate investigations will be carried out as a matter of urgency and reported to the SIRO and SIRO


4.4	Frequency

Audits will be carried at least 6 monthly on physical assets. These will be on-going throughout the year.

IT Services will provide a timetable of electronic audit which identifies the frequency appropriate for individual systems.

Once the audit programme has been produced, it will be submitted to the SIRO for approval prior to implementation. The audit programme will be communicated to all Heads of Department and Departmental Managers prior to the audit commencing in their area.
 
4.5	Conducting the Audit

The audit is based on compliance with the Data Protection Act 2018 (including GDPR) and Caldicott Principles and applies to the physical and electronic environment.  

The audit will be conducted in an impartial manner. All risks should be identified through the pre-audit questionnaires, observation and direct questioning of departmental staff.

Where highly inappropriate methodologies are identified it may be necessary to suggest immediate remedial action. This should be documents and presented in the report.

Evidence to support compliance will be recorded. Where risks are identified immediate risk assessments will be conducted with the department and steps taken to mitigate. These will form part of the report to the SIRO and IG Sub Group.

Staff awareness interviews will be conducted to assess the level of awareness of the individual of confidentiality issues and the organisations Information Governance and Security Policies. Responses will be written down for audit purposes. 

4.6	Reporting

A formal report will be provided to the area being audited which will detail the outcome of the audit. This will also be provided to the SIRO.

The report will note areas of risk and will provide information on how to mitigate those risks. It will also identify where further staff training and understanding may be required. A timeframe for compliance with the mitigation of risk will be provided and a date given for a follow up audit.  

Areas of immediate/high concern will be corrected at the time of the audit.


4.7	Audit Follow-Up

Once the audit process is complete, arrangements will be made for follow-up where risks and non-compliance has been noted this will allow the auditor to confirm that the recommended corrective action has been implemented. 

4.8	Audit Closure

Once corrective action has been checked and agreed as compliant by the auditor, the audit can be formally closed.

A further report will be provided to the IG Sub Group details mitigated risks and compliance in the specified department.

4.9.	IT Audits

The IT Services will monitor inappropriate access to IT systems including the Network, E-mail and Internet and other electronic systems managed by that service. Audit report will be presented to the IG Sub Group as and when completed. The IT Services will maintain an audit schedule.

Serious breaches will be reported immediately to your line manager and the SIRO and corrective action will be taken. 

[bookmark: _Toc490730236]5.	Abuse of privilege

It is strictly forbidden to download or make any unauthorised access to, view or use any clinical or personnel information relating to service users, family, friends, members of staff, or people in the public eye who are treated by or work for the Organisation. This includes clinical records photographic or x-ray images or any other information held on any other media.

Any member of staff found to be in breach of this principle may be subject to the Organisation disciplinary procedures and may be subject to external civil action and monetary penalties under the Data Protection Act or the Computer Misuse Act. 

[bookmark: _Toc490730237]6.	Dissemination and implementation

This Code will be made available to staff through the Organisation Intranet site and will be included in training sessions. New staff will be made aware of this Code through the Induction process 

This Code of Conduct will be made available to the Public through the Organisation Internet site in supporting documentation and upon application.


[bookmark: _Toc490730238]7.	Monitoring compliance with effectiveness

This Code of Conduct will be reviewed every two years or sooner if new legislation, codes of practice or national standards are introduced. Implementation and compliance with this Code will be monitored by the IG Sub Group

Policies strategies and processes will be implemented, where necessary, that will detail the steps to be taken to comply with relevant sections of this Code. 

Compliance will be monitored during the investigation of complaints or identified breaches, incidents or risks. 

This policy will be monitored through supporting evidence to: 

· Department of Health HSCIC IG Toolkit 

[bookmark: _Toc490730239]8.	Associated documents

· Access to Health Records Policy
· Data Protection Policy
· Freedom of Information Policy
· Information Governance Policy 
· Information Security Policy
· Risk Management Policy
· Records Management Policy
· Office Closure or Moves Policy
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	Compliance Check
	Service Area: Head Quarters

	
	Location: 


	
	Audit Completed by: Tom Rawley

	
	Date: 30/08/17

	
	Assessment Findings
	Comments:
	Departmental Actions

	PC : ensure users are logged out / password screen saver activated when PC is left unattended
	Confirmed

	 
	 

	Fax: check all confidential information has been removed from fax machines and safe haven fax machines are secure (if applicable)
	No Fax machine used
	 


	 

	Photocopiers/ printers: check all confidential information has been removed
	There were no confidential items found on the printer

	 
	 

	Smartcards: check that smartcards are not left unattended
	Not used at present
	 
	 

	Clear desk: ensure that confidential information is not left on desks overnight/ when staff leave the office
	Confirmed
	
	

	USB Sticks: ensure USB sticks are encrypted
	No memory sticks in use
	 
	 

	Laptops: Ensure that laptops are locked away when not in use. Check laptops are encrypted.
	Laptops are locked away
Encryption included

	 
	 

	Whiteboards: ensure any whiteboards do not have any confidential information
	N/A
	 
	 

	Confidential waste: Ensure confidential waste is appropriately destroyed e.g. placed in secure confidential waste bins
	Confirmed that such waste is shredded
	 
	 

	Access to personal information paper files: ensure confidential information is kept in locked drawers/ cabinets when not being used
	Confirmed
	 
	 

	Access to areas: check physical security mechanisms are working appropriately e.g. keypad locks i:n place, 
	Confirmed
	 
	 



Actions: There were no serious risks that required mitigatory action
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