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In the event of an IG/Data Protection/Cyber Attack incident please complete the table below.

Please do not include any personal confidential information in this report


	ID 
	Information Requested 
	Response

	1 
	Organisation Name 

	

	2 
	Organisation Code 


	

	3 
	Name of the person Submitting incident 

	

	4 
	Email Address of person Submitting incident 

	

	5 
	Department

	

	6 
	What has happened?
 
	

	7 
	How did you find out? 

	

	8 
	Was the incident caused by a problem with a network or an information system? 

	

	9 
	What is the local ID for this incident? 

	

	10 
	When did the incident start? (Date and Time)

	

	11 
	Is the incident still on going? 

	

	12
	Has the incident occurred previously?
	

	13
	Have the affected data subjects been informed?

	

	14 
	Have the affected data subjects been 
harmed or are they in distress? 

	

	15 
	Is it likely that data subjects outside England will be affected? 

	

	16 
	Have you notified any other (overseas) authorities about this incident? 

	

	17 
	Have you informed the Police? 

	

	18
	Have you informed any other regulatory bodies about this incident? 

	

	19 
	Has there been any media coverage of the incident (that you are aware of)? 

	

	20 
	What other actions have been taken or are planned? 

	

	21
	How many data subjects are affected?
 
	

	22 
	Who is affected? 

	

	23
	Has there been any potential clinical harm as a result of the incident? 

	

	24 
	Has the incident disrupted the delivery of healthcare or social care related services? 

	

	25
	Which of these services are operated by your organisation? 
	


 




	Report completed by 

	

	Role

	

	Date / Time SIRO informed

	

	Date /Time Caldicott Guardian Informed

	

	Date/Time DPO Informed

	

	Initial DPO Analysis Carried out by

	

	Impact scoring (range 1 to 5)

	

	For risks that have occurred the likelihood = score is set at 5 (probability 1.0)
Reasons for Impact scoring Impact 

	

	Decision: Reportable or Near Miss?

	

	Please provide a list of lessons learned / action plans for improvement.
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