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SIRO AND INFORMATION GOVERNANCE LEAD

Responsibilities Description
<Sirona me>

The role of the Senior Information Risk Officer (SIRO) and Information Governance (IG) Lead within Source Group Ltd is to co-ordinate, publicise and monitor the standards of information handling throughout the Organisation.  The role will also include leading on Data Protection and Freedom of Information issues (if applicable) ensuring that employees are fully informed of their own responsibilities for maintaining the standards and that information about the standards is made available to the public where appropriate.  Additionally, the SIRO / IG Lead will provide support to the Caldicott Guardian

More specifically the SIRO/IG Lead should:

A. Project-manage IG work in the Organisation:

Ensure that IG is regularly discussed in Organisation meetings
 
Support the Data Protection Officer (if appointed) with the implementation and operation of the Data Protection Act 2018 and the General Data Protection Regulation activities. 

Liaise with any commissioning team and constituent 3rd party IG personnel on behalf of the Organisation to ensure the development of an Information Governance policy that sets out at a high level the organisation’s intended approach towards IG

Liaise with Commissioning and constituent 3rd party IG personnel on behalf of the Organisation to ensure the development of an Information Governance strategy that sets out the how the IG Policy will be supported in terms of both resources and operationally 

Ensure that an annual assessment of the Organisation’s performance against the standards in the Information Governance toolkit is completed in conjunction with the constituent practice Information Governance Team

Ensure that an IG plan is in place for each IG Toolkit Requirement to enable improvements to be made against the assessment

Ensure IG related policy and procedures are reviewed on an annual basis and arrange for amendment as necessary

To manage the operation of the Smartcard programme (if applicable) and to ensure that new starters who require smartcards are supplied accordingly

Develop and maintain the Organisation’s Information Asset Register and Data Flow Mapping Register including risk assessments of the assets and flows. Where appropriate, identify suitable mitigation of high-risk assets

Responsibility for reviewing information flows to identify overseas transfers and undertaking risk management assessment and developing countermeasures as required to protect the integrity and security of the Organisation’s data assets

Assist in arranging operational support to the Caldicott function 

Responsibility for dealing with subject access requests using agreed SARS procedures

Responsibility for documenting a procedure to ensure that new or proposed changes to organisational processes or information assets are identified 

Implementation of the Pseudonymisation/anonymisation plan

Oversee records management implementation

Take responsibility for data quality within the organisation

Responsibility for ensuring that key service user information systems and documentation for local systems are kept up-to-date in the light of developing national guidance and standard definitions

Ensure that key service user information systems and documentation for local systems are kept up-to-date in the light of developing national guidance and standard definitions

Responsible for overall Records Management Assurance at corporate level. Specific records management functions may be delegated to a suitable experienced individual(s)


B. Provide reports to the Organisation Board

Provide regular detailed reports about improvements that have been met, that will be met by years end, that cannot be achieved without further resource, (personnel or budgetary) and that have already missed the target date 

Ensure that reports to be made to the Organisation are presented in a complete and timely manner

Be responsible for the IG Incident management system and assisting the DPO in providing timely reports as required. assist in escalating serious IG Breaches to the board ungently


C. Profile-raising and publicity

Raise awareness of the importance of Information Governance throughout the Organisation and encourage all staff that hold, obtain, record, use and share information to participate in raising IG standards

Develop and implement a communications plan to make the public aware of their rights under Data Protection Act 2018 and Freedom of Information Act 2000 if applicable.


D. Training 

Assist the DPO in encouraging all staff to complete IG training programme and include it as part of induction and on-going training

Maintain and update own knowledge of developments in information management and, in light of electronic patient management systems


E. Compliance

Monitor the Organisation’s information handling activities to ensure compliance with law and guidance

Assist with investigations into complaints about breaches of confidentiality, Data Protection Act 2018, GDPR or Freedom of Information Act 2000 provisions (if applicable) and undertake reporting/remedial action as required. Maintain a log of any incidents and remedial recommendations and actions

Provide expert advice to the Organisation on Information Governance issues 


This list of responsibilities is not exhaustive; the Information Governance Lead will be expected to undertake any other relevant duties appropriate to the grading of the post and requirements of the service
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