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Introduction
With the decommissioning of the Information Governance (IG) Toolkit and the introduction of the new Data Security and Protection (DSP) Toolkit in April 2018, it is now not possible to obtain a Statement of Compliance to demonstrate that organisations have met the health and social care standards  for data protection. This document is a statement of Revive Care Services Ltd status relating to publication of the DSP Toolkit and the associated levels of assurance.
Revive Care Services Ltd (RCS) takes the protection of staff and patient confidential data very seriously indeed. We have submitted a Data Security and Protection (DSP) toolkit V1.0 18 19 by completing all mandatory assertions and evidence items.  Our legal basis for processing personal confidential data (PCD) is based on GDPR Articles 6 (Lawfulness of Processing) and Article 9 (Processing of Special Categories of Personal Data)

DSP Toolkit Development Methodology
We appreciate the benefits of completing a DSP Toolkit, which include: -

· Safer and more secure data with improved data quality
· Improved collaboration, data sharing and decision-making
· Reduced risk of data breaches and ICO financial sanctions
· Better able to deal with business interruption 
· Reduced costs and more effective risk management
· Demonstrates effective strategic management and increases reputational status
· Often required by commissioning organisations and the CQC

Our structured methodology for DSP publication (see below) has been developed in line with a fully resourced implementation plan and includes: -

[image: ]
Demonstration of DSP Compliance
The screenshots indicated below demonstrate publication of the DSP Toolkit for the organisation.

Screen shot of DSP Toolkit publication
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Policies, Procedures and Supporting Documentation
All our policies and procedures align with GDPR and the Data Protection Act 2018.
These documents are presented to indicate our DSP evidenced set which includes:-

Policies, Procedures and Standards
· Acceptable Use Policy 
· Business Continuity Management Policy 
· Communication Strategy 
· Data Protection Impact Assessment Procedure 
· Data Protection Policy 
· Data Sharing Protocol Expanded Version 
· Encryption Policy 
· IG Code of Practice 
· IG Confidentiality Audit Procedure 
· IG Consent Policy 
· IG Contracts and 3rd Party Suppliers Policy 
· IG Incident Reporting Procedure 
· IG policy 
· IG Strategy and Management Framework 
· Information Asset Capture and Updating Procedure 
· Information Quality Process 
· Information Security Policy data back up
· ITC Access and Authentication Policy 
· ITC Network Policy 
· ITC Physical & Environmental Information Security Policy 
· Mobile and Remote Working Policy  
· Network Security Management Policy 
· patient Information Quality Policy 
· Privacy Notice 
· Pseudonymisation Policy 
· Records Management Lifecycle Policy 
· Risk Management Procedure 
· Smartcard Local Policy 
· Subject Access Request Policy 
· Systems level Security policy 

Supporting Documentation
· Business Continuity and Recovery Plan 
· Caldicott Responsibilities 
· Caldicott Guardian Support plan 
· DPIA Template 
· Health Consulting Agreement 
· IG Confidentiality Audit Procedure Template 
· IG Contracts and Suppliers Arrangements (Concise) 
· IG contracts 
· IG Sub Group ToRs 
· Induction Checklist 
· Information Asset Register Risk Report 
· Information Sharing Agreement Template 
· Information transfer agreement template 
· IT Account Leaver Form 
· IT Account Request Form 
· ITC Provider Statement 
· NHS Standard Contract 2017 19 IG Clauses 
· Risk Management for Key Information Assets Audit 
· SIRO IG Lead Responsibilities 
· Staff Briefing IG Agenda 
· Terms of Employment 
· Typical IG Agenda Items for the Organisation Board Meeting 

Registers
· IG/DSP registers eg IAR and DFM, 3rd Party Suppliers

Roles and Responsibilities
Sia Bona is the appointed Senior Information Risk Owner (SIRO) and the Caldicott Guardian
Our Data protection Officer (DPO) is Peter Case-Upton who has submitted over 60 IG and DSP Toolkits, developed Data Sharing Agreements, Data Protection Impact Assessments and managed numerous data breach incidents for other clients including liaising with NHS Digital and the ICO.

Information Technology Provision
All our computer-based systems are fully supported, are protected with Anti-Virus software applications and we ensure that any updates or patches are implemented automatically or within one working day. We have no unsupported systems and all applications are accessed by individual log on ID and passwords. We are currently in the process of obtaining NHS.Net email accounts as a secure method of transferring PCD.
 
Incident Reporting
The organisation has robust policies for confidentiality and security of information, including reporting of breaches.  The organisation has had no data breaches during its lifetime.

Our Incident reporting methodology complies with the NHS Digital approach including management using the 2-dimensional Likelihood * Impact scoring matrix to determine if an incident is reportable to NHS Digital via the DSP toolkit or a near miss. Accompanying documents include the Incident Policy, a Reporting Template and an IG Breach Register.


Subject Access Requests 

There is a SARs process in place in order to deal with future subject assess requests. The process aligns with GDPR requirements

Business Continuity and Documentation Management 

Our Business continuity management approach is generally aligned with ISO 22301 and includes completing a Business Impact Assessment document covering processes, assets and risks both immediate and temporal. The BCM counter measures take the form of one or more of likelihood reduction projects, potential changes in operational processes and contingency planning. The BCM plan is tested on a periodic basis with recommendations and improvement actions being identified and actioned. 
Documentation control is covered by our Documentation Management Lifecycle Policy which contains a retention schedule developed from NHS England guidance.
We ensure that our team that they are fully apprised of their responsibilities and obligations around confidentiality, both for the overall service and specifically for any Personal Confidential data (PCD).

Training
Our staff are provided with Fundamentals IG / Data Protection training and specialist training has been provided to the SIRO and Caldicott Guardian. All such training is delivered in line with an approved Training Needs Analysis document.

Contact

For more information, please contact 
Pete Case-Upton DPO 
07713623554
DPO@pcu.co.uk

Or Sia Bona SIRO and Board Member
Revive Care Services
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