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1. [bookmark: _Toc515922364] Introduction 

The Organisation, (Source Group), has a legal responsibility to ensure that the processing of personal information relating to living individuals is carried out in accordance with the requirements of the Data Protection Act 2018 (The Act). If the organisation treats NHS funded patients, it has a duty to comply with the guidance on protecting person identifiable information as issued by the NHS. 

The European Union requires existing and new member states to implement Data Protection legislation. The Act forms the legal base within the UK to encompass the European Directive 95/46/EC on the Protection of Individuals with Regard to the Processing of Personal Data and brings the UK in line with the rest of the European Economic Area. 

The Act sets out 6 key principles, and scheduled conditions that must be met before processing personal and sensitive information. 

The Organisation recognises that there is a need to achieve an appropriate balance between the individuals’ right to privacy and the need of the organisation to carry out its lawful business function. 

The new General Data Protection Regulations (GDPR) will come into force on 25 May 2018 and will have a direct effect on the Organisation and this IG Framework which refers to related policies and procedures.

See Section 5
[bookmark: _Toc515922365]2. Aim 

The aim of this policy is to show how the Organisation will achieve compliance with the Act and to raise the awareness of those who work for or on behalf of the Organisation to their responsibilities to comply with the Act and of the consequences of breaching the legislation.
 
This policy applies to all person identifiable information processed by or on behalf of the Organisation. This includes personal/sensitive information concerning service users, relatives, carers, permanent or temporary staff, students and volunteers, held in manual or electronic format by or on behalf of the Organisation and also includes, but is not limited to, photographs, images, audio tape, electronic media, microfilm, and CCTV. 

This policy is applicable to all employees of the Organisation, students, temporary staff, volunteers and contracted staff. 





[bookmark: _Toc515922366]3. Definitions 

	Health Record
	The Data Protection Act 2018 defines a health record that:-
a)	consists of data concerning health, and
b)	has been made by or on behalf of a health professional in connection with the diagnosis, care or treatment of the individual to whom the data relates

	The Data Subject
	An individual who is the subject of the information (service user)

	The Data Controller
	A person (organisation) who determines the purposes for which and the manner in which personal data, is processed

	Data Processor

	A data Processor, in relation to information, means an organisation or individual representing an organisation who performs a one or more of a set of operations on information, or on sets of information, such as—
(a)  collection, recording, organisation, structuring or storage,
(b)   adaptation or alteration,
(c)   retrieval, consultation or use,
(d)   disclosure by transmission, dissemination or otherwise making available,
(e)   alignment or combination, or
(f)   restriction, erasure or destruction,

	Privacy Notice
	The provision of information to a data subject which details the who, what, when and why of information sharing

	Subject Access Rights
	Individuals can make an application in writing to gain access to information held/processed about them

	3rd Party Processor
	Any person (organisation) processing data on behalf of the data controller other than an employee of the data controller

	Caldicott Guardian
	Designated by the Board as being responsible for overseeing the arrangements for the use and sharing of clinical/personal information.

	Senior Information Risk Owner


	The role of the Senior Information Risk Owner
(SIRO) was created to provide board-level
accountability and greater assurance that
information risks are addressed. The SIRO
ensures that information risks are treated as a
priority for business outcomes. The SIRO also
plays a vital role in getting their organisation to recognise the value of its information enabling them to use it effectively.

	Data Protection Officer


	The data protection officer shall have at least the following tasks:
(a) to inform and advise the controller or the processor and the employees who carry out processing of their data
(b) to monitor compliance with this Regulation, data protection provisions and with the policies of the controller or processor including the assignment of responsibilities, awareness-raising and training of staff involved in processing operations, and the related audits


	Access to Health Records Act 1990
	This Act has been repealed to the extent that it affected the health records of living service users and is now only in force in respect of deceased service users. Applies to records created since 1st November 1991

	Data Protection Act 2018
	An Act that regulates the processing of information relating to living individuals including the holding use or disclosure of such information

	General Data Protection Regulation

	The new General Data Protection Regulations (GDPR) came into force on 25 May 2018 and has a direct effect on the Organisation and the IG Framework which refers to related policies and procedures. 


	Freedom of Information Act 2000
	An Act to make provision for the disclosure of information held by Public Authorities (not applicable to private organisations unless written into specific contract clauses)





[bookmark: _Toc515922367]4. Responsibilities
 
4.1 Board/Partners
 
The Board has ultimate responsibility for this policy and ensuring that the organisation complies with Legislation and with the Organisations responsibilities as a Data Controller under the Act. They will monitor compliance with the Act and will receive reports on identified risks and issues.




4.2 Caldicott Guardian 

The Organisation Caldicott Guardian is Christina McFadden and is responsible for the confidentiality of person identifiable information as designated in the Caldicott Report and for the information governance agenda which incorporates data protection.

4.3 The Senior Information Risk Owner (SIRO) & Information Governance Lead
 
The SIRO and IG Lead is Tom Rawley who will ensure that the organisation is compliant with data protection information security principles. 

The Senior Information Risk Owner (SIRO) will ensure that risk assessments are conducted on critical information system and information assets. The SIRO will sign off appropriate Privacy Impact Assessments (PIA) at the earliest stage of the procurement of new information systems. The SIRO will report to the Board on identified risks and issues and the steps taken to mitigate risks.

The SIRO will be the designated Data Protection Officer and provide advice and expertise in relation to data protection issues and access to records within the Organisation, and will complete the annual Data Protection Notification audit in compliance with the Act. 

4.4 Data Protection Officer

The organisation may appoint a DPO in line Article 37 of GDPR.

 4.5 The Information Asset Owners

IAOs are senior individuals involved in running the organisation. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why

4.6 Human Resources senior manager(s)

Human Resources senior manager(s) will have in place staff contracts that contain clauses detailing staff responsibility to comply with data protection legislation and confidentiality and that training and this policy are provided to staff at induction to the organisation. 

Human resources senior manager(s) will review personnel records that are requested by staff to identify any information that may not be accessible.

4.7 Departmental Managers 

Departmental Managers will monitor the uses of person identifiable information, will ensure appropriate measures are taken to comply with data protection and confidentiality standards and will provide assurance of compliance in their department. 


4.8 Staff 

It is the responsibility of all permanent and temporary staff, students and volunteers and contracted staff to comply with data protection legislation and the confidentiality of personal information. Staff are required to familiarise themselves with Organisation Information Governance guidance and policies and actively seek advice if they have any concerns or issues.  



[bookmark: _Toc515922368]5. Data Protection Act 2018 and GDPR

The Data Protection Act 2018 is described as ‘An Act to make provision for the regulation of the processing of information relating to individuals, including the obtaining, holding, recording, use or disclosure of such information’. 

The Act applies to person identifiable information relating to living individuals held in manual or electronic format. This will include but is not limited to health, personnel and payroll records. The information may be held in manual or electronic files, on portable devices, on microfiche, video, x-rays, emails, may be scanned, or recorded on audio tape or CCTV, or be photographic images. 
 
The Act requires organisations that process personal information to be registered as a Data Controller, with the Office of the Information Commissioner and to comply with the Act. 

Compliance within the Organisation will primarily be achieved by adhering to the 8 Data Protection Principles, processing person identifiable information securely, implementing Information Governance policies and procedures and training.

The DPA 2018 includes the General Data Protection Regulation (GDPR) which provides a stricter set of IG, data protection and cyber requirements that the previous DPA. Of particular importance are the following points:-

· An all-inclusive information asset register with data flow mappings that must be maintained and processes developed to ensure the assets are current 
· The legal basis for the processing of information are required to be developed 
· Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included 
· The Information Commissioners’ Office (ICO) must be notified of data breaches within 72 hours
· Increased fines for failure to comply with the regulations will be imposed [noted]
· Fair processing notices will require updating to inform users of GDPR implications 
· The introduction of a Data Protection Officer (DPO) role to the organisation will be considered 
· There will be changes to individual’s rights over the way data is stored  
· Timescales for Subject Access Request responses etc. will be decreased  
· Evidence of GDPR compliance and audit must be made transparent and available


[bookmark: _Toc515922369]6. Notification
 
The Organisation will review and renew its Data Protection Notification annually with the Office of the Information Commissioner. The Organisation recognises that failure to comply with this process and keep the information up to date is a criminal offence. 

Managers of Organisation services will inform the SIRO where there are significant changes to the type of information collated, the way in which information is handled or where new processing is to be implemented or systems procured. 
All incidents will be subject to analysis under the Serious Incidents Requirement Investigation (SIRI) approach and if applicable must be reported to the commissioning body and the ICO

An audit will be conducted prior to the renewal process to ensure that the Organisation notification is current and up to date.

[bookmark: _Toc515922370]7. Application of the Data Protection Principles
 
7.1 	The first data protection principle
The first data protection principle is that the processing of personal data for any of the law enforcement purposes must be lawful and fair.
7.2	The second data protection principle
The second data protection principle is that the law enforcement purpose for which personal data is collected on any occasion must be specified, explicit and legitimate, and personal data so collected must not be processed in a manner that is incompatible with the purpose for which it was collected.
7.3	The third data protection principle
The third data protection principle is that personal data processed for any of the law enforcement purposes must be adequate, relevant and not excessive in relation to the purpose for which it is processed. 
7.4	The fourth data protection principle
The fourth data protection principle is that personal data processed for any of the law enforcement purposes must be accurate and, where necessary, kept up to date, 
7.5	The fifth data protection principle
The fifth data protection principle is that personal data processed for any of the law enforcement purposes must be kept for no longer than is necessary for the purpose for which it is processed.
7.6	The sixth data protection principle
The sixth data protection principle is that personal data processed for any of the law enforcement purposes must be so processed in a manner that ensures appropriate security of the personal data, using appropriate technical or organisational measures (and, in this principle, “appropriate security” includes protection against unauthorised or unlawful processing and against accidental loss, destruction or damage). 

7.7	GDPR Implications [footnoteRef:1] [1:  See http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
] 


Article 5 of the GDPR requires that personal data shall be:-

a. processed lawfully, fairly and in a transparent manner in relation to individuals;

b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;

c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;

d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;

e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals;

f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

Article 6 (Lawfulness of processing) states that processing shall be lawful only if and to the extent that at least one of the following applies:

a. the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
b. processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;
c. processing is necessary for compliance with a legal obligation to which the controller is subject;
d. processing is necessary in order to protect the vital interests of the data subject or of another natural person;
e. processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
f. processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.


[bookmark: _Toc515922371]8. Information Sharing 

The Organisation will ensure that appropriate information sharing arrangements are in place where there is a justified reason to share information with other organisations. 

Information sharing agreements will make consideration for data protection and other statutory gateways and other appropriate legislation in relation to the processing of personal data.
 
The Organisation will respect the individuals’ right to object to the collation or sharing of personal information. 

Unauthorised processing, sharing, disclosure or loss of person identifiable data by Organisation staff will be treated as a disciplinary offence. 

[bookmark: _Toc515922372]9. Third Party Contracts 

Where there is a necessity for the Organisation to utilise a third-party processor appropriate data protection and confidentiality clauses will be required within the contract. 
The Organisation will audit contracts of external agencies that process personal information on its behalf for compliance with the stipulated requirements. 

[bookmark: _Toc515922373]10. Contracts of Employment 

Staff employment contracts will include data protection and confidentiality clauses. Agency, contract staff and students will be required to sign confidentiality agreements.
 
Volunteers are subject to the legal provisions of the Data Protection Act and will be required to sign a confidentiality clause before any active participation in the Organisation business. 

[bookmark: _Toc515922374]11. Training 

The Organisation will ensure that training in data protection, confidentiality and information security is made available annually to staff and is mandated. 

Training will be provided to new employees in data protection, confidentiality and information security as part of the Organisation induction process. Mandatory training courses will contain modules on data protection, confidentiality and information security to an appropriate level. Where there is a recognised identified need to provide more intensive training it will be made available. 

[bookmark: _Toc515922375]12. Audit 

Annual internal audits will be carried out in relation to data protection through the Data Security and Protection (DSP) Toolkit. 

External audit will be carried out as required or deemed appropriate. 

Article 28, 3(h) of the GDPR specifies that the processor must make available to the controller all information necessary to demonstrate compliance with the obligations laid down in Article 28 and allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by the controller.

[bookmark: _Toc515922376]13. Enforcement 

The Organisation recognises that failure to comply with the provisions of the Data Protection Act and GDPR may result in enforcement action being taken by the Information Commissioner Office. The Organisation recognises that it is a criminal offence to fail to respond appropriately. 

[bookmark: _Toc515922377]14. Dissemination and Implementation 

This Policy will be made available to staff through the Organisation Intranet site, along with supporting documentation as appropriate. 

Leaflets will be available to the public/staff at strategic organisational points and where appropriate, which will contain fair processing information. 

This Policy will be made available to staff through the Organisation Intranet site and will be included in training sessions. 

New employees will be made aware of this policy through the Induction process. 
The Organisation will ensure that appropriate processes are in place that detail how this policy will be implemented. 

[bookmark: _Toc515922378]15. Monitoring Compliance with Effectiveness 

This policy will be reviewed every year (or sooner if new legislation, codes of practice or national standards are introduced). 

The implementation and compliance with this Policy will be monitored by the Information Governance Steering Group or equivalent. 

Processes will be implemented that detail the steps to be taken to comply with the relevant sections of this policy where and when necessary. 

Data protection audits will be carried out when and where necessary and reports will be presented to the Information Governance Steering Group to monitor compliance. Action plans will be devised to deal with any identified issues. 

Compliance with this policy will be monitored during the investigation of complaints, identified incidents or risks. 

This policy will be monitored through supporting evidence to the Information Governance Toolkit 

[bookmark: _Toc515922379]16. Associated Policies 

· Subject Access Policy
· Confidentiality & Information Sharing Code of Practice
· Freedom of Information Policy
· Information Governance Policy 
· Information Security and Management Policy
· Risk Management Policy
· Records Management & Information Lifecycle Policy

[bookmark: _Toc515922380]17. Associated Legislation and Guidance 

· Data Protection Act 2018 and GDPR  
· Access to Health Records Act 1990 
· Access to Medical Reports Act 1988 
· Data Protection Subject Access Fees and Miscellaneous Provisions Regulations 2000 
· Department of Health Guidance on Access to Health Records Requests 2010 
· Freedom of Information Act 2000 
· Human Rights Act 2000 
· NHS Code of Practice: Records Management  
· NHS Code of Practice: Confidentiality 
· NHS Code of Practice: Information Security



[bookmark: _Toc515922381]Appendix A:  GDPR Articles 

CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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