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Introduction 
The purpose of this document is to introduce an Information Quality Assurance Programme (IQAP) to Source Group, (the Organisation), in order to obtain improvements in information quality assurance.
The requirement demands that there is executive sanction for the programme supported by responsible leadership and appropriate levels of governance. Information assets must be assessed as to their degree of data quality and improvement techniques such as data cleansing may be used to optimise overall information quality. It is also vital that data quality measurement methodologies and benchmarking are introduced in order control information quality. Additionally, data migration should also be considered an area for improvement in the scope of information quality assurance.

[bookmark: _Toc419587727][bookmark: _Toc490558962]Background
Recent Information Governance requirements mandated by NHS Digital at national level have required that all AQPs or NHS Business Partners investigate the need to develop and implement an Information Quality Assurance Programme. All directorates of the organisation are to be included in the scope of the programme with specific actions being developed to deal with instances of less than optimum assurance.

The Data Protection Act 2018 includes the UK version of the General Data Protection Regulation. (see Appendix 2). All data protection and quality aspects of the organisation’s activities will adhere to the Data Protection Act 2018.

Within the GDPR, Binding Corporate Rules (BCRs) are designed to allow multinational companies to transfer personal data from the European Economic Area (EEA) to their affiliates located outside of the EEA in compliance with the 8th data protection principle of the Data Protection Act and Article 47 of GDPR, item (d) include a reference to data quality and states: -
‘the application of the general data protection principles, in particular, purpose limitation, data minimisation, limited storage periods, data quality, data protection by design and by default, legal basis for processing, processing of special categories of personal data, measures to ensure data security, and the requirements in respect of onward transfers to bodies not bound by the binding corporate rules.’
In practice, the organisation does not advocate transferring personal data outside of the UK

[bookmark: _Toc419587728][bookmark: _Toc490558963]Objectives & Scope
The programme includes the effort required to meet the quality related requirements of the IG Toolkit and in particular to ensure that: -
· Responsibility has been assigned to an individual or group to develop an information quality assurance programme.
· The components of the information quality programme, including a data quality strategy and an approach to meeting user requirements with accompanying implementation plans have been documented.
· The information quality assurance programme and its component strategies and implementation plans have been signed off by Senior Management.
· The information quality assurance programme and its constituent strategies are being implemented throughout the organisation.
The scope of the programme will cover all directorates of the organisation See Appendix 1

[bookmark: _Toc419587729][bookmark: _Toc490558964]Quality Assurance
Good quality information is needed to support all elements of care services. For service users: ‘The Power of Information’ the information strategy for health and social care stated that ‘Access to good quality information, and being supported to use it effectively, is an important health and care service in its own right. Useful, accurate information that is based on evidence is essential for us to make choices about our care and hold services to account.’
For those providing care or supporting the provision of care: inaccurate or partial information will negatively impact upon decision making and may result in worse outcomes for service users.
For those involved in deriving insights and value from information: whether commissioners, managers, epidemiologists or researchers, poor quality information will undermine the validity of analysis, the targeting of resources and the configuration of care services.
It is essential that organisations have a well-managed programme of work for improving the quality of the information it collects and uses.
Information quality assurance is essentially a process cycle that aims to assess performance and deliver improvement. IQA involves the creation of appropriate management structures, identifying process, applying standards, assessing performance and providing guidelines, rules as well as methods, templates and tools to enable staff to make and sustain improvements.
‘Data quality’ is a term that has often been used in the past as if it were interchangeable with information quality, but it is actually a more limited term. Data relates to the building blocks of information, i.e. data items. Until data are assembled and interpreted they are not information. Quality is partially objective and partially subjective and might best be considered in the context of how well it addresses the requirements of a user of the information.



	Term
	Definition

	Data
	Facts, readings, measurements – items that are essentially ‘value free’.

	Information
	Data that has been interpreted or to which commentary has been added by a user for a purpose, making it ‘value-laden’.

	Quality
	Has two aspects:
· The characteristics that meet user needs and thereby provide user satisfaction
· The absence of deficiencies that result in user dissatisfaction



There are a number of components of an information quality programme:
· Board level leadership
· Clear management structures
· Accountability for information quality
· Documented and implemented strategies for improving the quality of data and improving the quality of the information derived from the data in the context of the needs of different user groups.
[bookmark: _Toc419587730][bookmark: _Toc490558965]Definition of Data Quality Assurance
Data quality assurance is the process of profiling data to discover inconsistencies, and other anomalies in the data and performing data cleansing activities to improve the quality of that data.  See Appendix 2 for a list of helpful reference documents.

Moreover, data quality describes the state of completeness, validity, consistency, timeliness and accuracy that makes data appropriate for a specific use. Data profiling is used to initially assess the data to understand its quality challenges and data standardisation is deployed to ensure that data conforms to quality rules.

Information is regarded as being of high quality if it is:
· accurate
· comprehensive
· valid
· up to date
· available when needed – quick and easy to find
· free from duplication
· free from fragmentation
· stored securely and confidentially

[bookmark: _Toc419587731][bookmark: _Toc490558966]Causes of Poor Information Quality
Whilst there may be rare occasions where poor information quality results from deliberate and malicious activity, the reason is usually error in some shape or form.
Error is a failure of a planned sequence of events to achieve an intended outcome when the failure cannot be attributed to chance. The classification used in ‘Organisation with a Memory’ helpfully divides the causes of errors into active failures and latent conditions. Active failures are due to the doer whilst latent conditions stems from the environment the doer works in. Active failures have an immediate impact whereas latent conditions – which reflect elements such as poor design or installations, limited training, unsuitable environment for the task – may impact at any time.

Latent conditions pose the greatest problem. They are harder to detect, harder to correct and will affect a wider range of people. Discovering and removing latent conditions will have the greatest impact on reducing errors. For example, training deficiencies can show up as inability to cope, poor time management, inappropriate perception of hazards, or motivational difficulties.

Many active errors and virtually every latent condition can be attributed to management failures, faulty systems, unhelpful processes and poor training and guidance for staff. People are set up to fail. Addressing these weaknesses is the key to safe performance and it is essential that NHS organisations look beyond individual errors and consider whether they are part of a more pervasive organisational failing.
[bookmark: _Toc419587732][bookmark: _Toc490558967]Areas of Potential Information Quality Concern  
· Poor data collection processes 
· Inaccurate or erroneous data 
· Missing data
· Inaccuracy of output from estimation and trending models
· Information errors generated by data migration projects
· Information that is not up to date
· Duplicated information

[bookmark: _Toc419587733][bookmark: _Toc490558968]Specific Examples of Poor Information Quality 
· NHS number usage – not routinely allocated to patient record as part of registration. 
· patient Names – incorrectly spelt or old and not appropriately maintained. 
· patient Addresses – incorrectly spelt or old and not appropriately maintained. 
· Dates of Birth errors – incorrect date of birth recorded. 
· Dates of Death errors – incorrect date of death recorded or not recorded. 
· Incorrect postcodes
· Incorrect NHS Numbers
· Where different parts of an individual’s information set is located different geographical locations, possibly in different formats)

[bookmark: _Toc419587734][bookmark: _Toc490558969]Data Quality Strategy 
A Data Quality Strategy aims to ensure a consistent approach to data quality across the organisation. The strategy outlines the principles that underpin good data quality and the organisation’s approach to those principles

· The main objectives and deliverables of a data quality strategy include:-
· Defining the organisational structures within which data quality is managed, monitored, reported and improve
· Identifying the resources needed and outlines the main responsibilities and accountabilities
· Highlighting any risks identified with delivering the strategy (internal and external risks)
· Raising awareness of the importance of data quality throughout the organisation.
· Outlining how the strategy may link to other organisational strategies
· Including detailed implementation plan
[bookmark: _Toc419587735][bookmark: _Toc490558970]Information Quality Lead
In order to provide focus for design and implementation of the Information Quality Assurance Programme it is essential that a suitable experienced senior manage be assigned to the role of Information Quality Assurance Lead. The IQA Lead will liaise closely with the SIRO/IG Lead
[bookmark: _Toc419587736][bookmark: _Toc490558971]User Requirements Assessment
A documented assessment of user requirements/satisfaction will for part of the overall programme and will be designed to quantify the levels of quality assurance experienced by users of the information assets. The assessment will be competed and an annual basis in order to allow user satisfaction to be benchmarked and improvements observed. 

[bookmark: _Toc419587737][bookmark: _Toc490558972]Examples of Organisation Data Sets
As an example, work to populate Information Asset Registers often reveals that the main work area that deals with patient identifiable data is held in the primary care support services PCSS functions which generally uses the Exeter system in order to process various extensive data sets including:-
· Registers of NHS Organ and Blood Donor
· Cytology and Breast screening history
· Cervical Screening Prior Notification Lists (PNLs) and non-responder cards on line
· GP Payment Statements, by quarter or payment date, both current and historic
· GP Capitation Counts
· Childhood Immunisation Target Returns
Please note these are typical examples and may not apply to the organisation
[bookmark: _Toc419587738][bookmark: _Toc490558973]Information Quality Assurance Programme Activities
The main activities required to develop an Information Quality Assurance Programme include, typically:-

1. Develop an outline Project Brief and gain approval
2. Identify an information Quality Lead within the organisation
3. Develop a Data Quality Strategy (* see below)
4. Produce a specific definition of the meaning of Data Quality 
5. Define the parameters of data quality 
6. Assess and decide on appropriate data quality assessment methods
7. Determine the range of data quality improvement techniques
8. Undertake a documented assessment of user requirements/satisfaction for each Directorate and hosted function 
9. Using the Information Asset Register, gather measures of data quality parameters for each information asset in each directorate and hosted function
10. Analyse the quality of data in each directorate 
11. Decide if data quality improvements are required 
12. Design data quality improvement project
13. Implement the data quality improvement project
14. Assess the result of the data quality improvement programme 
15. Implement a monitoring system for the continual improvement in data quality
16. Develop an escalation process for serious data quality situations
17. Review Project Outcomes
 * The activities to develop a Data Quality Strategy’ to include: -
· Introduction 
· Scope of this Strategy 
· Aims & Principles 
· Responsibility and reporting structure 
· Related policies 
· Assessment 
· Training & Guidance 
· Monitoring & Feedback  
· Strategic Aims and Objectives  
· Appendix A – Data Quality Group TOR (if necessary)
· Appendix B – IG Data Dashboard (Sample) 
· Appendix C – IG Toolkit Dashboard 
Programme timescales to be determined 


[bookmark: _Toc419587739][bookmark: _Toc490558974]Appendix 1 – Directorates of the Organisation
· Finance
· Operations
· Clinical
· Communications
· Quality


[bookmark: _Toc419587740][bookmark: _Toc490558975]Appendix 2 - Guidance Documentation

Guidance documents published to date by the Information Quality Assurance Programme (IQAP) are listed below

Data Migration
Data Migration Guidance: Active patients (PDF 96Kb) - October 2008. The purpose of this document is to assist and provide guidance to end-users and Local Service Providers (LSP) in identifying which patients, as a minimum, should be migrated from the existing patient administration systems (PAS) to those offered by the LSP.

Cleansing
Migration Analysis Cleansing Service (MACS) Customer Information v8 (PDF 168Kb) NHS Central Register - March 2008. This document details the engagement process and file formats required.
Guidance to Support Duplicate Record Management on Legacy patient Administration Systems During Data Cleansing Prior to NHS Connecting for Health Data Migrations (PDF 190Kb) - June 2010. Guidance to NHS acute trusts to assist in the identification and resolution of existing duplicate records, whilst preventing new duplicates from occurring prior to data migration to new systems

Guidance on the Use of Default Dates of Birth (PDF 207Kb) - June 2010
Guidance on Ethnic Naming Conventions (PDF 283Kb) - March 2009.  This guidance has been developed as early migrations have highlighted that a number of issues associated with the data capture and management of some ethnic names have proved to be difficult. 
SCG Guidance: How to convert Diacritic Characters within patient Names (PDF 450Kb) on the Standards Consultancy Group Publications. The scope of this document will focus on diacritic characters that exist in names from all official European Union (EU) writing scripts and at minimum all modern diacritic characters used in the alphabets of the 23 official EU languages.

Migrating
IQAP Standard for Migrating patient Administration System Data (PDF 107Kb) - July 2006. This document should be followed by migrating NHS organisations, in collaboration with Local Service Providers (LSPs), when migrating patient Administration Systems (PAS). 
IQAP Standard for Migrating Addresses with Effective Dates (PDF 63Kb) - October 2005. An automatic method of identifying what is the most recent address when merging these patient details for the same address type on an instance level.

Merging Trust Master patient Indexes in Shared Instances - LSP Requirements (PDF 102Kb) - November 2005. The purpose of this document is to define the set of rules by which LSPs may safely identify and merge demographic records from different organisations when the records are for the same person. It is also intended to define the process to determine what data should be used to populate the patient record should there be a discrepancy between the data items identified for merge.



Primary care
IQAP Data Cleansing Guidance for GP System Migration (PDF 384Kb) - December 2010. Guidance on the elements of data cleansing that GP practices should undertake in preparation for system migration. This document is a pre-requisite for generating a data baseline.
IQAP Data Baseline Guidance for GP System Migration (PDF 206Kb) - December 2010. Guidance on the necessary action to be undertaken prior to GP system migration to establish a data baseline against which the effectiveness of data conversion can be measured.
See also GPSoC Data Migration considerations - in regard to continued access of legacy data.
GPSoC Data Migration Specification (PDF 119Kb) Specification to set out a description of the Data Migration Services in relation to GP clinical IT systems and the associated requirements, roles and responsibilities required to support the migration of GP clinical IT system data.

Secondary care
Pre Live patient Demographic Data Cleansing - Guidance for Secondary Care (PDF 258Kb) - August 2005. Guidance for secondary care trusts who are cleansing data prior to going live with the NHS Care Records Service.

Child Health
Data Migration Guidance: Definition of Active patients for Child Health (PDF 93Kb) - October 2008. Guidance for trusts for defining an Active patient within Child Health.

RIS/PACS Data migration
Data Migration Guidance: (Active patients) RIS/PACS (PDF 72Kb). This guidance has been developed to assist and provide guidance to Trusts and LSPs to identify which patients (as a minimum) should be migrated from an existing system to the reference solution provided by the LSP. It is aimed specifically at those organisations that plan to migrate their Radiology Information System records (RIS) and/or Picture Archiving and Communications System (PACS) images.
IQAP Statement on the use of NHS Number for the identification of patient data within RIS/PACS LSP Solutions (PDF74Kb). The NHS number must be directly referenced and available for look-up in all active data sets stored or maintained within Spine connected RIS/PACS solutions provided by the LSP.
IQAP Guidance for the Identification of patient Records and Images within Interim RIS/PACS Solutions (PDF 52Kb).The purpose of this document is to give guidance to NHS Acute Trusts to assist in the unique identification of records and associated images, during the period when the availability of NHS numbers for every patient encountered may not be possible. The method outlined in the document may also assist in the prevention of any new duplicates being established on existing RIS or associated PACS systems prior to the availability of the strategic RIS/PACS solution.

Cleansing
Guidance to Support Duplicate Record Management on Existing RIS and PACS Systems during Data Cleansing Procedures (PDF 96Kb). This guidance has been developed to support NHS trusts to identify and resolve any existing duplicate records on current Radiology Information Systems (RIS). All known duplicates on existing systems should be resolved and removed as an integral part of data cleansing processes. Data cleansing should always be conducted prior to migration into LSP RIS/PACS solutions. The processes outlined should help to prevent new duplicates being established on any existing RIS or associated PAS prior to migration.



GDPR Articles and Recitals
CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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