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[bookmark: _Toc492244497]1	Introduction
Information and information systems are important corporate assets to Source Group, (The Organisation), and it is essential to take all the necessary steps to ensure that they are at all times protected, available and accurate to support the operation and continued success of the organisation.  
The aim of the organisation’s Security Policy, Security Standards and guidance is to maintain the confidentiality, integrity and availability of information stored, processed and communicated by and within the organisation.
It is important that the organisation monitor its internal network. Regular surveillance of our internal networks will ensure continued confidentiality, and allows us to review and put in place countermeasures to secure our networks. It also permits us to test best practice procedures.
Network security is covered, inter alia, by Articles 5,24,25 and 32 of the General Data Protection Regulation which was adopted by the UK on 25th May 2018
[bookmark: _Toc492244498]2.	Network Management
2.1	Audit Logs
The Network Manager has implemented a network management and monitoring system, which will allow the organisation the ability to manage the network and its hardware remotely and monitoring performance, connectivity and integrity. This system is capable of maintaining a log of activities- 
The logs maintained are listed within the Access and Authentication files area of the shared file system.
2.2	Equipment Identification in Networks
The organisation has decided not use equipment identification on the wired network after assessing the associated risks and benefits. However, this is utilised within the wireless network installations via the use of Network authentication approaches, this system requires the use of MAC filtering along with the use of an installed client on the wireless device which must be manually authenticated by The ITC provider before access to resources are allowed.
[bookmark: _Toc492244499]

3.	Internal Monitoring
3.1	System and security logs
Access to the logs is restricted to those with administrator access only. The Network Manager is to check all logs daily (Including administrator and operator logs) and report any incidents of a security nature to the ITC Security Team. They are to be particularly vigilant in looking for traces of actual or attempted intrusion and for any internal user actions, which seem inappropriate.  A form of sentinel software is to be run which looks at the veracity of selected files and reports accordingly.  This will be checked daily.
3.2	Capacity planning
Traffic and storage across and within the network is subject to regular monitoring in order to ensure that capacity and performance is appropriate to organisation requirements both now and in the short to medium term.
During system procurement and / or development the demands on traffic and storage will also be reviewed in order to ensure that these requirements are built into developments at the planning stage.
[bookmark: _Toc492244500]4.	Clock Synchronisation
It is vital that information stored on organisation systems has assured validation of the actual time and date.
We synchronise all workstations and servers to a local Network Time Protocol (NTP) Server, but do not use an external NTP clock on each device, this is seen as an acceptable risk as the use of the NTP port has been known to help with the propagation of viruses.
[bookmark: _Toc492244501]5.	Compliance
5.1	Responsibility
It is the responsibility of all systems users to ensure that they have read, understood and abide by this Policy.
5.2	Review and Monitoring
The organisation has in place routines to regularly audit compliance with this and other standards.
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