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1. [bookmark: _Toc49977366][bookmark: _Hlk491636821]Introduction
A Data Protection Assessment (DPIA) is a process which helps assess privacy risks to individuals in the collection, use, and disclosure of information. DPIAs help identify privacy risks, foresee problems and bring forward solutions.

Source Group, (the Organisation), must be seen to act responsibly in key issues of privacy to maintain and enhance its reputation. 

Privacy poses risks which need to be professionally managed in a similar way to other categories of risk. Organisations that handle personal data must monitor on-going operations, whether they are dealing with the personal or sensitive information of service users or employees.

The General Data Protection Regulation incudes requirements (Article 35 and 36) to develop a Data Protection Impact Assessment with prior consultation as part of the planning and implementation of a project or new working process that involves the handling or processing of Personal Confidential Data.   

2. [bookmark: _Toc49977367]Why undertake a DPIA?

The Organisation should undertake DPIAs to:

· Identify and manage privacy risks to service users and employee’s information systems. 
· Identify privacy and Data Protection compliance liabilities 
· Avoid loss of trust and reputation. 
· Inform the Trusts communications strategy. 
· Meet and exceed legal requirements.

3. [bookmark: _Toc49977368]What is privacy?

Interpreted most broadly, privacy is about the integrity of the individual. It therefore encompasses many aspects of the individual’s social needs. 

However, for the purposes of completing a privacy impact assessment (DPIA) it is more useful to examine different aspects of privacy. A DPIA could consider the:

· privacy of personal information
· privacy of the person
· privacy of personal behaviour
· privacy of personal communications 

These four aspects of privacy will overlap and should be seen as working guides to the issues a DPIA should explore, rather than strict definitions.



4. [bookmark: _Toc49977369]Background

Where a type of processing in particular using new technologies, and taking into account the nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of individuals, the organisation shall, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. A single assessment may address a set of similar processing operations that present similar high risks.

5. [bookmark: _Toc49977370]When should you conduct a DPIA?

A Data Protection Impact Assessment is required in the case of:
	(a)
	a systematic and extensive evaluation of personal aspects relating to individuals which is based on automated processing, including profiling, and on which decisions are based 



	(b)
	processing on a large scale of special categories of data referred to in Article 9, or Article 10 [footnoteRef:1]; or [1:  See http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
] 




	(c)
	a systematic monitoring of a publicly accessible area on a large scale.



A DPIA should be conducted at an early stage of a project. Compliance checks, on the other hand, are usually performed later, after business processes and rules have been specified sufficiently so that they can be assessed for their compliance with the law.

It is more effective to integrate a DPIA within the project plan or within broader risk assessment, and risk management activities.

DPIAs are most effective when they are started at an early stage of a project, when: 

· the project is being designed 
· you know what you want to do
· you know how you want to do it
· you know who else is involved

and:

· before decisions are set in stone
· before systems have been procured
· before contract are signed 
· while you can still change your mind


6. [bookmark: _Toc49977371]Who should take responsibility for a DPIA?

A DPIA has strategic significance, and therefore, direct responsibility for organisational compliance will sit with the Data Protection Officer (if appointed) or the Senior Information Risk Owner who has lead responsibility for information risk management.

Project Managers must be aware of this process and include the application of the appropriate DPIA to all projects that impact on privacy at the earliest stage. 

DPIAs should initially be the responsibility of senior managers, project board/team and relevant stakeholders. Where all three groups are involved, measures are needed that achieve clear communications among the groups.

The SIRO will act as a conduit for the discussion and approval of DPIAs following completion by the project manager/team.
  
The DPO (if appointed) or SIRO will provide advice and documentation to support the introduction of DPIAs within the Organisation. The SIRO should be made aware of new projects at the very early stages of the project to negate any implementation that may impact on Privacy.

7. [bookmark: _Toc49977372]DPIA Contents

A DPIA conducts an in-depth internal assessment of privacy risks and liabilities. Analyses privacy risks, consults widely with stakeholders on privacy concerns and brings forward solutions to accept, mitigate or avoid them.
The assessment must include:-

· a systematic description of the proposed processing operations and the reasons for the processing, including, where applicable, the legitimate interest pursued by the organisation;

· an assessment of the necessity and proportionality of the processing operations in relation to the purposes

· an assessment of the risks to the rights and freedoms of data subjects

· the measures to address the risks, including safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance taking into account the rights and legitimate interests of data subjects and other persons concerned.
8. [bookmark: _Toc49977373]Privacy law Compliance check

Privacy law compliance checks focus on compliance with various “privacy” laws such as The Data Protection Act, Human Rights Act, Regulation of Investigatory Powers Act and Privacy of Electronic Communications Regulations. It examines compliance with statutory powers, duties and prohibitions in relation to use and disclosure of personal information.

9. [bookmark: _Toc49977374]Data Protection Compliance check

This is a checklist for compliance with the Data Protection Act and is usually completed when the project is more fully formed. If the following question is answered” yes”, then a Data Protection Act compliance check should be conducted: There must be Compliance with approved codes of conduct as referred to in Article 10 of the GDPR

Does the project involve the handling of any data that is personal data, as that term is used in the Data Protection Act? 

‘Personal data’ means data which relate to a living individual who can be identified: 
(a) from those data, or 
(b) from those data and other information which is in the possession of, or is likely to come into the possession of, the data organisation, and includes any expression of opinion about the individual and any indication of the intentions of the data organisation or any other person in respect of the individual. 

10. [bookmark: _Toc49977375]Conducting a DPIA process

Project management techniques should be applied to the process of assessing privacy impact. This includes the definition of phases, tasks within phases, and deliverables.

10.1	Preliminary phase
The purpose of this phase is to ensure that a firm basis is established for the DPIA to be conducted effectively and efficiently. Examines the project at an early stage, identifies stakeholders, makes an initial assessment of privacy risk and decides which level of assessment is necessary.

10.2	Preparation phase
The purpose of this phase is to make the arrangements needed to enable the critical phase to run smoothly. The suggested deliverables are a stakeholder analysis, a consultation strategy and plan, and establishment of a DPIA Consultative Group (PCG). Guidance is available to assist in specifying the tasks and deliverables involved in this phase.

10.3	Consultation and analysis phase(s)
With the framework in place, this phase focuses on consultations with stakeholders, risk analysis, the recognition of problems, and the search for solutions.

10.4	Documentation phase
The purpose of this phase is to document the process and the results. The suggested deliverable is a DPIA Report.

10.5	Review and audit phase
The purpose of this phase is to ensure that the design features arising from the DPIA are implemented, and are effective. Sets out a timetable for reviewing actions taken as a result of a DPIA and examines their effectiveness. Looks at new aspects of the project and assesses whether they should be subject to a DPIA.

Further guidance is available in 
http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/privacy_by_design.aspx  

11. [bookmark: _Toc49977376]Prior Consultation

In certain circumstances, it may be required to carry out a prior consultation with the Information Commissioners Office. This is where a data protection impact assessment indicates that the processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk.

This will require providing at least the following information:

where applicable, the details of the respective responsibilities of the organisation, joint organisations and data processors involved in the processing, in particular for processing within a group of organisations

· the reasons and means of the intended processing
· the proposed measures and safeguards provided to protect the rights and freedoms of data subjects
· where applicable, the contact details of the data protection officer
· the data protection impact assessment
· any other information requested by the ICO



12. [bookmark: _Toc49977377]Further advice and assistance

Please contact the Organisation SIRO at the earliest stage of your project for advice and assistance with DPIAs and Compliance Checks.
All documentation can be found on the Organisation Intranet site Information Governance page

[bookmark: _Toc49977378]Appendix A: DPIA Initial Process Map
[image: Privacy Impact Assessment Initial Assessment Process Map]
































[bookmark: _Toc49977379]Appendix B – DPIA related GDPR Articles

Article 35 "Data protection impact assessment"


=> Recital: 75, 84, 89, 90, 91, 92, 93
=> administrative fine: Art. 83 (4) lit a

1. Where a type of processing in particular using new technologies, and taking into account the nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural persons, the controller shall, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. A single assessment may address a set of similar processing operations that present similar high risks. 
=> Recital: 75, 84, 89

2. The controller shall seek the advice of the data protection officer, where designated, when carrying out a data protection impact assessment.

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of:
(a) a systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated processing, including profiling, and on which decisions are based that produce legal effects concerning the natural person or similarly significantly affect the natural person;
(b) processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to criminal convictions and offences referred to in Article 10; or
(c) a systematic monitoring of a publicly accessible area on a large scale.


4. The supervisory authority shall establish and make public a list of the kind of processing operations which are subject to the requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory authority shall communicate those lists to the Board referred to in Article 68.

5. The supervisory authority may also establish and make public a list of the kind of processing operations for which no data protection impact assessment is required. The supervisory authority shall communicate those lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory authority shall apply the consistency mechanism referred to in Article 63 where such lists involve processing activities which are related to the offering of goods or services to data subjects or to the monitoring of their behaviour in several Member States, or may substantially affect the free movement of personal data within the Union.

7. The assessment shall contain at least:
(a) a systematic description of the envisaged processing operations and the purposes of the processing, including, where applicable, the legitimate interest pursued by the controller;
(b) an assessment of the necessity and proportionality of the processing operations in relation to the purposes;
(c) an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and 
5. Recital: 75
(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of personal data and to demonstrate compliance with this Regulation taking into account the rights and legitimate interests of data subjects and other persons concerned. 
=> Article: 58

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or processors shall be taken into due account in assessing the impact of the processing operations performed by such controllers or processors, in particular for the purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the intended processing, without prejudice to the protection of commercial or public interests or the security of processing operations.

10. Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis in Union law or in the law of the Member State to which the controller is subject, that law regulates the specific processing operation or set of operations in question, and a data protection impact assessment has already been carried out as part of a general impact assessment in the context of the adoption of that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be necessary to carry out such an assessment prior to processing activities.

11. Where necessary, the controller shall carry out a review to assess if processing is performed in accordance with the data protection impact assessment at least when there is a change of the risk represented by processing operations.


Article 36 "Prior consultation"

=> Recital: 94, 95, 96
=> administrative fine: Art. 83 (4) lit a

1. The controller shall consult the supervisory authority prior to processing where a data protection impact assessment under Article 35 indicates that the processing would result in a high risk in the absence of measures taken by the controller to mitigate the risk. 
=> Article: 39

2. Where the supervisory authority is of the opinion that the intended processing referred to in paragraph 1 would infringe this Regulation, in particular where the controller has insufficiently identified or mitigated the risk, the supervisory authority shall, within period of up to eight weeks of receipt of the request for consultation, provide written advice to the controller and, where applicable to the processor, and may use any of its powers referred to in Article 58. That period may be extended by six weeks, taking into account the complexity of the intended processing. The supervisory authority shall inform the controller and, where applicable, the processor, of any such extension within one month of receipt of the request for consultation together with the reasons for the delay. Those periods may be suspended until the supervisory authority has obtained information it has requested for the purposes of the consultation.

3. When consulting the supervisory authority pursuant to paragraph 1, the controller shall provide the supervisory authority with:
(a) where applicable, the respective responsibilities of the controller, joint controllers and processors involved in the processing, in particular for processing within a group of undertakings;
(b) the purposes and means of the intended processing;
(c) the measures and safeguards provided to protect the rights and freedoms of data subjects pursuant to this Regulation;
(d) where applicable, the contact details of the data protection officer;
(e) the data protection impact assessment provided for in Article 35; and
(f) any other information requested by the supervisory authority.

4. Member States shall consult the supervisory authority during the preparation of a proposal for a legislative measure to be adopted by a national parliament, or of a regulatory measure based on such a legislative measure, which relates to processing.

5. Notwithstanding paragraph 1, Member State law may require controllers to consult with, and obtain prior authorisation from, the supervisory authority in relation to processing by a controller for the performance of a task carried out by the controller in the public interest, including processing in relation to social protection and public health.


Article 40 “Codes of conduct"


=> Recital: 98, 99

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage the drawing up of codes of conduct intended to contribute to the proper application of this Regulation, taking account of the specific features of the various processing sectors and the specific needs of micro, small and medium-sized enterprises.

2. Associations and other bodies representing categories of controllers or processors may prepare codes of conduct, or amend or extend such codes, for the purpose of specifying the application of this Regulation, such as with regard to:
(a) fair and transparent processing;
(b) the legitimate interests pursued by controllers in specific contexts;
(c) the collection of personal data;
(d) the pseudonymisation of personal data;
(e) the information provided to the public and to data subjects;
(f) the exercise of the rights of data subjects;
(g) the information provided to, and the protection of, children, and the manner in which the consent of the holders of parental responsibility over children is to be obtained;
(h) the measures and procedures referred to in Articles 24 and 25 and the measures to ensure security of processing referred to in Article 32;
(i) the notification of personal data breaches to supervisory authorities and the communication of such personal data breaches to data subjects;
(j) the transfer of personal data to third countries or international organisations; or
(k) out-of-court proceedings and other dispute resolution procedures for resolving disputes between controllers and data subjects with regard to processing, without prejudice to the rights of data subjects pursuant to Articles 77 and 79.

3. In addition to adherence by controllers or processors subject to this Regulation, codes of conduct approved pursuant to paragraph 5 of this Article and having general validity pursuant to paragraph 9 of this Article may also be adhered to by controllers or processors that are not subject to this Regulation pursuant to Article 3 in order to provide appropriate safeguards within the framework of personal data transfers to third countries or international organisations under the terms referred to in point (e) of Article 46(2). Such controllers or processors shall make binding and enforceable commitments, via contractual or other legally binding instruments, to apply those appropriate safeguards including with regard to the rights of data subjects.

4. A code of conduct referred to in paragraph 2 of this Article shall contain mechanisms which enable the body referred to in Article 41(1) to carry out the mandatory monitoring of compliance with its provisions by the controllers or processors which undertake to apply it, without prejudice to the tasks and powers of supervisory authorities competent pursuant to Article 55 or 56.

5. Associations and other bodies referred to in paragraph 2 of this Article which intend to prepare a code of conduct or to amend or extend an existing code shall submit the draft code, amendment or extension to the supervisory authority which is competent pursuant to Article 55. The supervisory authority shall provide an opinion on whether the draft code, amendment or extension complies with this Regulation and shall approve that draft code, amendment or extension if it finds that it provides sufficient appropriate safeguards.

6. Where the draft code, or amendment or extension is approved in accordance with paragraph 5, and where the code of conduct concerned does not relate to processing activities in several Member States, the supervisory authority shall register and publish the code.

7. Where a draft code of conduct relates to processing activities in several Member States, the supervisory authority which is competent pursuant to Article 55 shall, before approving the draft code, amendment or extension, submit it in the procedure referred to in Article 63 to the Board which shall provide an opinion on whether the draft code, amendment or extension complies with this Regulation or, in the situation referred to in paragraph 3 of this Article, provides appropriate safeguards.

8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment or extension complies with this Regulation, or, in the situation referred to in paragraph 3, provides appropriate safeguards, the Board shall submit its opinion to the Commission.

9. The Commission may, by way of implementing acts, decide that the approved code of conduct, amendment or extension submitted to it pursuant to paragraph 8 of this Article have general validity within the Union. Those implementing acts shall be adopted in accordance with the examination procedure set out in Article 93(2).

10. The Commission shall ensure appropriate publicity for the approved codes which have been decided as having general validity in accordance with paragraph 9.

11. The Board shall collate all approved codes of conduct, amendments and extensions in a register and shall make them publicly available by way of appropriate means.
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