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1.0	Introduction
1.1	The work to develop evidence for Source Group, (the Organisation)’s IG Toolkit submission includes populating an Information Asset Register and documenting the associated asset data flows that use Personal Confidential data (PCD), the impact of not being able to use PCD may involve possible re-work to existing processes. 
1.2	This procedure outlines the actions required to capture and update new and existing information assets that are stored in the Organisation’s Information Asset Register 
2.	Information Assets Description
2.1	What Is Personal Confidential Data? Personal Confidential Data (PCD) is information (an identifier) about a person e.g. a patient, client, service user or staff, from which the individual could be singled out from others. It may be a single or combination of two or more identifiers such as: 
· Name  
· Address (home or business) 
· Postcode (e.g. a house in rural area) 
· NHS No Email address  
· Date of birth  
· Driving licence number (date of birth and first part of surname) 
· Telephone numbers  
· Local patient Identifier  
· National Insurance No. 

2.2	A single identifier may be fairly explicit such as an unusual surname, an isolated postcode or combination such as of postcode and telephone number.
3.	Information Asset Owners
3.1	 IAO are senior individuals involved in managing the relevant organisation. Their role is to understand what information is held, what is added and what is removed, how information is moved, and who has access and why.
4.	Information Asset Register
4.1	It should be noted that under Article 30 of the EU GDPR (and the Data Protection Act 2018) "Records of Processing activities" (ROPA) , eg  Each controller and, where applicable, the controller's representative, shall maintain a record of processing activities under its responsibility. That record shall contain all of the following information: 
(a) the name and contact details of the controller and, where applicable, the joint controller, the controller's representative and the data protection officer.
(b) the purposes of the processing.
(c) a description of the categories of data subjects and of the categories of personal data.
(d) the categories of recipients to whom the personal data have been or will be disclosed including recipients in third countries or international organisations.
(e) where applicable, transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the documentation of suitable safeguards;
(f) where possible, the envisaged time limits for erasure of the different categories of data.
(g) where possible, a general description of the technical and organisational security measures referred to in Article 32(1).

4.2	Each processor and, where applicable, the processor's representative shall maintain a record of all categories of processing activities carried out on behalf of a controller, containing:
(a) the name and contact details of the processor or processors and of each controller on behalf of which the processor is acting, and, where applicable, of the controller's or the processor's representative, and the data protection officer.
(b) the categories of processing carried out on behalf of each controller.
(c) where applicable, transfers of personal data to a third country or an international organisation, including the identification of that third country or international organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the documentation of suitable safeguards;
(d) where possible, a general description of the technical and organisational security measures referred to in Article 32(1).

4.3. 	The records referred to in paragraphs 4.1 and 4.2 shall be in writing, including in electronic form.
4.4. 	The controller or the processor and, where applicable, the controller's or the processor's representative, shall make the record available to the Information Commissioners Office (ICO) on request.
4.5. 	The obligations referred to in paragraphs 4.1 and 4.2 shall not apply to an enterprise or an organisation employing fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights and freedoms of data subjects, the processing is not occasional, or the processing includes special categories of data as referred to in Article 9(1) or personal data relating to criminal convictions and offences referred to in Article 10. 
4.6	An Information Asset Register is a two-dimensional table (usually Excel based) that includes a description of a number of information’s assets, the risks they present to an organisation if they were to be viewed or used by individuals who have no legal right to do so. And mitigation measures to reduce the risk of asset loss.
In addition to the table headings, the field heading must include: -
· Unique Reference Number
· Name of Information Asset Owner	
· Information Asset Detail	
· Information Asset Criticality	
· Does the Asset Contain patient Confidential Data?	
· Name of Information Asset Administrator who conducted the Risk Assessment	
· Service Area	
· Location of Information Asset	
· Information Asset Storage Format
· Is the Asset Vulnerable to malicious code and or unauthorised mobile code?	
· Likelihood of Asset Breach (High Medium Low)	
· Impact of Asset Breach (High medium Low)	
· Information Asset Breach Risk Rating (High Medium Low)	
· Date of Risk Assessment	
· Mitigation / Action Plan in Place to reduce Risk	
· Name & designation of the information asset administrator who conducted the risk assessment 	
· Are access levels reviewed regularly, to prevent inappropriate or incorrect access?	
· Are the user accounts removed / disabled when an employee leaves, or altered if an employee changes role?	
· Does each user have their own user ID and password for   system access	How many people have Administrator / Manager rights or other privileged accounts for this system?	
· Is the use of privileged accounts monitored and are they regularly reviewed to see if still required?	
· Are sessions locked or users logged out of the System / Application after being idle for a period of time	
· Review Date for Risk Assessment	
· Comments	
· Business Continuity Countermeasures for loss of Information Assets	
· Link to Corporate Risk Register 
· Risk Ref Number

4.7	Register of Processing Analysis (ROPA)
The heading for the ROPA shall include: -

· Name and contact details of the Data Protection Officer 
· Purposes of the processing 
· Description of the categories of data subjects and of the categories of personal data 
· Categories of recipients to whom the personal data have been or will be disclosed including recipients in third countries or international organisations 
· Where possible, the envisaged time limits for erasure of the different categories of data 
· Document each processing activity at individual processing activity level, bear in mind that the same data sets, or components of the same data sets might have multiple processing activities (and notably would have different retention periods for each, which is particularly important when drafting privacy notices).  You'll need to record them all.
· Name of Process owner
· Step by step process flow – from collection to disposal
· Volumes of data (transactions per annum or number of records managed per annum)
· Are there any data processors involved in the process (and who they are)?
· If so, is the Data Processor GDPR Compliance
· Do Contract Clauses meet Article 28 (Processor) requirements?


5.	Information Asset Register Development Process
In accordance with the Information Asset Register Creation and Updating flow charts (See Appendix A) a generic information asset register must be developed and issued to all Heads of Service within the Organisation, including: -
· Finance
· Medical
· Operations and Corporate Performance
· Communications
· Contracts and Procurement
· Quality

Or others as required
Each Information Asset has been assessed for asset criticality (a measure of the content of importance to the organization and or the level of personal data) and risk of the information asset as expressed by how likely the asset was to be view or used by 



Appendix A 
Information Asset Register Creation and Updating (Stage 1)
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Information Asset Register Creation and Updating (Stage 2)

Approval Granted
Open existing Asset Information Register
Information Asset Register Signed off by SIRO*
Check responses and request clarification if required
Issue to service heads – request details of any deletions, additions or modifications
Service Heads complete the Information Asset Register and return to xxx
Store Information Asset Register in agreed folder location
Diarise for repeat Stage 2 in Six months’ time
1[image: ]
From Stage 1 of Create and Update Information Asset Register Procedure
Procedure to update the Information Asset Register on a six monthly basis
*   SIRO – Senior Information Risk Owner
Clarification Required
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