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1. [bookmark: _Toc495614275]Introduction 
Information plays a vital role in the conduct of the business of Source Group, (the Organisation) and the information technology and communications facilities must be used correctly, professionally, legally, in line with the duties of the role, with respect for colleagues and patient data and in accordance with the data protection policies and procedures. The Data Protection Act 2018 including the UK version of the General Data Protection Regulation (GDPR) will apply to the content of this policy. See Appendix A for a list of GDPR Articles which refer to the protection of personal confidential data.
2. [bookmark: _Toc495614276][bookmark: one]Clear desk / and clear screen policy 

The organisation operates a clear desk and clear screen policy. 
Personal identifiable or sensitive information relating to staff, service users or business sensitive information should not be retained on desks or displayed on unattended computer screens. 
Personal identifiable or sensitive information in manual format or paper records must be locked away or secured when staff are away from desks, and especially at the end of the working day.

Personal computers and terminals should not be left logged on when unattended, Staff should ensure that they log off or log out of terminals before leaving the desk during the working day and terminals should be shut down at the end of the working day. Automatic timeout sessions will ensure that computers become inactive after a designate period of time, however, it is the responsibility of staff to log out to avoid any inappropriate access or viewing. 

[bookmark: _Toc495614277]2	Whiteboards acceptable use policy 

Staff should ensure that whiteboards are cleared of person or sensitive information and business sensitive information when leaving a meeting room/office. 
Whiteboards should not contain person identifiable or business sensitive information in public areas.
[bookmark: _Toc495614278]3. 	Policy for the transportation of person/sensitive or business sensitive information 

Staff should ensure that any loose papers or notes from meetings are secured in transit. This applies to transit within Organisation premises and external to.  
Meeting agendas/minute/papers and notes should be placed into confidential waste bins for disposal.
Staff who may attend meetings with health professionals where personal/sensitive information is provided and discussed should ensure that they do not inappropriately remove and transport the information. 
Staff required and approved to transfer personal sensitive information external to the Organisation premises between places of work/meetings should ensure that it is secured in the boot of the car. 
Extra care should be taken when transferring documents files and folders outside of the Organisation premises in difficult climatic conditions.
Person identifiable/sensitive information should not be transferred on public transport unless absolutely unavoidable. Where this is necessary the information should be secured in a locked bag which should be secured by the transporter and should never be left unattended or behind on the vehicle.
[bookmark: _Toc495614279]4	Policy for the security and management of faxes 

Staff must follow safe haven procedures to create a safe and secure environment for sending and receiving faxes containing person identifiable or business sensitive information. Staff must conform to the following procedure: 
· Only send person identifiable information by fax when absolutely necessary and where there is not an alternative more secure method of transfer. 
· Fax machines must be secure and located area not accessible to the public.
· Safe haven fax procedures for sending and receiving faxes must be located close to the fax machine. 
· Programmed frequently used numbers into the fax machine. If this facility is not available double check the numbers before pressing send. 
· Always send faxes containing sensitive information to a named individual.
· Advice the individual that you are sending a fax that contains personal identifiable information and ask them to stand by the machine to ensure it is secured once received. 
· Ask for confirmation of receipt. 
· Use a cover sheet with a disclaimer giving details of who to contact if received in error. 
· Remove all documents after use and if no longer required dispose of via confidential waste. 

[bookmark: _Toc495614280]5. 	Policy for the security and management of post 

The following procedures should be applied where person identifiable information is sent by post: 
· When sending sensitive information to a third party, consider the most secure method of transfer e.g. special delivery, recorded delivery or for large items an approved Organisation courier 
· Mark the envelope as Private or Confidential 
· Correspondence must be sent in a sealed envelope to a named individual
· Check the name and address of the recipient has been correctly written and that the letter is inserted into the correct envelope. 
· Open incoming post away from public areas. 


[bookmark: _Toc495614281]6. 	Policy on the use of telephones for sharing personal identifiable information 

When contacting service users or staff to discuss their personal issues, or health professional to discuss a service user by telephone you should take care not to reveal the identity of the individual you are discussing to those within hearing range.  You must not disclose personal identifiable information inappropriately in telephone conversations. The policy requirements are detailed as follows:
· Telephone calls in which you need to discuss sensitive information relating to service users or staff should be conducted in a private location to avoid being overheard. 
· Replay answer machines messages that may have come from service users or staff in their private capacity in a private location. 
· If you receive a telephone call requesting person identifiable information always check the identity of the caller and make sure that they have a legitimate right to receive the information. Ring the caller back before any disclosure is made having first checked the phone number from a source other than the caller. Check with your line manager that the information can be provided before taking any action and do not be bullied into divulging the information. 
· Avoid leaving messages on service users or staff telephone answer machines that identify an individual. You may record which organisation you are calling from who you wish to contact and your name and contact details and ask them to ring back. 
[bookmark: _Toc495614282]7. 	Acceptable use of the E-mail system

This Section explains how the Organisation e-mail system should be used. It is your responsibility to ensure that you understand and comply with this policy. It ensures that:
· You understand your responsibilities and what constitutes abuse of the service
· Computers and person identifiable or sensitive data are not put at risk
· Where possible use nhs.net or encrypted emails 
[bookmark: two]7.1. 	General information about the Organisation E-mail System
The Organisation e-mail system has been provided for business purposes and this should be your main use of the service. 
There may be circumstances under which it is necessary for a designated and authorised person other than yourself to view the contents of your files and folders within the e-mail system for example if you have a secretary or PA that organizes your diary.
Staff contact details are provided in a Directory to support the business function of the organisation. These details may be available to other members of staff in local health of social care organisations
All data retained within the service remains the property of the Organisation
[bookmark: three]7.2. 	Your responsibilities when using the Organisation e-mail system
General responsibilities:
You must not use the e-mail service to violate any laws or regulations of the United Kingdom or other countries. Use of the service for illegal activity is usually grounds for immediate dismissal and any illegal activity will be reported to the police. Illegal activity includes, but is not limited to, sending or receiving material related to pornography, terrorism, incitement to racial harassment, stalking and sexual harassment and treason. Use of the service for illegal activity will result in the immediate suspension of the account and will evoke disciplinary procedures  
You must not use the Organisation e-mail service for commercial gain. This includes, but is not limited to: unsolicited marketing, advertising and selling goods or services.
You must not attempt to interfere with the technical components, both hardware and software, of the e-mail system in any way.
You must ensure that your system password is kept confidential and secure at all times. Where you have any reason to suspect that your system password has been compromised, or that someone has accessed your e-mail account you must immediately notify the ICT Helpdesk and report through the Organisation incident reporting procedures. You should not use your system password for any other account or any website. 
 You will never be asked for your password. e.g., by phone or email by the ICT Service.  Do not divulge this information to anyone, even if asked.
E-mail messages are increasingly becoming a source of the introduction of computer virus infection which often sits within attached documents. The Organisation e-mail system is protected by anti-virus software although occasionally, a new virus may not be immediately detected. If you are unsure of the source of an email or attachment you should leave it unopened and inform the IT Helpdesk. You must not introduce or forward any virus or any other computer programme that may cause damage to NHS computers or systems. If you are found to be deliberately responsible for introducing or forwarding a programme that causes any loss of service, disciplinary procedures will be invoked.
You must not use the e-mail service to disable or overload any computer system or network. Where excessive account activity is detected your account could be suspended without notice to safeguard the service for all other users
All communication you send through the Organisation’s e-mail system is assumed to be official correspondence acting in your official capacity on behalf of the organisation. Should you need to send communication of a personal nature you must clearly state in the subject field that your message is a personal message and not sent in your official capacity.
You must familiarise yourself with the Organisation Information Security and Management Policy which includes important policy statements.
If you are accessing your e-mail account remotely you must not provide access to any other person. You must log out of the system when away from the computer during remote access sessions. You should not use the Organisation e-mail system in public areas where the content of business e-mails may be visible to members of the public. 
You should not send business information via e-mails to or from personal web-based accounts such as Hotmail or Gmail. 
You must not attempt to disguise your identity or your sending address, or send e-mails via another users account under the pretense that you are the account holder.  
You must not send any material by email that could cause distress or offence to another user. You must not send any material that is obscene, sexually explicit or pornographic. If you need to transmit explicit material for a valid clinical reason, then you must obtain express permission from the Caldicott Guardian.
You must not use the Organisation e-mail service to harass other users, members of the public or groups by sending persistent emails to individuals or distribution lists.
You must not forward chain emails or other frivolous material to individuals or distribution lists.
It is your responsibility to check that you are sending email to the correct recipient, as there may be more than one person with the same name using the service. Always check that you have the correct email address for the person you wish to send to - this can be done by checking their entry in the e-mail Directory or telephoning the intended recipient to confirm the e-mail address.
Email is admissible as evidence in a court of law and messages can be classified as legal documents. Internal emails may also need to be disclosed under the Freedom of Information Act 2000 and the Data Protection Act 2018. Emails should be treated like any other communication and care should be taken to ensure that content is accurate, and the tone is appropriate.
7.3. 	Responsibilities when using the e-mail Directory:
It is your responsibility to make sure that your details in the Organisation Directory are correct and up to date. Inform the helpdesk if you have changed your job role telephone number, e-mail address or organisation.
You must not use the e-mail directory to identify individuals or groups of individuals to target for commercial gain, either on your own behalf or that of a third party.
7.4. 	Information governance issues
The Organisation e-mail system supports the secure exchange of information and is not designed as a document management system. Documents or emails that are required for retention/compliance purposes should be stored on the secure Organisation network.
The Organisation is entitled to seek access to the contents of your mailbox, sent/received messages or other audit data as required, to support information governance processes and without your prior consent. Such requests are strictly regulated with the process detailed in the Organisation Information Security and Management Policy. 
[bookmark: four]7.5. 	E-mail and exchanges of person identifiable sensitive information
You must never send person identifiable or sensitive information to or from your Organisation.nhs.uk e-mail account.
Exchanges of person identifiable or sensitive information by e-mail should be approved by the Organisation Caldicott Guardian and should only be conducted by NHSmail (nhs.net) or Secure Encrypted e-mail. 
You should contact the IT Helpdesk for information on how to set up an nhs.net account or utilise Encrypted e-mail. 
NHS mail may be used to transfer person identifiable or sensitive information to other secure e-mail addresses such as:
· NHSmail addresses (i.e. from an '*.nhs.net' account to an '*.nhs.net' account),
· Government secure email domains (between *.nhs.net and *.gsi.gov.uk, *.gse.gov.uk and *.gsx.gov.uk),
· Police National Network/Criminal Justice Services secure email domains (between *.nhs.net and *.pnn.police.uk, *.scn.gov.uk, *.cjsm.net),
· Ministry of Defence secure email domains (*.nhs.net and *.mod.uk),
· Local Government/Social Services secure email domains (*.nhs.net and *.gcsx.gov.uk).

Exchanges of person identifiable or sensitive information must adhere to the following guidelines:
· You should make sure that any exchange of sensitive information is part of an agreed process. This means that those sending and receiving the information know what is to be sent, what it is for and have agreed how the information will be secured and used prior to, during and after the exchange.
· Caldicott and Information Governance principles should apply whenever sensitive information is exchanged.
· As with printed information, care should be taken that sensitive or personal information sent or received by secure /encrypted e-mail is not saved anywhere that it can be accessed by other people, e.g. on a personal computer without password protection.
· When you are sending sensitive information, you should always request a delivery and read receipt so that you can be sure the information has been received safely. This is especially important for time-sensitive information such as referrals
· You must not hold sensitive or personal data in your calendar if your calendar may be accessed by other people.
· where personal identifiable information is visible to other people it is your responsibility to make sure that those people have a valid relationship with the person
· You must always be sure that you have the correct contact details for the person that you are sending the information to. If in doubt you should check the contact details in the Organisation Directory or by a telephone call phone to the intended recipient.
· If it is likely that you may be sent personal and/or sensitive information you must make sure that the data is protected when received. You should only access your e-mail account from secure, encrypted devices which are password protected and unattended devices must be locked to ensure that data is protected in the event of the device being lost or stolen
· Remember that personal information is accessible to the data subject i.e. the individual who is the subject of the information, under Data Protection legislation
[bookmark: _Toc495614283]8. 	Policy for the security, Management and acceptable use of the Internet 

This Section explains the Organisation policy on acceptable use of the Internet. It is your responsibility to ensure that you understand and comply with this policy. It ensures that:
· You understand your responsibilities and what constitutes abuse of the service
· Computers and person identifiable or sensitive data are not put at risk
· The Organisation limits personal use of the Intranet to prior to your working day beginning, your lunch break, and after your working day has ended.

 Individuals who have access to the Organisation’s Internet facilities should ensure they are familiar with and adhere to the following policy standards and good practice guidelines at all times. 
· Users should not attempt to use the Internet without having been assigned a personal      authorised network account. 
· You must not attempt to access, view, download or save any defamatory, offensive, obscene or indecent messages, images, data or other material such as, but not limited to, images of nudity, racist or sexist material, violent images, incitement to criminal behaviour etc. 
· Users must not download any material that will infringe the copyright of another person or company. 
· You must not download games software or licensed/unlicensed software from the internet
· User must not bypass or attempt to bypass the web filtering software in a manner that is incompatible with organisational policy or by illegitimate methods. 
· Users should not utilise the Organisation Internet access to promote or conduct personal or third party commercial/ business activities. 
· Staff must not use network passwords on Internet sites.
· You should not download very large files that might affect the responsiveness of the system for others.
· The Organisation recognises that Internet facilities such as Facebook, WhatsApp, and Twitter etc. may be used by staff in their private and social lives. To protect the Organisations reputation and prevent damage to staff and service users the following guidelines must be met in the use of such accounts
· Personal Facebook, WhatsApp, Twitter accounts must not be accessed during the working day on Organisation computer equipment. 
· Information relating to the business of the Organisation, its staff and its service users must not be disclosed in a manner that may breach confidentiality, be defamatory or bring the reputation of the organisation into disrepute 
·  Photographs taken within Organisation premises must not be published on the Internet without the explicit consent of the Organisation. Photographic images of staff or service users must not be posted on Internet sites without their explicit consent. The content of photographic images must not contravene decency nor be defamatory in content. 
· Information must not be posted on social networking sites that would be considered harassment, bullying, or victimisation or would slander Organisation staff.
[bookmark: _Toc495614284]9. 	Policy for the security and management of SMS/Text messages 
SMS/text messaging technologies are readily accessible and easy to use and send. The Organisation understand that there may be instances were such messaging systems may be considered for use within the organisation. The Organisation recognises that there are legal obligations and potential dangers in the unmonitored use of such technology. 
Use of SMS and text messaging to contact service users/the public must be approved by the Organisation before implementation.  Messages stored on NHS owned systems are governed and must comply with legislation. Department of Health guidance recommends that: 
· There is a policy in the organisation for the use of SMS/text messaging.
· Services wishing to utilise SMS/text messaging solutions to contact the public must produce comprehensive plans for deployment, which include risk assessment and detail how compliance with legislation will be achieved. Services who propose utilising contracted SMS services must provide assurance that the Contractors security and confidentiality arrangements meet required standards. Plans must be taken to the Information Governance Steering Group for consideration.
· Ensure the consent of participating service user/member of the public is obtained before messages are sent, and that they are able to opt out of SMS arrangements at any point.
· Staff implementing approved SMS/text messaging services must have completed Information Governance training, be fully aware of best practice, personal accountability and professional codes of practice. 
· Staff must not send SMS/text messages that may embarrass or cause distress to the recipient.
· To avoid misinterpretation users should not use ‘text speak’, abbreviations or acronyms in messages to the public. 
· Staff should apply and manage appropriate message retention periods to SMD/text messages. 

[bookmark: _Toc495614285]10. 	Policy for the security and management of portable/removable media 

Removable media should not be considered an appropriate format to store or transfer person identifiable/sensitive information. Removable media is vulnerable to loss, theft and corruption and should not be used to transfer such information where other more appropriate methods are available. The Organisation Network should be considered the primary area for the long/short term storage of information as it is backed up on a daily basis. 
Removable media can be defined as any portable device that can be used to store and transfer/transport information and includes but is not limited to: 
· Universal Serial Bus (USB) memory sticks, also known as flash disks or drives 
· Compact disks (CD) 
· Digital versatile disks (DVD) 
· Magnetic tapes and cassettes 
· USB Hard Disk Drives 
· SD or PDA memory cards 
· And includes laptops, Blackberry and mobile/IP phones 
Staff must be aware of the following: 
· Portable/removable media must be encrypted to appropriate security standards.
· Person identifiable/sensitive information relating to service users, members of the public or staff and business sensitive information must not be transferred to portable/removable media unless it is part of a previously authorised Organisation data flow and is encrypted to required NHS standards. 
· Portable/removable media must be stored when not in use in a secure environment preferably in a locked drawer or cupboards in keypad controlled areas.
· Portable/removable media no longer required or in use must be returned to the IT department for recycling or secure destruction. 
· Staff must not connect privately owned portable/removable media directly to the Organisation network unless it has been cleared as posing no risk to the network by the ICT Service and approved by the Organisation.
Portable/removable media must be scanned for viruses on each occasion that it is connected to the Organisation system. This can be done by:
· Open ‘My Computer’ on the desktop 
· Right click on the device or volume of data and 
· Select ‘Scan with anti-virus’ from the drop down menu.
Loss of portable/removable media must be reported immediately to the IT Helpdesk and through the Organisation incident reporting procedures and to the Organisation Senior Information Risk Owner (SIRO). – Contact details may be found at the end of this document.

[bookmark: _Toc495614286]11. 	Policy for the security and management of Remote Access & Home Working 

Remote working/homeworking can bring advantages to both the employee and the organisation, however, it is essential that such working does not jeopardise the confidentiality, integrity and security of information. 
· Remote and home working must be authorised by Line Managers through the ICT service. 
· Staff who are authorised to work from home or through remote access must ensure that the security of Organisation networks and the confidentiality of the information they contain is protected at all times. 
· Laptops, tablets etc. must be kept physically secure in both onsite and offsite locations.  
· Equipment should be secured in a locked cupboard or draw overnight or when not in use, in the home environment. 
· Staff must not provide access to Organisation Laptops, Tablets etc. to family members or other unauthorised individuals.
· Laptops, Tablets etc., when not in use in the workplace should be secured in locked cupboards or cabinets. 
· Person identifiable or sensitive information must not be transferred to equipment that is not owned or managed by the Organisation. 
· Backup and continuity procedures must be in place to ensure information is not lost. 

[bookmark: _Toc495614287]12.   Policy for the security and management of Organisation electronic systems. 

Access to Organisation electronic systems must be controlled to avoid inappropriate access and use. Electronic office systems include calendar systems such as Outlook, folders set up on the local secure drive and other Microsoft Office applications such as Word, Excel and Access. To ensure access to such systems is appropriate and controlled the following controls should be applied: 
· Line Managers must authorise access to the Organisation network for new users.
· Users are responsible along with line management) for controlling delegate access to their calendar, email (and other similar functions). Delegate access should be provided on a need to know basis. 
· The Organisation provides a secure infrastructure which allows staff to save files/documents to a secure shared network drive. The secure networks drives are backed up daily to ensure the business continuity of the Organisation.  
· Staff must under no circumstances save person identifiable, sensitive information or business information to local C drives or desktops. 
· Staff wishing to set up databases of personal or sensitive information must seek the prior authorisation of the Senior Information Risk Owner (SIRO). Users of database tools will require authorisation for the development of appropriate databases. A record of databases within the Organisation will be maintained for Data Protection Notification purposes.
· Departmental Managers will approve access to shared network drives/folders. ICT Service will provide access to users through the provision of user names and passwords.
· The Organisation will ensure that access is removed or changed for users who leave the organisation or change job role.
· Users are responsible for deleting files when no longer required and keeping folder up to date.
If you have any questions or are unsure or unclear about the content of this document, you should contact: 
Senior Information Security Owner/Head of Strategy and Outcomes

This document will be updated as and when necessary. Staff will be informed of any changes that affect working practice. The latest version will be available on the Information Governance pages of the Organisation Intranet. 
Staff must familiarise themselves with the content of later versions when notified of their publication.
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Appendix A – GDPR Contents
		[bookmark: _Toc495614288]EU General Data Protection Regulation (EU-GDPR)
Table of contents
	Info  /  Regulation






	4.5.2016 | EN | Official Journal of the European Union | L 119/1 REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection 
[bookmark: 1][bookmark: 2][bookmark: 3][bookmark: 4][bookmark: 5][bookmark: 6][bookmark: 7][bookmark: 8][bookmark: 9][bookmark: 10][bookmark: 11][bookmark: 12][bookmark: 13][bookmark: 14][bookmark: 15][bookmark: 16][bookmark: 17][bookmark: 18][bookmark: 19][bookmark: 20][bookmark: 21][bookmark: 22][bookmark: 23][bookmark: 24][bookmark: 25][bookmark: 26][bookmark: 27][bookmark: 28][bookmark: 29][bookmark: 30][bookmark: 31][bookmark: 32][bookmark: 33][bookmark: 34][bookmark: 35][bookmark: 36][bookmark: 37][bookmark: 38][bookmark: 39][bookmark: 40][bookmark: 41][bookmark: 42][bookmark: 43][bookmark: 44][bookmark: 45][bookmark: 46][bookmark: 47][bookmark: 48][bookmark: 49][bookmark: 50][bookmark: 51][bookmark: 52][bookmark: 53][bookmark: 54][bookmark: 55][bookmark: 56][bookmark: 57][bookmark: 58][bookmark: 59][bookmark: 60][bookmark: 61][bookmark: 62][bookmark: 63][bookmark: 64][bookmark: 65][bookmark: 66][bookmark: 67][bookmark: 68][bookmark: 69][bookmark: 70][bookmark: 71][bookmark: 72][bookmark: 73][bookmark: 74][bookmark: 75][bookmark: 76][bookmark: 77][bookmark: 78][bookmark: 79][bookmark: 80][bookmark: 81][bookmark: 82][bookmark: 83][bookmark: 84][bookmark: 85][bookmark: 86][bookmark: 87][bookmark: 88][bookmark: 89]of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [...]

CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data


CHAPTER VI - Independent supervisory authorities

Section 1 - Independent status
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