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Introduction 

This document defines the Information Security Policy for Source Group, (referred to hereafter as the Organisation). The Information Security Policy applies to all business and covers the information, information systems, networks, physical environment and relevant people who support and use those business functions

This document:
· Sets out the organisation’s policy for the protection of the confidentiality, integrity and availability of its assets, that is hardware, software and information handled by information systems, networks and applications
· Establishes the information security responsibilities
· Provides reference to documentation relevant to this policy

The current Data Protection Act 2018 includes the General Data Protection Regulation and all data protection, security and quality aspects of the organisation’s activities will adhere to the Act.


[bookmark: _Toc508404203]Purpose/Scope of this Policy 

2.1   The scope of this policy is to ensure the security of The Organisation’s information assets.  To do this the Organisation will:
· Ensure Availability - Ensure that assets are available for Users;	
· Preserve Integrity - Protect assets from unauthorised or accidental modification;  
· Preserve Confidentiality - Protect assets against unauthorised disclosure. 

Willful or negligent disregard of this policy may be investigated and dealt with under the Organisation Disciplinary Procedure.

This policy applies to all information media, systems, networks, portable electronic devices, applications, locations and Users within the Organisation.

Provide a consistent risk management framework in which information security risks will be identified, considered and addressed in key approval, review and control processes in conjunction with the risk management strategy of the Organisation.

To provide a systematic, standardised and legal basis for the admissibility of digital evidence that may be required for formal dispute or legal process. In this context, information security forensics may include evidence in the form of log files, emails, back-up data, removable media, portable computers and network and telephone records amongst others that may be collected in response to an event or dispute occurring.



[bookmark: _Toc508404204]Definitions

3.1	Confidentiality of information - Person-identifiable, sensitive or otherwise valuable information will be protected against unauthorised access and disclosure

3.2	Information Assets - Any information that is stored physically or electronically, transmitted across networks or telephone lines, sent by fax, spoken in conversations or printed.

3.3	Integrity of information - Safeguards to protect against unauthorised modification and destruction of information.

3.4	Physical, logical, environment and communications security - Controls to prevent unauthorised access, damage and interference to ICT services and clinical records.

3.5	Infrastructure - Computers, systems, networks, cabling and other devices which make up the estate of information management in ICT provider’s area of responsibility.		

3.6	Forensic Readiness - The ability of an organisation to make use of digital evidence when required. Its aim is to maximise the organisation’s ability to gather and use digital evidence whilst minimising disruption or cost

[bookmark: _Toc508404205]Duties 

4.1 Organisation responsibilities
	
The Organisation will ensure that its information systems, applications and networks are available when needed, they can be accessed only by legitimate Users and should contain complete and accurate information.  The information systems, applications and networks must also be able to withstand or recover from threats to their availability, integrity and confidentiality.  To satisfy this, The Organisation will undertake to the following: 

4.11	Protection

Protect all hardware, software and information assets under its control.   This will be achieved through general compliance with ICT provider’s standards

Provide both effective and cost-effective protection that is commensurate with the risks to its assets

4.1.2	Policy Implementation

Implement the Information Security Policy in a consistent, timely and cost-effective manner;

4.1.3	Acts Complied with and the Law
Where relevant, The Organisation will comply with:

· Copyright, Designs & Patents Act 1988
· Access to Health Records Act 1990
· Computer Misuse Act 1990
· The Data Protection Act 2018 including GDPR 
· The Human Rights Act 1998
· Electronic Communications Act 2000
· Regulation of Investigatory Powers Act 2000
· Freedom of Information Act 2000
· Health & Social Care Act 2012

The Organisation will comply with other laws and legislation as appropriate.

4.2	User Responsibilities

All personnel or agents acting for the organisation have a duty to:

4.2.1	Safeguard hardware, software and information in their care

4.2.2	Ensure that document files are not saved on the hard disk (including the desktop) of Organisation computers (if the computer were to be stolen the data would be lost).  The Organisation recognises that there are rare occasions when saving work files locally may be necessary and in these instances permission must be gained in advance from the Portfolio Manager – Information Governance and Health Records and an adequate risk assessment undertaken, prior to any files being stored on a computer hard disk.

4.2.3	Ensure that person identifiable or other sensitive information is not stored on portable or removable media (laptops, USB, memory stick) under any circumstances.

4.2.4	Prevent the introduction of malicious software on the organisation’s ICT systems

4.2.5	Report on any suspected or actual breaches in security;

4.2.6	Comply with all information security measures approved by the Organisation.  Deliberate misuse of information or systems, or negligently disregarding Organisation security measures could result in disciplinary action, including dismissal and may lead to a criminal conviction.

4.3	Line Manager's Responsibilities

Line Managers are directly responsible for:
	
4.3.1	Ensuring the security of the organisation’s assets, (that is information, hardware and software used by staff and, where appropriate, by third parties) is consistent with legal and management requirements and obligations;

4.3.2 	Ensuring that their staff are aware of their security responsibilities and comply with all Organisation policies and procedures;

4.3.3	Ensuring that their staff have had suitable security training.



4.4	Caldicott Guardian, SIRO & Information Governance Lead

4.4.1	The Caldicott Guardian, Christina McFadden and the SIRO, (Tom Rawley), have a responsibility, supported by the Senior Information Risk Owner and IG Lead, is to oversee the delivery of the Organisation’s Information Governance agenda to ensure that all information used in the Organisation, but especially that relating directly or indirectly to Patient care, is managed carefully, responsibly, within current law and with due regard to considerations of privacy such as those defined in the Caldicott principles. 

4.4.2	The Caldicott Guardian, supported by the IG Lead, is also responsible for ensuring that all staff are consistently made aware of their obligations in this area.

4.4.3	The Caldicott Guardian, supported by the IG Lead, is responsible for ensuring security is considered when applications and systems are under development or enhancement.  

4.4.4	The SIRO will ensure that all information risk is identified, reviewed and appropriately responded to.

4.4.5	The SIRO will ensure that all critical Information assets have appropriate business continuity plans and disaster recovery plans   

4.4.6	Ensuring that the role of Information Security Manager is appropriately allocated. (if required)

4.4.7	Co-ordinating the development and maintenance of IG forensic policy procedures and standards.

4.4.8	Review, recommend and approve policies and procedures for Information Security to senior management.
	


1.5 Data Protection Officer

As the organisation is not a public body and does not process or process large amounts of personal confidential data, the board has decided that a Data Protection Offices as described in Article 37 of the GDPR is not required.

This decision was based on Article 37 of the GDPR which details three specific cases where an organisation must recruit, appoint and give responsibilities to a DPO if:-

•	They’re a public authority or body processing data (e.g. a hospital or CCG) – the organisation is not a public body
•	The core part of the business is the control and processing of data, and they do this on a large scale, with ‘regular and systematic monitoring of data subjects’ – the clinics run by the organisations on behalf of the NHS, all take place in NHS trusts who provide their clinical processes and IT based Patient management systems to capture and store personal confidential data. 

•	Although the official law does not define what ‘large scale’ means, other authorities have deemed this to be the processing of data from over 5000 individuals, within a 12-month period. - The organisation does not process large amounts of the special categories of personal data, as defined by the GDPR.

The criterial above is the basis for the organisation not to appoint a DPO. The position will be regularly reviewed as required.

4.6	Project Managers 

4.6.1	Project Managers and others responsible for implementing systems are responsible for ensuring that effective security countermeasures are produced and implemented as part of any new systems project and ensuring that all relevant system documentation relating to operating procedures and disaster recovery/business continuity plans are in place as part of the project.

4.6.2	Ensure that all information systems, applications and networks are approved by the ITC provider on behalf of, and in conjunction with the Organisation, before they commence operation, and that approval is appropriately documented.

4.6.3	Ensure that the relevant Project or System Manager reviews changes to the security of any information system, application or network. In addition, all such changes must be reviewed and approved by the ITC provider on behalf of, and in conjunction with the Organisation, The Project or System 

4.6.4	Managers are responsible for updating all relevant system documentation.	

4.6.5	Ensure that there is an effective configuration management system for all information systems, applications and networks.

4.6.6	The Risk Screening Template will be sent to the IG Lead for approval.

4.7	ICT provider

4.7.1	The ICT provider on behalf of, and in conjunction with the Organisation, is responsible for ensuring that the information systems do not pose an unacceptable security risk to the organisation.  

4.7.2	The ICT provider on behalf of, and in conjunction with the Organisation, must ensure that measures are in place to detect and protect the network from viruses and other malicious software.

4.7.3	The ICT provider on behalf of, and in conjunction with the Organisation, may require checks on or an assessment of a system implementation based on any changes implemented.

4.7.4	The ICT Service Suppliers on behalf of, and in conjunction with the Organisation, must ensure that all connections to external networks and systems are documented and approved.

4.7.5	The ICT provider on behalf of, and in conjunction with the Organisation, must approve all connections to external networks and systems before they commence operation.

4.7.6	The ICT provider on behalf of, and in conjunction with the Organisation, will implement and maintain device control on every Organisation computer.

4.7.7	Ensure that all operational applications, systems and networks are monitored for potential security breaches.

4.7.8	Ensure that there is an effective configuration management system for all information systems, applications and networks.

4.7.9	Ensure that information systems are regularly checked for compliance with security implementation standards.

4.7.10	Ensure that disaster recovery plans are produced for all critical applications, systems and networks. The plans must be reviewed by The ITC provider on behalf of, and in conjunction with the Organisation, and tested on a regular basis.

4.7.11	Ensure that, where appropriate, IT staff receive IT security awareness training.	

4.7.12	Implement an effective framework for the management of information security in line with the NHS Digital’s information Governance Toolkit. 

4.7.13	Assist in the formulation of Information Security Policy and related policies and procedures.

4.7.14	Advise on the content and implementation of the relevant action plans.

4.7.15	Produce organisational standards, procedures and guidance on Information Security matters for approval by the IG Lead. All such documentation will be included in the Asset register.
4.7.16	Co-ordinate information security activities particularly those related to shared information systems or ICT infrastructures.

4.7.17	In line with Department of Health directives, ensure all portable storage devices and removable media supported by the Organisation are encrypted at hard disk level to the Department of Health’s advised standard.

4.7.18	Liaise with external organisations on information security matters, including representing the Organisation on cross-community committees. 

4.7.19	Create, maintain, give guidance on and oversee the implementation of, guidance relating to information security.

4.7.20 Represent the organisation on internal and external committees that relate to information security. 

4.7.21 Provide advice and guidance on:
· Policy Compliance
· Incident Investigation
· IT Security Awareness
· Department of Health guidance

4.7.22 Advise Users on potential breaches of the Act and recommended actions.

4.7.23 Promote awareness and provide guidance and advice on other legislation and regulations relevant to Information Security and confidentiality as they apply to the organisation.

4.7.23 The ITC providers must demonstrate adequate IG and data protection certification which may include: -
· Data Security and Protection (DSP) Toolkit
· Cyber Essentials
· Information Assurance for Small to Medium Enterprises
· ISO27001
· GDPR Accreditation


[bookmark: _Toc508404206]Principles

5.1	Risk Assessment and audit

5.1.1 The ICT provider on behalf of, and in conjunction with the Organisation, is responsible for ensuring that appropriate risk assessment(s) are carried out in relation to all the business processes covered by this policy. These risk assessments will cover all information systems, applications and networks that are used to support those business processes. The risk assessment will identify the appropriate security countermeasures necessary to protect against possible breaches in confidentiality, integrity and availability.

5.1.2    NHS Digital’s Data Security and Protection (DSP) toolkit requires the Organisation to undertake a self-assessment audit based on defined indicators. Representatives of NHS Digital’s may request further audit(s).

5.1.3	If applicable, the Organisation’s Internal Audit has the ability to undertake an audit of compliance with policy on request.  

5.1.4	Risk assessment using risk screening tool in conjunction with overall priority planning will be undertaken to determine appropriate, effective and affordable information security controls are in place.

5.1.5	All information security incidents will be reported and investigated through the Incident management system 



5.2	Procedures

5.2.1	Operating Procedures relating to the operation of systems must be appropriately documented.  The procedures should be developed on the basis of an analysis of risks and submitted to the SIRO and IG Lead for review.

5.2.2	User access control and access rights procedural documentation will be developed for each individual Organisation system, on the basis of an analysis of risk.




5.3      Unauthorised Software

5.3.1	Use of any non-standard software on Organisation equipment must be approved by the ITC provider on behalf of, and in conjunction with the Organisation, before installation. All software used on Organisation equipment must have a valid licence agreement – it is the responsibility of the Information Asset Owner or Responsible User of non-standard software to ensure that this is the case.

5.4      Mobile computing and communications

5.4.1	Mobile computing is now commonplace, with users connecting remotely to systems through laptops, mobile phones, PDA’s etc. Therefore, it is essential that the following considerations are made and risk assessment carried out:

5.4.2 	Equipment in transit is at particular risk of being damaged, stolen or lost. Training, procedures and written guidance should be put into place for users to cover these threats. Assessment of equipment in use should consider whether person based or sensitive information is in use and therefore whether equipment should contain encryption facility. Please refer to the Encryption Policy.

5.4.3 	The ITC provider on behalf of, and in conjunction with the Organisation, should ensure that mobile computing equipment recommendations meet Department of Health guidelines as a minimum.

5.4.4 	Regular audits of mobile working arrangements should be carried out to ensure that Users are approved, assets can be accounted for, that secure remote access is used, and that any sensitive or confidential information is securely transported or stored in a remote location. 

5.4.5	Use of secure file servers should be promoted and where possible devices should be configured so that data processed on them are synchronised to the network at the end of a session. If data is saved to the local drive and the device is lost so is the data.

5.4.6	Mobile devices should not be used under any circumstances to store Patient, person or sensitive electronic data.

5.5	Electronic Transfer of Person Confidential Data

5.5.1	Any bulk electronic extract and transfers of person confidential or sensitive data by portable or removable media, file transfer protocol or email, must be authorised in advance by the relevant manager and endorsed by the Information Governance and Health Records Lead.

5.5.2	It is a requirement of the Organisation that any electronic bulk transfer of person identifiable or sensitive data is encrypted to a standard advised by the Department of Health. Please refer to the Organisation Encryption Policy.



5.6	Removable Media (e.g. USB, memory stick, pen drives, external hard disk drives, CD Rom, floppy disk, mobile phones, audio devices etc.)

5.6.1	Staff and contractors are not permitted to introduce or use any removable media for storing or transfer person identifiable or sensitive information.

5.6.2	Line managers are responsible for the day to day management and oversight of removable media used within their work areas to ensure this policy is followed.

5.6.3	Line managers are responsible for the secure storage of all portable electronic media.

5.6.4	Staff who have been authorised to use encrypted removable media for the purposes of their job role are responsible for the secure use of those removable media as required by this policy.

5.6.5	Staff who wish to dispose of any type of electronic portable media should contact the IT Service Desk and or the IG Lead.

5.7   	Reporting Data Security Breaches and Weaknesses

5.7.1	Data Security Breaches and weaknesses, such as the loss of data or the theft of a laptop, must be reported in accordance with the requirements of the Organisation's incident reporting procedure and, where necessary, investigated by the ICT Security Manager/SIRO/DPO. The maximum allowable time for reporting under GDPR is 72 Hours from the point of discovery of the Breach or incident.

5.7.2	Incidents reported via the ICT Service Desk, should be managed in accordance with the Service Desk procedure for escalating incidents to the Organisation.


5.8   	Security Awareness Training

5.8.1	The Organisation shall provide security awareness training for all staff to ensure that they are aware of their responsibilities for security, and the actions that they need to undertake in order to discharge those responsibilities.

5.9	Network Account

5.9.1	The Organisation reserves the right to enable 3rd party access to user’s network files and folders in exceptional circumstances i.e. to make arrangements to cover long term sickness leave. Access must be logged. Further information is available from the contact noted in 14.1.

5.10	Awareness and Training

Ensure that all Users of information systems, applications and the networks are provided with the necessary security guidance, awareness and, where appropriate, training to discharge their security responsibilities.

[bookmark: _Toc508404207]Dissemination and Implementation Assessment

This policy once approved will be notified to staff via regular briefing emails and will be placed on the Organisation intranet if required. IAOs will be responsible for more detailed briefings to appropriate staff.   All advice to staff about information governance will be issued via team brief or the weekly update in the form of policy or reminders.  Where necessary leaflets attached to payslips and other communications methods will be used.  These will be approved by the Organisation communications team.  Communications with service users are covered in the information sharing, confidentiality and Data Protection policy.  
[bookmark: _Toc508404208]Process for Monitoring Compliance and Effectiveness

7.1	Performance reporting arrangements – regular information security performance reports will be provided by the ICT provider 

7.2	Internal Audits will be undertaken by the ICT provider to assess compliance of the ICT service and related information security policy 

7.3	Compliance and effectiveness of the Induction Programme will be undertaken to ensure that new starters are aware of information security issues

7.4	Complete the NHS DSP Toolkit yearly by self-assessment

7.5	The ICT provider will maintain a full asset register of all ICT equipment. Reports will be run monthly from the register to ensure encryption and anti-virus software is installed, operating systems are up-to-date, unauthorised software is not installed and computers are removed when the computer is disposed of

7.6	The SIRO and IG Lead will receive copies of all Risk Assessments developed for new information assets and confirmation of any reviews of them.

7.7	Information governance questionnaire will be employed periodically to assess staff awareness and understanding of information security.

7.8	Information Governance training (Including information security) will be reported in the mandatory training report to the SIRO.

[bookmark: _Toc508404209]Review and Revision arrangements (including Archiving)

8.1	This policy has been developed in consultation with the SIRO, Caldicott Guardian and IG Lead

8.2	The policy will be available on the intranet in read only format.

8.3	A central electronic read only version will be kept by the Records Manager/SIRO in a designated shared folder to which all Board members, service heads / Partners and their administrative staff have access.

8.4	A central paper copy will be retained in the corporate folder system

8.5	This policy will be retained in accordance with requirements for retention of non- clinical records.

8.6	Historic policies and procedures – historic versions of the policy will be archived as appropriate

[bookmark: _Toc508404210]9. References

9.1	This policy has been developed with reference to the DSP Toolkit and the example policies provided in it. 

[bookmark: _Toc508404211]10	 Associated documents

This document has been developed in line with guidance issued by the NHS Litigation Authority and with reference to model documents used in other Organisations. It should be read in conjunction with:

· Network Security Policy
· Email Policy
· Internet Policy
· Encryption Policy
· Disciplinary Procedure
· Information Governance Policy
· Information sharing, confidentiality and data protection policy
· Information risk management policy
· Safe Haven Policy (if applicable)
· Mobile and Remote Devices Policy
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CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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