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1. Introduction
Within Source Group, (the Organisation), Information and information systems are important corporate assets and it is essential to take all the necessary steps to ensure that they are always protected, available and accurate to support the operation and continued success of the organisation.  
The aim of the Information Security Policy, Security Policies, and guidance is to maintain the confidentiality, integrity and availability of information stored, processed, and communicated by and within the organisation. These Policies, procedures and policies are used as part of the information security management system (ISMS) within the organisation. 
This procedure outlines how the organisation maintains a controlled working environment.

[bookmark: _Toc288422170][bookmark: _Toc288422275][bookmark: _Toc21943588]2.	Responsibilities within this Policy
Particular responsibilities within the Policy are defined as:-
	Review and Maintenance
	Sinorrah IT Solutions

	Approval
	IG Sub Group

	Local adoption
	All staff

	Compliance
	All Staff In Scope


[bookmark: _Toc288422171][bookmark: _Toc288422276]3.	Physical security
[bookmark: _Toc288422172][bookmark: _Toc288422277]3.1	Building Security
The organisation operates from a variety of locations, which includes were public may access buildings.
Policies require that access to the non-public areas of organisation property must be restricted through perimeter security such as making sure that security doors are closed properly, blinds drawn, and that any door entry codes are changed regularly.  It is also organisation policy that staff must wear identification badges and should challenge individuals not wearing identification in controlled areas; visitors should be met at reception points and accompanied at all times.
The IT Provider (Sinorrah IT Solutions) does not have responsibility for the physical security of buildings, nor can it place requirements or reliance upon those who do manage building security.  Thus, the organisation, will put in place strengthen controls in areas housing critical network infrastructure in order to compensate.  We recognise, however that there is a certain amount of security built into the system, such as being in buildings with no public access and would argue that although all cabling should be housed in ducting, the cost of re-cabling some buildings, especially those that have a limited lifespan, would not make sense. We will ensure, however that all cabling in areas accessible to the general public will be protected by ducting.
Physical security of all buildings is paramount and is included in the risk assessment before establishing a Trust function.   The core organisation Server rooms are in secured buildings with a secure entrance (electronic pass or reception controlled) and internal doors require an electronic key.


[bookmark: _Toc288422173][bookmark: _Toc288422278]3.2	Server & Communications Rooms Security
3.2.1	Principle
Server and communications rooms will be subject to appropriate security arrangements which consider the nature of the buildings in which they are housed and the costs as well as risks in implementing security.
3.2.2	Buildings with IT equipment on site.
The core of the organisation LAN infrastructure is housed at the ITC Support site and disaster recovery site is located at one of the alternative ITC support locations.  It is to these elements of the network to which the most robust physical security must be applied.
Access is controlled by dual factor means. This consists of a Policy key/lock and an electronic fob access system. The fob system adds a stronger level of control as it does allow for auditing and granular level access to various parts of the building. 
In any new buildings or buildings with more than twelve months left on the lease, access to the server room will require dual factor authentication in the form of a mortise lock / key and a secondary system such as a digilock or card reader.
The key is to be kept in a locked draw or key safe in the Technical Support office, which is, itself secured by means of a fob.  The key is available only to bona fide members of the IT Team and is signed in and out enabling audit trail of usage.
Where digilock systems are used the digilock will require at least a 4 digit code.  This code is to be changed on a quarterly basis or upon the departure from employment of any member of the IT team. Code changes are advised to relevant team members by e-mail.
Visitors and service / maintenance personnel will not be granted unsupervised access to the server room; they must be escorted at all times.     Any visitor to the server room should additionally complete the server room log and clearly state the duration and purpose of their visit.
[bookmark: _Toc288422279]3.3	IT Provider Security
The IT provider’s accommodation is generally an open plan office, shared with other functions of the organisation.  The office not subject to specific security arrangements and has open access to all organisation staff.
Thus, several controls have been implemented to protect information and information systems.  A number of these are in place across the entire network, specific domains or are specific to ITC provider office space.  The controls include:-
	Technical Controls

	Screen Savers
	Screen savers are set to activate after 5 minutes of inactivity.  The network user id and password are required to de-activate the screensaver.

	Computer lock out
	All members of the IT staff should lock their computers when leaving their desks.

	Operational Controls

	Clear desks
	All staff must maintain a “clear desk”.  This requires that any information which relates to the management of the network, or which could in any way compromise the management of the information if accessed by inappropriate individuals, must be locked away when not in use.
This relates specifically to the management of the organisation network and does not include documentation and manuals which are publicly available other than where the loss or theft of such would cause operational difficulties.


[bookmark: _Toc288422174][bookmark: _Toc288422280]4.	Environmental Security
[bookmark: _Toc288422281]4.1	Fire Protection
4.1.1	Prevention
Fire prevention represents the most vital aspect of protecting the network from fire.  Server rooms, communications rooms and other areas housing core infrastructure components will be subject to appropriate fire prevention in accordance with best practice guidance from the organisation fire officer. Currently fire prevention and detection is under the control of the Estates Department and is outside of the IT department’s control. We are therefore subject to the controls currently in place at ITC provider locations

4.1.2	Detection
All areas housing core network infrastructure, servers etc., will have fire / smoke detectors located in close proximity. Detectors will be subject to regular testing.

4.1.3	Suppression
Although it is recognised best practice recommends that fire suppression systems are in use, due to the location of IT rooms within ITC provider buildings it is felt that lack of fire suppression is considered an acceptable risk. The server room and other areas are served by hand operated fire extinguishers.  Staff, however are not encouraged to attempt to tackle fires with extinguishers other than to assist in their evacuation from the area.
The IT providers site is equipped with a fire suppression system supported and maintained.

[bookmark: _Toc288422282]4.2	Water Protection
The main server room will be situated neither on the top floor of a building nor in its basement. The main server room will be fitted with false floors, raised a minimum of six inches from the main floor in order that any water penetration does not reach the server racks and other key components.

[bookmark: _Toc288422175][bookmark: _Toc288422283]4.3	Power Protection
4.3.1	UPS
[bookmark: _Toc288422284]All essential systems will be connected to UPS which will allow systems to be taken off line gracefully and not to suddenly lose power which could result in data corruption or loss.

 4.4	Air Conditioning
The main computer room will be serviced by the buildings air conditioning supply and the temperature will be maintained at 22oc.
This will be supported by a dedicated air conditioning unit operating in tandem which will provide redundancy in the event of failure of the main building supply.



[bookmark: _Toc288422176][bookmark: _Toc288422285]5.	Compliance
[bookmark: _Toc288422286]5.1	Responsibility
It is the responsibility of all users to ensure that they have read, understood and abide by this Policy.
[bookmark: _Toc288422287]5.2	Review and Monitoring
The organisation has in place routines to regularly audit compliance with this and other Policies.
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