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Systems level Security policy
Access Controls and Controls Functionality
[bookmark: _Toc495614863]Introduction
1. This policy reflects general good practice for information system specification, design, and proper usage. The Organisation, (Source Group), must apply this policy when considering or reviewing access and control functional requirements for existing and new systems, and the individuals and groups requiring access. In the case of national systems, access control requirements include the use of approved user NHS Smartcards. (if applicable)
2. Access to information assets, information processing facilities, and business processes must be controlled on the basis of business need and security policy requirements. Access control rules must take account of both local and national policies, where these exist, for information dissemination and authorisation.
3. This requirement is scoped to include all operating systems (e.g. Linux or Windows variants, etc), application and information systems (e.g. Patient / service user administration system, Microsoft Excel).
[bookmark: _Toc495614864]Information Assets: Computer-Based Information Systems Access Controls
4. This requirement is concerned with access controls for computer-based information assets. Paper-based information systems controls are explained in more detail within other Information Assurance requirements and, where applicable, the Clinical Information Assurance requirements within the DSP Toolkit. The Information Asset Owner (IAO) (or the system owner who is responsible for the protection of an Information Asset) and the Information Security lead must liaise with those responsible for Records Management requirements to ensure controls for paper records meet the requirements of information security standards.
[bookmark: _Toc495614865]Information Assets: Access Controls and Related Functionality
System-Level Security Policy / Access Control Policy
5. Each key information asset listed in the organisations asset register must have IG accreditation documentation that includes a system-level security policy that contains rules regarding its access control. The system-level security policy must be approved by the IAO or system owner and Information Governance Board (or equivalent), be available to all users who are granted access to the system and must be reviewed on a regular basis. A typical system-level security policy must take account of the following:
a. The System Security Requirements. A risk assessment for the system will help determine the security requirements. For example, the level and type of access controls, location of hardware associated with the system, type of data held, etc.
b. Identification of all information related to the system, and possible risks to the information. For example, a system holding Patient data. A risk analysis will point to risks of unauthorised access, input of inaccurate data, corruption of data, loss of processing facilities, etc.
c. Rules for information dissemination and authorisation e.g. dissemination based on a need to know basis and authorisation to data based on granular user profiles.
d. Consistency between the access control and any information classification policies of different systems and networks. This applies where an information classification scheme has been implemented within the organisation.
e. Relevant legislation and any contractual obligations regarding protection of access to data or services. Reference must be made to legislation such as the Data Protection Act 2018 (including GDPR), Freedom of Information Act 2000 (if applicable), Computer Misuse Act 1990, etc. Any national NHS (if suitable) or other relevant guidelines must also be acknowledged.
f. Standard user access profiles for common job roles in the organisation. This relates to granularity of access[footnoteRef:1]. In practice, system user profiles must be kept to a minimum, based on business needs. For small departmental systems, this can mean administrator; user with ability to read, create, amend, delete, copy and print files; user with ability to read only, etc. However, systems with a wide variety of users will require significant thought in devising and reviewing access profiles. [1:  The size of individual data items that can be authorised to users.] 

g. Management of access rights in a distributed and networked environment which recognises all types of connections available. The policy must take account of the ways in which users can get access to the system e.g. local workstation only, any networked workstation, remote access, wireless, etc; and ensure secure access procedures for those applicable are put in place.
h. Segregation of access control roles. The IAO (or individual with equivalent responsibilities) must ensure that written procedures are produced that cover access requests, authorisation and administration. The procedures must ensure that no single member of staff is able to authorise all access.
i.     Requirements for formal authorisation of access requests. Information Asset Owners must ensure that a written procedure exists detailing how to apply for access and how to process applications.
j.      Requirements for periodic review of access controls. The review must ensure that user accounts remain appropriate. For example, is the account still used, has the user changed role, do changes to the system call for a new assessment of role-based access, etc
k. Removal of access rights. Documented procedures must exist that include the criteria for removal of access rights, who authorises removal and when removals are permitted, and for audits of removals.
l.     Forensic readiness policy. Organisations must ensure that systems are capable of providing admissible digital evidence, if required by an investigation or legal proceedings. 
6. It must be remembered that the policy document does not need to include specific details of all these criteria. Full procedures must then be documented to support the policy.
[bookmark: _Toc495614866]Secure Logon Procedures
7. National systems that use NHS Smartcards as an authentication procedure must only be accessed using user NHS Smartcards. All other computer systems must have a logon authentication procedure that includes at least a unique user ID and password. A risk assessment must help determine what level of authentication is required. The following features must be considered:
a. System/application identifiers must not be displayed until the logon procedure has been successfully completed.
b. A ‘pop-up’ window or prime-screen acceptable use warning that the workstation must only be accessed by authorised users. This will not stop determined unauthorised users, however, it does show that the organisation has demonstrated that the system is not freely available and that unauthorised use may contravene the Computer Misuse Act 1990.
c. Do not indicate which part of the logon information is incorrect e.g. if a user makes an error. This prevents unauthorised users identifying patterns when attempting to gain access to systems.
d. Limit the number of unsuccessful consecutive logon attempts. Many systems allow three unsuccessful attempts before locking users out. A pop-up window then advises the user to contact a helpdesk to have the password reset. The system can also be set to record unsuccessful logons (useful to identify frequency of errors and to alert of a possible hacking attempt).
e. Limit the maximum time allowed for logon.
f.     The system must record the date and time of successful logons. Logs may be used during investigations. The log is therefore a valuable source of evidence and must be linked to a workstation identity (the Media Access Control (MAC) address will be needed to do this).
g. The password being entered must not be displayed in clear text. Most systems show a number of asterisk characters and some systems nothing at all in the password field.
h. Passwords must not be transmitted in clear text over the network. Passwords must be encrypted through, for example, a RSA or hashing algorithm, for transmission over networks.
i.     Systems must enforce password changes after a specified period of time.
[bookmark: _Toc495614867]Identifying and Authenticating Users
8. In order to facilitate and operate effective access control and audit functions it must be possible to uniquely identify all users of an information asset. This function may potentially be achieved by unique username and password combination or, in systems containing sensitive information, secondary smart token technology and biometrics.
9. Group IDs prevent successful audits being carried out that trace actions to an individual and must, therefore, only be used if absolutely necessary and in locally-approved circumstances. Where group IDs are used a record of those users with access to the group ID must be held. It is not permitted to use NHS Smartcards as a group ID authentication.
[bookmark: _Toc495614868]Password Management System
10. Password management systems are used to establish rules concerning the use of passwords in the system. The system owner must establish the rules, which will then be implemented by the system administrator. The following criteria must be considered:
a. In all but exceptional circumstances, all users will be identified as individuals (including system administrators) when they log on.
b. Users must be encouraged to set their own password, as it will usually be based on something they can remember.
c. Recording of website passwords renders the password ineffective as a security measure. Passwords are therefore best if manually entered by the user at each login to be effective.
d. Repetitive re-use of passwords weakens the effectiveness of the password and must be avoided.
e. Users are allowed to change their own passwords when they wish. This function increases security as users can change passwords, if they feel their current one has been compromised.
f.     Are complex passwords required? Simple passwords (less than 6 characters, number or letter only, repeated use) pose a threat to the system. Alphanumeric passwords of 6 characters or more must be considered for any system. More details are available in 'DH: NHS IG - User Guide to Passwords' 
g. A maximum period of three months between enforced changes is the norm for most systems.
h. Displayed passwords can obviously be seen by others and pose a security threat. Most systems now display only asterisks when characters are entered and some systems do not display anything. One of these latter rules must be implemented.
i.     Password Crackers normally search application sub-folders to locate password files. Therefore, every care must be taken to store passwords in protected network folders.
j.     All passwords must be stored or transmitted using encryption or hashed.
11. The following control measures will apply.
[bookmark: _Toc495614869]Use of System Utilities
12. Some systems may include utilities that can override normal controls (such as all those listed above). The IAO (e.g. system owner or individual with equivalent responsibilities) must ensure that all system utilities are identified, disabled where not necessary, and access to and use of any functional system utilities strictly controlled.
[bookmark: _Toc495614870]Session Time Out
13. Some systems incorporate time-outs that clear a session screen if activity has not taken place for a pre-determined time. On some sensitive systems, the connection with the application/network is also terminated. The IAO (e.g. system owner or individual with equivalent responsibilities) must ensure that a time-out assessment has taken place and suitable rules put in place.
[bookmark: _Toc495614871]Limitation of Connection Time
14. Some systems restrict user sessions to time slots, e.g. the system can only be used between 0900hrs and 1300hrs. Others utilise maximum session periods, e.g. remote access sessions last for four hours and are then terminated. The former control is rarely used in NHS systems. However, the latter is used quite commonly.
[bookmark: _Toc495614872]Information Access Restrictions
15. The integrity and availability of information is obviously important and must be considered by the IAO (e.g. system owner or individual with equivalent responsibilities). The ‘need to know’ principle of access must be supplemented with additional controls for altering or deleting information. File storage systems must be constructed with these criteria in mind as, in many cases, access to a folder allows the user to view, alter, copy or delete files in the folder (and sub-folders) unless they are protected.
[bookmark: _Toc495614873]Sensitive System Isolation
16. Systems holding data that is considered sensitive must be physically and logically protected from unauthorised access. When looking at NHS computer systems it is difficult to define which systems must not be considered sensitive. The nature of the data, the relationship of the system to other systems and the network, and the location of the system all contribute to a variety of risks and threats that can have an impact on more than a single system or its data.
17. Patient/service user, personnel and financial data are all considered sensitive due to legislation, (e.g. the Data Protection Act 2018) or commercial considerations. Systemic weaknesses in a system that does not contain sensitive data can lead to malicious code being transmitted to systems that do include sensitive data. Therefore, these criteria must be considered during the risk assessment for the system.
[bookmark: _Toc495614874]Legitimate Relationships
18. Legitimate relationships are a concept implemented in the NHS, arising from the development of the NHS Care Records System (if applicabe). Quite simply, legitimate relationships control who has authorised access to a Patient's electronic care record.
19. The establishment of “Legitimate Relationships” is required for organisations that link to the national spine within the NHS CRS, ensuring NHS CRS users are unable to access a clinical record where there is no legitimate relationship.
20. Legitimate relationships are created between a Patient and one or more ‘workgroups’ or teams of staff that are involved in providing them with care during the registration process.
21. In smaller settings, e.g. general practice, it will be relatively straightforward to determine the membership of a workgroup – in effect it will be all staff working for or with the practice, GPs, practice and community nurses, practice administrators and managers etc.
22. In larger, more complex settings (e.g. Acute Trust) the assignment of staff to workgroups will be a more complicated undertaking and will require robust planning. It is essential that the balance between safeguarding Patient confidentiality and ensuring Patient care is maintained.
[bookmark: _Toc495614875]User Access Management
23. Organisations use a wide range of locally based information systems, from office electronic file storage to specialist departmental databases. Some systems may allow all members of staff access whilst others can restrict access to particular personnel. In all cases, it is essential that effective access management systems are in place, in order to prevent unauthorised access, loss or corruption of data, the introduction of malicious or unauthorised codes, the abuse of access rights, etc. This requirement applies equally to locally managed systems which process personal data and to those which do not.
24. In some organisations staff members are allowed to access the internet for limited private purposes, e.g. email or web browsing. Where this is allowed locally, the conditions for personal use of such facilities must be defined within appropriate policy documents. The use of web email and the browsing of ‘untrusted’ web sites may potentially introduce risks, for example, the download of malicious code (spyware, viruses, worms, etc) or the viewing/sharing of inappropriate or illegal material. Therefore, it is essential that formal policies exist which detail staff obligations and undertakings for acceptable use.
25. Most information systems are now electronic and computer-based, however, paper-based, audio and video tape systems continue to be used, especially at departmental level. Regardless of media type, it is best practice that only authorised users must have access to these systems.
[bookmark: _Toc495614876]User Registration
26. An IAO (e.g. system owner or individual with equivalent responsibilities) must be identified in the system-level security policy. The policy must also identify the need for and existence of a formal registration / deregistration procedure, with restricted authorisation for registering / deregistering users.
27. The registration process must ensure that the system can reliably identify the user. User authentication can vary in complexity depending on the sensitivity of the data to which the user may have access or depending upon the criticality of the system to the business of the organisation.
28. It is best practice that computerised system users must have a unique logon identity (ID), with a system and/or application log that shows logon/off times and activity. Some systems may by exception allow group IDs to be used locally. Where it is impossible to attribute actions to an individual, group IDs must be used only when absolutely necessary and personal accountability is not an overriding issue.
29. User access rights must reflect the business needs of the user. For example, some users may only need to view data, but not change or add to it. Some systems are also granular, in that they only allow users to access data on a ‘need to know’ basis. For example, a receptionist who books appointments for a Patient / service user only needs to confirm the person’s identity and not see other data in the system relating to the individual’s condition. Therefore, the local system administrator must establish user profiles and manage user rights based on the ‘need to know’ criteria.
30. Users must acknowledge (digitally, or in writing) 'acceptable terms of use' documentation or similar as part of the registration process. This must explain user rights in unambiguous terms and users must sign to acknowledge they have read, understood and agree to these terms.
31. User training documentation, guidance and the provision of user training sessions must also be an integral part of the user registration process.
32. The IAO or the system owner must ensure that effective procedures are in place for deregistering users who no longer need access to the system eg they no longer work for the organisation or have changed jobs. For deregistration to work effectively, the system owner, supported by the system administrator (for NHS organisations this will be the Information Asset Administrator (IAA)) must establish a formal agreement with the Human Resources department, to ensure the latter provides timely details of leavers and movers to the former. This is especially important in the case of systems that include users from a range of departments, or in large departments, where the system’s administrator is not routinely aware of user changes.
33. A procedure must be available for temporarily suspending user accounts. This procedure may apply to those who have lost their log-on credentials, are suspected of misusing the system or are on long-term sick or leave.
[bookmark: _Toc495614877]Privilege Management
34. System and database administrators/managers will typically have special system access rights that allow them to view and correct system data as part of a system’s maintenance or potentially to amend data that other users have entered in error. This constitutes the basis of privilege management (also known as privileged users or superusers). Local system owners (or equivalently responsible individuals) must ensure that such high-privilege user accounts are kept to a minimum and that the actions of those using such accounts can be fully identified, and be auditable and actions accountable. For example, a group logon as ‘administrator’ and a common password must be avoided, since it is impossible to reliably audit activity.
[bookmark: _Toc495614878]User Password Management
35. Passwords are a common means by which a user is identified to the system and therefore password creation, distribution and use must be strictly controlled. If a password is being distributed electronically then it may be encrypted (this requires either an existing secure interface or an additional exchange process to allow the password to be decrypted by the intended user). Another option may be to deploy an ID token that can generate a random one-time password or unique number that is synchronised with the system to be accessed.
36. It is well documented and acknowledged that the proliferation of system passwords leads to control weakness by their owners, e.g. password sharing or loan, writing down passwords, changing all passwords to the same common value. The fewer passwords assigned to each user the better and indeed some organisations have implemented a single sign-on approach whereby a user need only control a single set of credentials. User access rights must be reviewed at regular intervals and the process detailed within organisational access control procedures. This ensures that the access rights applicable to an individual are still appropriate to their organisational role.
37. Systems are best configured to ensure that initial passwords issued to their users have to be changed during the system’s first access and regularly thereafter.
38. User passwords must be robust. As a minimum, passwords must be no fewer than 6 characters, alphanumeric (mixture of letters, numbers and special characters e.g. 5a!!AcY), non-consecutive, (e.g. Pa55w0rD1 followed by Pa55w0rD2 would not be allowed) and minimum enforced change periods established. A recommended solution would be to use memory tricks to help create memorable, but hard to guess passwords. For example, make a password out of the first letters of each word in a memorable phrase. “Somewhere over the rainbow way up high” (sotrwuh). Then by adding a mixture of upper and lower case with numbers and special characters included to produce; S0trw^h1gh
39. Some systems may employ configurable password construction and management standards that exceed this basic level. Users must also be provided with the opportunity to change their passwords more frequently, if they wish.
40. System users must be issued with written guidance on password confidentiality, construction, changing, storage and what to do when they forget a password. The guidance must also include instructions for reporting suspected password / identity misuse or theft or the loss of log-on devices.
[bookmark: _Toc495614879]Review of User Access Rights
41. A system owner or IAO must ensure a written procedure is developed to regularly review all system user access rights. The review must be used to ensure users remain active and their access rights are allocated correctly. Six months is the recommended maximum period between such reviews although access reviews are best undertaken on a frequent basis and may be aligned with staff recruitment or movement cycles.
42. Privilege rights assigned to users and superusers must also be reviewed frequently. Three months is the recommended maximum period between reviews.
[bookmark: _Toc495614880]Social Networking and Blogging
43. In some organisations, there have been considerations for the potential applications of social networking type services that may be accessed and used by service users and staff. Where such services are locally required and approved, care must be taken to ensure the information risks and management implications are appropriately considered. Specific NHS IG guidance is available on this topic and will assist NHS organisations to develop and implement an effective management approach that supports their business needs. 
[bookmark: _Toc495614881]Unattended User Equipment and Data
44. A ‘clear desk and screen’ policy must be adopted for the system to ensure data is protected from unauthorised access. The organisation’s Information Security and / or Information Governance policy must include a clear desk and screen clause for all systems and data. If this is not the case, the IAO or system owner must ensure such a clause is included in the system’s policy document. System training modules and written procedures must include guidance to ensure the policy is implemented effectively.
45. Users must lock access to their workstations when they are not using them at periods during the day, through the use of a password screensaver and / or by removing any provided access management device such as a user NHS Smartcard. Local guidance on the mechanisms to be used must be provided.
46. Paper and other media must also be locked away when not in use. This is especially important for media that contain personal details or other sensitive information.
47. Fax machines must be located so that unauthorised users cannot see any data sent to the machine. In the case of fax machines that receive / send personal data the principles of a safe haven must be put in place. For more information refer to the 'DH: NHS IG - Fax, Printer Ribbons and Cartridges Guidance' 
48. Photocopiers and other multi-function office systems must be secured so that only authorised personnel may use them, e.g. password access systems. Digital copiers containing hard-drives must be controlled in the same manner as required for other digital media, e.g. secure disposal.
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