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Systems Update Audit
[bookmark: _Toc519416246]1.0 Overview
This audit is an internal IT activity which assesses how effective Source Group, (The Organisation), or its processor(s) are at undertaking computer system updates, under what conditions they are to be carried out and speed of implementation.

[bookmark: _Toc519416247]2.0 Purpose
This audit is required to provide assurance to the Board that the application systems update policy is reaching an acceptable minimum updating standard for protecting the organisational computers on the network from security vulnerabilities. In addition, the audit also covers systems updated that are not necessarily of a security nature e.g. Updating including bug fixes, improvements in systems application functionality expansion or contraction in functional scope etc
This audit will determine how updates are undertaken for both servers, workstations and other IT related items, and who is responsible for performing the updates along with specifying the tools used to perform system updates.

[bookmark: _Toc519416248]3.0 Update Audit Requirement Determination
This section defines methods used to determine what updates should be done and when they should be applied. Theses will be subject to the audit analysis 

3.1 Update Types
Several types of updates may be required on any computer and all the types should be considered for the below listed computer system components. They include:
· The computer BIOS.
· The operating system.
· Application updates.

3.2 Update Checking
There are several methods to determine when updates should be performed.
Review of posted security flaws and patches for each type of update applicable to the computer system.
An automatic scanning of the system to determine available updates not yet applied to the system or application.
The review of posted security flaws and patches should always be used for the computer operating system, BIOS, and applications. The manufacturer website should be used and there may also be other appropriate sites posting relevant bulletins. If an automatic update ability is available, it should be compared to the listing of posted updates to be sure it is accurate.

3.3 Update Vulnerability Types
The update considerations should address vulnerabilities caused by:

3.4 Code errors
Misconfigurations not covered by patches - An example would be a configuration problem with a mail server allowing non-authenticated users to relay email using the mail server.

3.5 Update Information
Before approving updates, administrators should know:
· The addressed vulnerability
· What previous patches are required or what system update is required.
· What programs are affected by the change
· What may be broken by the change
· How to undo the change.
It is recommended that new patches be tested in a controlled environment that mimics the infrastructure of the production environment before patches are applied. For small organisations that do not have these resources, one technique is to watch the internet base groups to discover what problems other organisations may be having with the patch. The disadvantage is that there may be an excessive amount of time requirement before applying the patch which may slightly increase the time the organisation is vulnerable.
It is essential that there is an effective and resilient system and data backup arrangements prior to the patch being attempted.
Each server should have documentation including a list of applications running on it and a patch history.
All patches approved for client computers or applied to client computers should be documented.
3.6 Support Procedures
To support the update requirements definition and update, the following documents should be created to provide a managed response for system updates:
· A procedure for identifying vulnerabilities, patches, and configuration changes.
· Procedures for determining how appropriate the patch or configuration change is to each system.
· Test procedures
· Prioritization rules
· Guidelines for implementing patches or configuration changes.
[bookmark: _Toc519416249]4.0 Server Updates
Server updates shall be done by a qualified and authorised system administrator(s). Updates for servers shall be checked no less than monthly to determine whether any new updates to any computer system components are required. The system administrator shall determine the following:
· Whether the update applies to the computer system under consideration.
· Whether the update is safe to apply or whether it make break an application or some other part of the operating system where functionality is required.
A test environment should be used to determine whether updates may break functionality prior to implementation of production environments. The ability to provide a test environment and thoroughness of determining whether any functionality is broken by the update will vary from system to system depending on available resources.

[bookmark: _Toc519416250]5.0 Workstation Updates
Workstation updates may be done using any provided tools depending on the type of workstations and their operating systems. In this policy workstation updates shall be performed using appropriate resources. System update server will save a great deal of time and expense since all systems may be updated from one server at the same time. A qualified and authorized system administrator shall review available updates weekly. Normally updates shall be applied in the test environment two to three days before being applied to the main organisation.
[bookmark: _Toc519416251]6.0 Audit Results Obtained and Analysis
The following software updated was selected to be the example for the audit
Date of actual update:
Department:
Systems affected:
Reason for update:


	Activity
	Response
	Note Actions

	Check if the systems vulnerability was initially risk assessed
	
	

	Was there evidence of what previous patches were required or what system update were required in the form of  documented log.

	
	

	Was a list of software applications developed that may be affected by the change?

	
	

	Were contingencies arranged to deal with unplanned responses from the application to be updated ?

	
	

	Was a list developed that  included other applications that may be broken by the change

	
	

	Had an implementation plan been developed and signed off by senior IT and operational management.
Was the SIRO and DPO informed?

	
	

	Were the detailed records of who carried out the change included with  times, dates, failed attempts, successful attempts etc
	
	

	Did the change require  any undo actions to be carried out?

	
	

	Were communications related to the update adequately developed and  implemented e.g. to users and software support, helpdesk etc

	
	





[bookmark: _Toc519416252]7.0 Audit Recommendations
From the analysis of the result of the audit it was concluded that:-

· 
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