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1 [bookmark: _Toc417161326][bookmark: _Toc486926351][bookmark: _Toc488675526][bookmark: _Toc488747710][bookmark: _Toc18572032]
Purpose
The purpose of this Social Media Policy is to provide exemplar guidance in line with best practice for the use and access to Social Media.   This is to ensure that the applicable and relevant security controls are set in place to protect staff and the Source Group, (The organisation), from actions that may be illegal or have an adverse effect. 
2 [bookmark: _Toc486926352][bookmark: _Toc488675527][bookmark: _Toc488747711][bookmark: _Toc18572033]Scope
The scope of this policy includes governing the production and access to Social Media as used any organisational information systems or on any other systems storing, processing and transmitting personal confidential or corporate data in support of the organisation’s health and social care business functions.

3 [bookmark: _Toc477505407][bookmark: _Toc488747715][bookmark: _Toc18572034]Policy 
3.1	Definition
Social media are considered to be IT based technologies (desktop, laptop, tablet and smartphone) that allow the creating and sharing of information, ideas, career interests and other forms of expression via virtual communities and networks. 

3.2	Social Media Types

Social media includes, but is not limited to:
· Facebook
· WhatsApp
· Messenger
· Tumblr
· Instagram
· Pinterest
· LinkedIn
· Snapchat
· Twitter
· YouTube
[bookmark: _Toc477505409] 



3.3	Authorisation

Only social media sites that have been authorised and enabled by the organisation, shall be accessed via any organisational IT or staff personal computer-based items, including via organisational issued smartphones.

3.4  Social Media Access

When accessing social media, including personal accounts, for personal use on the organisations IT systems users shall follow the following principles:
· Excessive personal use of the social media during working hours shall be forbidden and contraventions to this may lead to disciplinary action.
· Social media shall only be used for personal activities; it is not for use for the transmission, storage or discussion of any organisational related information.
· Social media shall be used in a manner that does not bring the organisation or the wider client base into disrepute or harm or tarnish its image or reputation through offensive, inappropriate or derogatory remarks.
Where an organisational role is authorised to use social media for their working activities (e.g. see the list above in 3.2, etc.) this shall be in accordance with the role requirements and as outlined in the job description.
3.5 Social Media Restrictions 
Users using social media (for personal and corporate use) shall be forbidden from:
· Transmitting personal confidential data using social media
· Breaching data protections laws or patient confidentiality.
· Publishing images or text that might be considered as harassment or are discriminatory, offensive or abusive. This includes the promotion of discrimination based on factors such as race, sex, religion, nationality, disability, sexual orientation or age. 
· Publishing images or text that might be considered threatening, abusive, hateful or inflammatory, which constitutes an invasion of privacy, or causes annoyance, inconvenience or needless anxiety or which promotes violence.
· Doing anything that may be considered discriminatory against, libelous or bullying and/or harassment of any individual. 
· Infringing any copyright, database right or trademark of any other person or organisation including posting copyrighted information in a way that violates the copyright of that information. 
· Publishing images or text that advocate, promote or assist in any unlawful act or any illegal activity. 
· Introducing or promoting the use of any form of computer virus or malware. 
· Deliberately impersonating any person, or misrepresenting your identity or affiliation with any person. 
· Breaching the terms of service of the social network. 
· Promoting messages for party political purposes or for campaigning organisations. 
· Promoting personal financial interests or commercial ventures to secure personal advantage. 
· Providing links to websites of a violent, obscene or offensive nature or which contain any content that can be construed as violating any of the above guidelines. 
· Making any discriminatory, disparaging, defamatory or harassing comments or otherwise engaging in any conduct prohibited by the organisation’s policies. 
· Making slanderous, defamatory, false, obscene, indecent, lewd, pornographic, violent, abusive, insulting, threatening or harassing images or comments.
The above list of forbidden behaviour etc. reflects the organisation’s Acceptable Use Policy and the organisation has developed clear guidelines on what are considered to be obscene, indecent, bullying etc.  These definitions are available from the organisation’s HR department and the organisation’s policies on workplace behaviour.
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