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[bookmark: _Toc19800781]Introduction

This Code of Practice is a guide to staff of Source Group, (the Organisation), on the required approach to the confidentiality of information. It is a guide for staff on the justified use and sharing of person identifiable information of service users and staff and is a key component of Information Governance. 

The processing of person identifiable information is governed by the Data Protection Act 2018.This act will be replaced by a new act based on the General Data Protection Regulation which will come into force on 25th May 2018. The Freedom of Information Act 2000 (if applicable) gives rights of access to information held by Public organisations but does not give automatic access to person identifiable information. See Appendix 

The Organisation and NHS organisations are required to establish best working practice that effectively delivers the confidentiality owed to person identifiable information by the application of the law, ethics, and policy.

The Organisation follows generally, the guidance in the NHS: Confidentiality Code of Practice. This document provides a framework for staff in the Organisation to protect and maintain the confidential of information and outlines the methodology that staff should utilise to comply.  Reference to this document is taken to be best practice in the health and social care environment.

[bookmark: _Toc19800782]Purpose

Organisation staff are bound by a legal duty of confidentiality to protect person identifiable information that they may come into contact with during the course of their working day. This is not just a requirement of their contractual responsibilities, but also a requirement within the Data Protection Act 2018 and the Common Law Duty of Confidentiality. Health professionals have standards laid down in their own Professional Codes of Conduct.

Members of staff are required to keep person identifiable information relating to service users or other staff members strictly confidential. Person identifiable information is not only found in health records but is recorded in personnel records, occupational health records, databases, waiting lists, referral letters, invoices etc.

The Organisation has four main aims with regard to confidentiality these are to:

· Protect – keep person identifiable information secure from unauthorised access or inappropriate use.
· Inform – ensure that all service users/staff are aware of how their information is used.
· Provide choice – allow service users to decide whether their information can be disclosed or used in particular ways.
· Improve – always look for better ways to protect, inform and provide choice.

This Code has been designed to provide guidance to staff and raise awareness of the procedures that will protect them from causing inadvertent breaches of confidentiality. Breaches of the Data Protection Act 2018 may be subject to financial penalties of up to approximately £18,000,000 or 4% of global turnover. 

All request for personal information which are outside of normal agreed information sharing arrangements between the organisation and its partners must be referred to the SIRO or Caldicott Guardian


[bookmark: _Toc19800783]Definitions

	Identifiable information
	Key identifiable information includes: 
· name, address, full post code, date of birth;
· pictures, photographs, videos, audio-tapes or other images;
· NHS number and local identifiable codes;
· Anything else that may be used to identify an individual directly or indirectly. For example, rare diseases, drug treatments or statistical analyses that have very small numbers within a small population may allow individuals to be identified.

	Anonymised information

	Information which does not identify an individual directly, and which cannot reasonably be used to determine identity. Anonymisation requires the removal of name, address, full post code and any other detail or combination of details that might support identification.

	Pseudonymised 
information

	Like anonymised information in that the holder cannot identify an individual. However, it differs in that the original provider of the information may retain a means of identifying individuals. This is achieved by attaching codes or other unique references to information so that the data will only be identifiable to those who have access to the key or index. Pseudonymisation allows information about the same individual to be linked in a way that anonymisation does not.

	Clinical Audit
	The evaluation of clinical performance against standards or through comparative analysis, with the aim of improving the care given. This should be distinguished from studies that aim to derive, scientifically confirm and publish generalised knowledge. The first is an essential component of modern healthcare provision, whilst the latter is research and is not encompassed within the definition of clinical audit in this document.

	Explicit or express consent
	Articulated service user/staff agreement. The terms are interchangeable and relate to a clear and voluntary indication of preference or choice, usually given orally or in writing and freely given in circumstances where the available options and the consequences have been made clear.

	Implied consent
	Agreement that has been signalled by behaviour of an informed service user/member of staff such a GP referring a service user to a consultant

	Disclosure
	Divulging or providing access to data.

	Healthcare purposes
	Activities that directly contribute to the diagnosis, care and treatment of an individual and the audit/assurance of the quality of the healthcare provided. They do not include research, teaching, financial audit and other management activities.

	Information Sharing Protocols
	Documented rules and procedures for the disclosure and use of personal identifiable information, which specifically relates to security, confidentiality and data destruction, between two or more organisations or agencies.

	Medical purposes
	As defined in the Data Protection Act 2018, medical purposes include but are wider than healthcare purposes. They include preventative medicine, medical research, financial audit and management of healthcare services. The Health and Social Care Act 2001 explicitly broadened the definition to include social care.

	Public Interest
	Exceptional circumstances that justify overruling the right of an individual to confidentiality in order to serve a broader societal interest. Decisions about the public interest are complex and must take account of both the potential harm that disclosure may cause and the interest of society in the continued provision of confidential health services.

	Social Care
	Social care is the support provided for vulnerable people, whether children or adults, including those with disabilities and sensory impairments. It excludes "pure" health care (hospitals) and community care (e.g. district nurses), but may include items such as respite care. There is therefore, no clear demarcation line between health and social care. Social care also covers services provided by others where these are commissioned by Councils with Social Service Responsibilities.
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4.1	The Board

The Board has ultimate responsibility for the management of person identifiable information within the Organisation

4.2	The Caldicott Guardian 

The Caldicott Guardian is Christina McFadden and is responsible for the confidentiality of person identifiable information and information flows as designated in the Caldicott Report.

4.3	Senior Information Risk Owner (SIRO) / IG Lead

The SIRO and IG Lead is Tom Rawley. The SIRO will review and report on information systems, and identified information risks and reported Serious Untoward Incidents. The SIRO and IG Lead will oversee the management and implementation of processes to secure and protect confidential information.  

4.4 Data Protection Officer

The DPO <DPO Name> informs and advises the controller or the processor and the employees who carry out processing of their obligations under the DPA. Additionally, they monitor compliance with the DPA, and with the policies of the controller or processor in relation to the protection of personal data, including the assignment of responsibilities, awareness-raising and training of staff involved in processing operations, and the related audits.

Furthermore, the DPO provides advice where requested as regards the data protection impact assessment and monitors its performance. They act as the contact point for the ICO on issues relating to processing, including the prior consultation and consult, where appropriate, with regard to any other matter.
The DPO shall in the performance of his or her tasks have due regard to the risk associated with processing operations, taking into account the nature, scope, context and purposes of processing.

4.6	The ICT Service Provider 

The ICT Service will ensure that all electronic systems comply with Department of Health and National Security Standards for the secure holding, processing and transferring of person identifiable information.

4.7	Heads of Departments 

Heads of Departments must ensure that any processing of person identifiable information within their departments comply with this Code of Conduct.

4.8	Staff 

Organisation staff have a responsibility to read and abide by this Code of Conduct and to report any breaches or inappropriate practice. Staff should meet the standards outlined in this code and within their terms of employment and where appropriate professional codes of practice. This code provides best practice. Staff should always strive to improve practice.
	
[bookmark: _Toc19800785]Confidential information
Person identifiable information can relate to service users, carers, staff (permanent or temporary), volunteers, and students and be related to the business of the Organisation. 
5.1	Confidential service user information 
Service users trust NHS organisations and their healthcare providers that record their persona information or collate, sensitive information relating to their health and other matters as part of their seeking treatment. They do so in confidence and they have the legitimate expectation that staff will respect their privacy and act appropriately. In some circumstances, service users may lack the competence to extend this trust, or may be unconscious, but this does not diminish the duty of confidence.   
Person identifiable information is anything that contains the means to identify an individual and may consist of one or more or any combination from the examples listed below:
	· name
	· full postcode

	· date of birth
	· telephone number

	· sex
	· visual images

	· address
	



Certain categories of information are defined as sensitive information for which the law makes further provision:

	· political persuasion
	· sexual orientation

	· religious beliefs
	· HIV

	· Sexually transmitted infection
	· In-vitro fertilisation

	· diagnosis
	



During the course of your work, you should consider all identifiable information to be sensitive.

Person identifiable information includes information held on paper, DVD, CD, in computer files or printout, video, photograph, audio tape or discussed in conversation. It includes information stored on, or in computers, manual files or portable devices, such as laptops, mobile phones, digital cameras and USB memory sticks. 

See: Information Security and Management Policy

5.2	Confidential staff information

Information about members of staff, which is non-professional personal information, is confidential. Non-professional personal information includes:

· HIV or related illness status
· current or previous disciplinary procedures
· employment references provided by xxx Organisation
· personal living arrangements such as family life and sexuality
· home address and telephone number
· any other information which has been given in confidence

Staff should never give information to a person claiming to be a friend, relative or representative of a member of staff or an organisation acting on their behalf. Divulging personal information relating to members of staff can be damaging to that individual. Breaches of confidentiality are considered gross misconduct will evoke disciplinary procedures.

5.3	Confidential business information

Information used for the planning and delivery of business services is confidential. Although a proportion of corporate information relating to the Organisation is available under the Freedom of Information Act via the commissioning organisation, there may be certain exemptions to this. Information should not be released that would compromise the commercial interests of the Organisation. Freedom of Information requests should be directed to the commissioning organisation who will follow their FOI process. The commissioning organisation may request certain information from the Organisation. In all cases involving FOI requests – refer to the SIRO

See: Freedom of Information Policy

[bookmark: _Toc19800786]Keeping person identifiable information secure

To maintain the confidentiality of information staff working in Organisation premises should:

· shut/lock doors and or cabinets where records are kept
· wear ID badges
· query the status of strangers
· report anything suspicious or worrying 
· never divulge how the Organisation security systems operate
· never breach security 

6.1 Manual Health/Occupational Health/Personnel records must be:

· formally booked out from their normal filing system
· tracked if transferred, using the department procedures
· returned to the filing location as soon as possible after use
· stored securely whilst temporarily required within any clinic or office, so that the record can be located if needed urgently
· closed when not in use so that contents are not seen accidentally
· inaccessible to members of the public and not left even for short periods where they might be looked at by unauthorised persons
· held securely in the relevant department

It is extremely important not to place Health/Occupational Health/Personnel records in places where they might be in danger of accidental loss e.g., where office workspace is limited, or temporarily resting records in vulnerable areas.  

6.2	With electronic records staff should:

· always log out/lock computer system or application when leaving your desk or you no longer need access
· never leave a terminal unattended whilst logged in
· never share logins/passwords with other people - If other staff have a legitimate right to access the information then this will be organised for them by the ICT provider 
· not share smart cards or reveal passwords to other members of staff
· change passwords at regular intervals when prompted or if you feel your password might have been compromised
· avoid using details that are known to be associated with you as passwords e.g. children or pet names, birthdays etc., 
· where possible protect the monitor view to avoid inappropriate viewing
· not save any work that contains person identifiable information to an inappropriate electronic drive where it would be accessible to unauthorised users
· never give access to the Organisation electronic equipment or files to a member of your family, friends or any other member of the public on home PCs or Laptops or other portable media

Further information on passwords management is available from the ICT provider and can be found on the Organisation Internet site.

6.3	Carelessness

Carelessness can often lead to breaches or misuse of personal information. Staff should: 

· not divulge service users/staff personal information during conversations in public places or where you can be overheard
· never leave any health records or confidential information lying around unattended
· not place health records in positions where they may be lost, knocked off desks, fall into waste bins etc.,
· not display any person identifiable information on whiteboards/chalkboards
· not leave clinic lists in meeting rooms or rooms accessible to the public
· never leave any paperwork in meeting rooms
· not pin lists of or documents containing service user names or details on walls or boards
· never leave personnel/business sensitive information unattended on desks

[bookmark: _Toc19800787]Requests for person identifiable information

When you receive a request for person identifiable information always follow best practice guidelines.

· never give out information regarding service users/staff, to persons other than those who have a justified need to know and have been authorised to access, (those who need to know are usually involved in the immediate health care and treatment of that service user)
· always check the identity of the person requesting the information
· check the identity of telephone requesters by calling back using an independent source for the phone number
· only provide the minimum necessary information 
· always follow existing Information Sharing Protocols where sharing with other organisations
· if Information Sharing Protocols are not in place and there is a legitimate reason to share with other organisations ask for advice from the SIRO 
· check if the request needs to be agreed by the Caldicott Guardian or the organisations procedures as in the case of research
· if in doubt ask your line to manager or SIRO 

7.1	Requests from the Police

In most circumstances, police and other investigatory organisations should only be given access to health records with the service users consent or a court order. Requests from the Police for information or Section 29 Data Protection Act requests must be referred to the SIRO or Organisation Caldicott Guardian. 

7.2	Requests from other members of staff

Service users/staff personal information should only be released to other staff in the Organisation if they have the access rights to that information: 

· always check staff have a justifiable need to access the information
· check they are who they say they are via their ID badge or internal extension number
· do not be bullied into giving the information
· if in doubt ask your line manager

6.2 Requests from Media

All media requests and calls should be referred to the SIRO or Caldicott Guardian

Media statements/comments should only be given by those who have been authorised to do so.

6.3 Requests from service users/staff to access their personal information

Service users/staff have a right to access the information that the Organisation processes about them, subject to certain conditions. This is called the Subject Access Provisions of the Data Protection Act.  The Organisation has a policy and procedures that must be followed. If asked for information under these circumstances service users/staff should be informed of how to make a request.

See: Data Protection Policy
        Subject Access Policy

6.4 Requests for information under the Freedom of Information Act

Requests for information under the Freedom of Information Act should be referred to the commissioning organisation via the SIRO.

See: Freedom of Information Policy

[bookmark: _Toc19800788]Disposal of confidential documents

Disposal of confidential documentation other than those to which retention schedules apply should be by safe and designated means:

· always use the confidential disposal bins provided by the Organisation where available
· cross shred documents where confidential waste bins are not available
· never put confidential documents in normal waste paper bins
· never throw confidential records/documents or plastic bags filled with the same into council refuse bins 
· contact the IT Helpdesk to dispose of CDs, DVDs floppy discs, memory sticks or any computer equipment  

See: Information Security Policy
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All transfers of person identifiable information within the office environment or outside of the organisation should been conducted in a safe and secure manner to protect the confidentiality of the information.

9.1	Post

Consider if post is the best way to transfer identifiable information, ask the SIRO for advice. 

Best practice in confidentiality requires that all correspondence containing personal information is specifically addressed to a named recipient never to a department or a unit of an organisation

Internal mail: confidential data should be sent in a secure sealed envelope and marked accordingly e.g. ‘Confidential’ or ‘Addressee only’. 

External mail: should also follow the guidance above. Special care should be taken with personal information sent in quantity – check if there is a more secure way of doing this. Special care should be taken with the packaging and addressing. Where practicable send by recorded/special delivery to ensure tracking in transit and arrival at the correct destination. 

9.2	E-mail

Person identifiable information should not be sent by e-mail unless it is encrypted or sent from and to an nhs.net mail account. Enquiries concerning encryption software should be made to the IT Helpdesk. 

You may send anonymised information by e-mail as long as all identifiers have been removed. If in doubt ask the IT Helpdesk for advice.

See: Information Security Policy

9.3	Safe Haven Fax (If Appropriate)

Consider if fax is the best way to send the information, ask the SIRO for advice. 

Identifiable information that is faxed should be pseudonymised using the NHS number as an identifier. Where person identifiable information is to be sent via fax this must be done from and to a designated Safe Haven Fax. 

Recipient fax numbers should be pre-programmed into fax machines. If this is not possible the recipients fax number should be rechecked before the send button is pressed. Always remove information from the machine immediately after sending or upon receipt and confirm receipt with the recipient/ask for confirmation of receipt. 

See: Information Security Policy

[bookmark: _Toc19800790]ICT Security

Employee should not attempt to bypass or defeat the security systems attached to the organisations systems or attempt to obtain or use passwords or privileges issued to other staff. If you become aware of a breach or attempted breach of the security of the organisations electronic systems, you should immediately report it to the ICT Helpdesk and through the Organisation Incident Reporting Procedures. Breaches of security may be considered a breach of the Computer Misuse Act 1990 and/or the Data Protection Act 2018 and may be subject to the monitories penalties specified within the legislation.

See: Information Security Policy

[bookmark: _Toc19800791]Removable media

Service user information must not be copied and transferred onto removable media without explicit prior authorisation of the Caldicott Guardian. If authorisation is given only removable media that has or can be encrypted to NHS standards should be used (contact the ICT Helpdesk). 

Transfers of information on such devices to other organisations should only be by the organisations approved courier service. It is advisable to obtain a receipt as proof of delivery.

See: Information Security Policy

[bookmark: _Toc19800792]Databases

Any databases other than legitimate organisational systems that contain service user/staff identifiable information should be password protected, should only be accessible to those who have been authorised and should be kept on a secure drive. Caldicott approval must be obtained to keep person identifiable information on any database other than the approved electronic service user/staff systems. Ask the SIRO 
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13.1 Service user records

Maintaining proper records is vital to service user care. If records are inaccurate decisions that could potentially cause harm to the service user may be made.
Information is recorded inconsistently then information is harder to interpret resulting in delays and possible errors. 

Information may be needed not only for the immediate treatment of the service user and the audit of that care, but also to support research that could lead to better treatments in the future. The practical value of privacy enhancing measures and anonymised techniques will be undermined if the information they are designed to safeguard is unreliable.

Service user records should be factual, consistent and accurate and should be:

· written down as soon as possible after the event has occurred providing current information on the care and condition of the service user
· written clearly, legibly and in such a manner that they cannot be erased
· written in such a manner that any alterations or additions are dated, timed and signed in such a way that the original entry can still be read clearly
· accurately dated, timed and signed or otherwise identified with the name of the author being printed alongside the first entry
· legible if photocopies
· written wherever applicable with the involvement of the service user or carer
· clear, unambiguous, preferably concise and written in terms that the service user can understand
· be consecutive
· written so as to be compliant with the Race Relations Act and the Disability Discrimination Act
· relevant and useful 

Should: 

· use standard techniques and protocols (for electronic records)
· identify problems that have arisen and the action taken to rectify them
· provide evidence of the care planned, the decisions made, the care delivered any information shared
· provide evidence of actions agreed with the service user including consent to treatment and/or consent to disclose information

And include:

· medical observations; examinations, tests, diagnosis prognoses, prescriptions and other treatments
· relevant disclosures by the service user – pertinent to understanding cause or effecting cure/treatment
· facts presented to the service user
· correspondence from the service user or other parties

Service user records should not include:

· unnecessary abbreviations or jargon
· meaningless phrases, irrelevant speculation or offensive subjective statements
· irrelevant personal opinions regarding the service user

See: Record Management & Information Lifecycle Policy



13.2 Staff Records 

· should not be disclosed to a third party or used for a purpose other than the original intent without staff being informed/consent given unless there is a statutory or legal requirement to disclose 
· should be kept up to date and accurate
· should be kept in accordance with Human Resources department procedures
· access to personnel records should follow Human Resources department procedures 

[bookmark: _Toc19800794]Social Media Policy

Staff and other individuals working or volunteering for work within the organisation must adhere to the social medial policy. 
The purpose of this Social Media Policy is to provide exemplar guidance in line with best practice for the use and access to Social Media.   This is to ensure that the applicable and relevant security controls are set in place to protect staff and the organisation, from actions that may be illegal or have an adverse effect.

[bookmark: _Toc19800795]Informing Sharing

Consider if service users would be surprised to learn that their information was being used in a particular way. If so, then they are not being effectively informed.

15.1Provide service users with choice 

Service users have different needs and values – this must be reflected in the way they are treated both in terms of their medical condition and the handling of their personal information. Service users have the right to choose whether or not to accept a form of care and the information disclosure needed to provide that care, and to choose whether or not information that can identify them can be used for non-healthcare purposes. 

See Appendix A. this document: Disclosure models B2 & B3

Staff must:

· ask service users before using their personal information in ways that do not directly contribute to or support the delivery of their care
· respect service user’s decisions to restrict the disclosure or use of information except where exceptional circumstances apply
· communicate effectively with service users to ensure they understand what the implications may be if they choose to agree to or restrict the disclosure of information and record decisions in the service user’s notes
· remind service users that they have the right to change their mind about a decision they previously made and if they do a record should be made of the change of decision

15.2 Sharing for immediate patient care

It is impracticable to obtain the explicit written consent of the patient every time that health care information needs to be shared with another health professional, or other staff involved in the immediate health care of that patient. 

Consent in these instances can be implied provided that it is known and understood by the service user that such information needs to be made available to others involved in the immediate delivery of their care.

To inform service users correctly staff should:

· ensure that information leaflets on the uses of person identifiable information and any disclosures have been given to the service user, read and understood
· make clear when information is recorded or health records are accessed
· make clear why person identifiable information is collated and to whom it may be disclosed 
· explain why and with whom anonymised information may have to be shared
· check service users are aware of their choices, have no concerns queries or objections concerning any disclosures or uses and record any objections and respect them
· answer any queries personally or direct the service user to others who can answer their questions
· respect the right of service users including their right to have access to their health records through the organisations Access to Records procedures

See: Subject Access Policy

15.3 Sharing for other reasons

Many proposed uses of confidential service user information do not directly contribute to or support the healthcare that a patient receives. You should not assume that service users who seek healthcare are content for their information to be used in these ways. It is therefore essential that:

· individuals are asked before using their personal information in ways that do not directly contribute to or support the delivery of their care
· individual’s decisions to restrict the disclosure or use of information are respected except where exceptional circumstances apply such as under a court order
· It is important to note that consent is required if the purposes for which the collection of any information changes.

15.4 Research

Before conducting any research on service user information staff must first seek approval from the Research lead and Ethics Committee. Explicit consent is needed for research or formal approval under section 251 of the National Health Service Act 2006, to comply with the common law duty of confidentiality.

Data Protection and Caldicott Principles must be applied to any proposed research before it takes place.

15.5 Children and young people

Young people aged 16 or 17 are regarded as adults for purposes of consent to treatment and are therefore entitled to the same duty of confidence as adults. Where a child is over 16 but is not competent to give valid consent, the consent of a person with parental responsibility should be sought.

Children under the age of 16 who have the capacity and understanding to make decisions about their own treatment i.e. display Fraser/Gillick competence, are also entitled to decide whether personal information may be passed on and generally to have their confidence respected e.g. they may be receiving treatment or counselling which they do not wish their parents to know about. However, a child should be encouraged to involve their parents or legal guardians. 

In other instances, decisions to pass on personal information about children may be taken by a person with parental responsibility in consultation with the health professionals concerned.

The principle of information sharing, as laid down in “Working Together” and the Children Act, should always be applied in child protection. The child’s best interest must come before the interests of parents or other legal guardians. All health professionals involved have a duty to ensure that necessary measures are taken to ensure that the child is protected from any form of abuse. 

This means that confidentiality can never be absolute. Parents, service user and their relatives will need to be informed of this as and where appropriate. Nevertheless, information obtained in confidence should not be disclosed without consent unless it is necessary to ensure the protection of a child at risk

[bookmark: _Toc411934374][bookmark: _Toc411933843][bookmark: _Toc411933602]15.6 Public Interest

In certain exceptional circumstances an individual’s right to confidentiality may be overridden by the public interest in having access to the information, for example where it may prevent or detect serious crime. 

Such decisions must not be taken without due process and should be made by the Organisation Caldicott Guardian. It must be noted there may be legal implications for the Organisation which must be explored and documented before a final decision as to whether to withhold or disclose information is made. Advice and guidance may be obtained from the SIRO or the Organisation Caldicott Guardian. It may be appropriate on some occasions for the Organisation to seek legal advice. 

All decisions should be appropriately documented in the medical record and kept on file. This course of action would not occur on a regular basis, and each case will be dealt with on its own merits.

See: Supplementary Guidance on the Public Interest Test within the NHS 

15.7 Information Sharing Agreements

The Organisation has Information Sharing templates to manage information sharing with partner or third party non-NHS organisations. The SIRO will provide template Information Sharing Agreements and guidance upon request.

The SIRO or the Organisation Caldicott Guardian can provide further advice before sharing.

For copies of the Organisation overarching fair processing notice, please see the Information Governance page of the Intranet site. 

See: Appendix B this document: Information Sharing Communications Strategy

14 
15 
15.8 Disclosure models

To assist staff in making decisions on service user consent to information sharing the Department of Health, in conjunction with the Information Commissioner has developed a disclosure model that links with decision making flow charts. It sets out to describe disclosures to other NHS staff involved in the provision of healthcare, to social workers or other staff of non-NHS agencies involved in the provision of healthcare, to parents and guardians and to carers. 

This model also covers audit and the evaluation of performance against standards or through comparative analysis, with the aim of informing the management of services which are an essential component of modern healthcare provision. 

B1: Disclosure Model - where it is proposed to share confidential information in order to provide healthcare. 

B2: Disclosure Model – where the purpose isn’t healthcare but it is a medical purpose as defined in legislation. 

B3: Disclosure Model where the purpose is unrelated to healthcare or another medical purpose. 

See: Appendix A. this document: Disclosure Models

[bookmark: _Toc19800796]Reporting Breaches

Staff should be aware of their responsibility to report any breach or risk to the confidentiality of information that they become aware of. 

· Report breaches to your line manager and through the Organisation Incident Reporting Procedures. If you feel that it would compromise your position you may discuss the breach confidentially with the Caldicott Guardian.
· Once a line manager has been notified of a breach they should report the incident immediately giving details of the breach, date, time, place and any other relevant information.
· Report any inadequate procedures that might lead to a breach to the Senior Information Risk Owner.

There is specific legislation to protect individuals reporting breaches. Contact the Human Resources Department for further information.

[bookmark: _Toc19800797]Abuse of privilege

It is strictly forbidden to download or make any unauthorised access to, view or use any clinical or personnel information relating to service users, family, friends, members of staff, or people in the public eye. This includes clinical records photographic or x-ray images or any other information held on any other media.

Any member of staff found to be in breach of this principle may be subject to the Organisation disciplinary procedures and may be subject to external civil action and monetary penalties under the Data Protection Act or the Computer Misuse Act. 

[bookmark: _Toc19800798]Dissemination and implementation

This Code will be made available to staff through the Organisation Intranet site and will be included in training sessions. New staff will be made aware of this Code through the Induction process 

This Code of Conduct will be made available to the Public through the Organisation Internet site, in supporting documentation and upon application.

[bookmark: _Toc19800799]Monitoring compliance with effectiveness

This Code of Conduct will be reviewed every two years or sooner if new legislation, codes of practice or national standards are introduced. Implementation and compliance with this Code will be monitored by the IG Steering Group

This Code will be supported by Policies, Strategies and processes. 

Compliance will be monitored during the investigation of complaints or identified breaches, incidents or risks. 

This policy will be monitored through the Department of Health IG Toolkit and supporting evidence. 

[bookmark: _Toc19800800]Associated documents

· Subject Access Policy
· Data Protection Policy
· Freedom of Information Policy
· Information Governance Policy 
· Information Security Policy
· Risk Management Policy
· Records Management & Information Lifecycle Policy


[bookmark: _Toc19800801]References

· Access to Health Records Act 1990
· Children’s Act 1984
· Computer Misuse Act 1990
· Crime & Disorder Act 1998
· Criminal and Justice Immigration Act 2008
· Data Protection Act 2018 (including GDPR)
· Freedom of Information Act 2000
· Health & Social Care Act 2004
· Human Rights Act 2000
· Privacy and Electronic Communications Regulations 2000
· Regulation of Investigatory Powers Act 2000 (& lawful Business Practice Regulations 2000) 
· Public Interest Disclosure Act 1998
· Caldicott Principles 
· Confidentiality: NHS Code of Practice
· Records Management: NHS Code of Practice
· Information Security: NHS Code of Practice
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[bookmark: _Toc19800803]Appendix A: Disclosure models 1 (Adapted from NHS Disclosure Models)

B1: Disclosure model - where it is proposed to share confidential
Information in order to provide healthcare
Disclose the information appropriately but, unless special circumstances exist, the individual should be informed of the disclosure a.s.a.p. 

Yes
B1.0 Is there a statutory requirement for, or a court order demanding, disclosure? 





   No



Go to B2

No
B1.1 Is the use or sharing intended to support or audit the provision of ‘healthcare’ to the service user concerned? 




  Yes


You must act in the best interests of the service user concerned, informing as much as possible and using/sharing information to provide care and treatment. 

B1.2 Is the service user competent to understand and give consent to proposed information sharing, or is someone with parental responsibility able to consent? 

No




  Yes


Inform the service user about who may need to see what information for what purposes and of his/her right to object.


No
B1.3 Has the service user concerned been made aware of who may see what information for what purposes and of his/her right to object?







  Yes



B1.4 Has the service user raised any concerns or objections?



  Yes
  No



Disclose information, on a need to know basis to provide and audit care.  STI (sexually transmitted infections) and HFE (human fertilisation and embryology) information may still need to be restricted 

B1.5 Are you able to agree a compromise where use/sharing of information is acceptable to the service user and the quality of care isn’t compromised? 

In some circumstances it may not be possible to provide safe healthcare. Decisions about care must be carefully documented.
Do not disclose.






 No
Yes



B2: Disclosure model - where the purpose isn’t healthcare but it is a medical purpose as defined in legislation
B2.1 Is the disclosure of service user identifiable information essential and appropriate? See Caldicott Principles.

No

Only disclose information in an effectively anonymised form



  No
  Yes



B2.2 Is the proposed disclosure of information in connection with a ‘medical purpose’ other than care and treatment e.g. medical research or healthcare management. 


Go to B3.

No





  Yes


B2.4 Is there a ‘public interest’ in disclosure? 
No

B2.3 Has the service user been made aware of who may see what information for what purposes and of his/her right to object? 



  Yes


  Yes


Disclose and document appropriately


Yes
B2.5 Has the service user given explicit consent to disclosure? 




   No




B2.6 Has disclosure been approved under Section 251 of the Health and Social Care Act? 



  No
  Yes



B2.7 Has the service user objected to disclosure? 



  No
  Yes



Disclose the information appropriately and, if applicable, in compliance with any additional requirements introduced by section 251

Don’t disclose unless the ‘public interest’ justifies disclosure. 




B3: Disclosure model - where the purpose is unrelated to healthcare or another medical purpose
Only disclose in an effectively anonymised
form






No




B3.2 Is there
a) A ‘public interest’ in disclosure? 

and

b) A condition in the DPA2018 that can be satisfied, e.g. condition 3 -‘vital interests’; or condition 7- ‘administration of justice’?

The service user should be told of the disclosure unless special circumstances apply.
No
B3.1 Is there a statutory gateway permitting disclosure? 




  Yes


No

B3.3 Has the service user been made aware of who may see what information for what purposes and of his/her right to object? 





  Yes


No

B3.4 Has the service user given explicit consent to disclosure? 



  Yes


  Yes




Disclose and document appropriately.






















	Model B1: Healthcare Purposes (included as best practice)


	1) To NHS staff involved in the provision of healthcare
	Where information has to be shared widely to provide healthcare, additional efforts to ensure that service users are effectively informed should be made.


	2) To social workers or other non-NHS staff involved in the provision of healthcare

	The test of what would satisfy the requirement to effectively inform (B1.3) should be more demanding than where disclosure is limited to NHS staff as the breadth of the information disclosure is not as obvious to service users and their consent cannot be assumed. Disclosure may lead to confidential information being held outside the NHS in the records of partner organisations. Service users need to be made aware of this and partner organisations also need to be aware that holding health records imposes particular duties and obligations.


	3) To clinical
auditors

	Model B1 applies to internal clinical auditors i.e. within a NHS organisation; B2 to auditors working for a different organisation (even if within the NHS).
The evaluation of clinical performance against standards or through comparative analysis, with the aim of improving care, is an essential component of modern healthcare provision.  Every effort should be made to ensure that service users are aware that audit takes place and that it is essential if the quality of care they receive is to be monitored and improved.


	4) To people with parental responsibility for
service users, and
guardians

	Young people aged 16 or 17 are presumed to be competent for the purposes of consent to treatment and are therefore entitled to the same duty of confidence as adults. Children under 16 who have the capacity and understanding to take decisions about their own treatment are also entitled to decide whether personal information may be passed on and generally to have their confidence respected.  The key issue here is the ‘competence’ of the child. If the child is competent then their consent is required to disclose and use information. Staff should encourage children to involve parents, particularly where significant decisions need to be made, but should respect the choice made. However, where a child has refused to consent to treatment for a life threatening condition, staff should inform parents and seek their consent (consent for treatment purposes may be given by parents even where a child objects).


	5) To carers
without parental
responsibility

	Carers often provide valuable healthcare and, subject to complying with the best practice outlined, every effort should be made to support and facilitate their work. Only information essential to a service user’s care should be disclosed and service users should be made aware that this is the case. However, the explicit consent of a competent service user is needed before disclosing information to a Carer. The best interests of a service user who is not competent to consent may warrant disclosure. (Further advice regarding Best Interest decisions is available on NHS Merseyside
 Intranet Best Interest Guidelines and Framework).






Model B2: Medical purposes other than healthcare

	6) To researchers
	The use of anonymised data is preferable for research purposes. Where systems that are capable of providing anonymised data sets for researchers do not yet exist, the use of identifiable service user information to support research may well be appropriate and necessary but normally requires explicit service user consent. Whilst service users are generally aware and supportive of research it is not reasonable to assume that they are aware of and consent to each and every research subject or proposal.
All research in the NHS or other research involving NHS service users, their tissue and/or data must meet appropriate standards of research governance, including ethical approval from an appropriate ethics committee - a mandatory requirement for all NHS supported research.
If a service user cannot be contacted to obtain consent, it should not be assumed that their medical details can be used for research purposes.
In some exceptional circumstances, where the research subject is of such significance or a service user cannot be located in order to seek consent, the public interest may justify disclosure.
Where explicit consent has not been gained and the public interest does not justify breaching service user confidentiality, the research project needs support under section 251 of the Health & Social Care. This can also be referred to, to clarify uncertain cases. 


	7) To NHS managers and the Department of Health, e.g. commissioning, prescribing advisors, financial audit, resource allocation etc.
	The use of anonymised data is preferable for management purposes but this is not always practicable. Systems that are capable of providing anonymised data sets for management purposes should be developed. Where they do not yet exist, the use of confidential information to support these activities may well be appropriate and necessary, but care should be taken to determine the minimum requirements.
Explicit consent is required unless there is (rarely) a robust public interest justification and, in the absence of either, support is required under section 251 of the Health & Social Care Act.

	8) To Occupational Health professionals
	Staff may be referred to an occupational health department, e.g. as a result of sickness absence or a perceived failure to meet work targets.
This could in turn require disclosure of service user information. Explicit consent should be obtained before doing so.
When clinicians are themselves "the service user" the powers of professional regulatory bodies to require disclosure of their health records may apply. See section 10) below.

	9) To bodies with statutory investigative powers – GMC, Audit Commission, The Health Service Ombudsman,
HPC & NMC  
	GMC assessors are entitled to access confidential service user health records under the powers given to them by virtue of the Medical Act 1983 (as amended by other legislation such as the Professional Performance Act 1995 and the Medical Act Amendment Order 2000). Similarly, the Audit Commission Act 1998 provides auditors appointed under that Act with the powers to access health records and, where necessary, service user-identifiable information to further their investigations.
It is for Audit Commission auditors and GMC assessors to decide what level of information is necessary for them to fulfil their functions, e.g. access to a complete record containing service user-identifiable information, selected parts or just anonymised information. If staff have concerns about the level of information requested, good practice would be to seek and document the reasons why this is needed.
Service users should be informed that disclosure has been required.
The Health Service Ombudsman has the same powers as the Courts to disclose information but see their work as falling under “medical purposes.” Any request for information from them should be complied with without necessity of obtaining a court order.


	10) To NHS Complaints Committees
	It is unlikely to be practicable for complaints committees to undertake their work without access to relevant parts of a complainant’s medical record, and anonymisation is not practicable. The use of identifiable information is therefore necessary and appropriate. 
However, the explicit consent of the complainant, and any other service users whose records may need to be reviewed, is required prior to disclosure. It may be necessary to explain to a complainant that their complaint cannot be progressed if they refuse to authorise disclosure.
In some circumstances, where the trust of service users in NHS care or service users may be at risk, the public interest may justify disclosure to complaints committees.


	11) To Cancer Registries
	 The United Kingdom Association of Cancer Registries (UKACR) is a “generic” organisation working on behalf of a number of different registries which all serve a common purpose:
· monitoring trends in cancer incidence;
· evaluating the effectiveness of cancer prevention and screening programmes;
· evaluating the quality and outcomes of cancer care;
· evaluating the impact of environmental and social factors on cancer risk;
· supporting investigations into the cause of cancer;
· providing information in support of cancer counselling services for individuals and families at higher risk of developing cancer
UKACR has been granted temporary support under Section 60 of the Health and Social Care Act 2001 to obtain service user identifiable information for use on cancer registry database, without the consent of service users.


















Model B3: Non-medical purposes

	
 

	12) To hospital chaplains
	Spiritual care cannot be practicably provided without access to some confidential service user information and this form of care is strongly desired by a proportion of service users. It therefore meets the tests of necessity and appropriateness. However, the explicit consent of service users is required before confidential information is disclosed to chaplains.
Where a service user is not competent to consent to disclosure, e.g. due to unconsciousness, the decision rests with those responsible for the provision of care acting in the best interests of the service user. The views of family members about what the service user would have wanted should be given considerable weight in these circumstances.


	13) To non-statutory investigations, e.g. Members of Parliament
	If an investigation is appropriately authorised, disclosure will meet tests of necessity and appropriateness. The minimum necessary information should be disclosed.
There is a balance to be drawn between ensuring that a service user has understood and properly consented to a disclosure of information and needlessly obstructing an investigation. Careful consideration of any written authorisation and prompt action are key, e.g. where an MP states, in writing, that s/he has a service user’s consent for disclosure this may be accepted without further resort to the service user.


	14) To government departments (excluding the Department of Health which requires information for medical purposes - see B2 )
	Government departments require a range of information to carry out their functions. There needs to be a statutory gateway to permit desired information disclosure and government departments should ensure that tests of appropriateness and necessity are satisfied.


	15) To the police
	Whilst the police have no general right of access to health records there are a number of statutes which require disclosure to them and some that permit disclosure. These have the effect of making disclosure a legitimate function in the circumstances they cover.
In the absence of a requirement to disclose there must be either explicit service user consent or a robust public interest justification. What is or isn't in the public interest is ultimately decided by the Courts.
Where disclosure is justified it should be limited to the minimum necessary to meet the need and service users should be informed of the disclosure unless it would defeat the purpose of the investigation, allow a potential criminal to escape or put staff or others at risk. Definition of "serious crime" - Serious crime, as defined by the GMC is “a crime that puts someone at risk of death or serious harm and would usually be crimes against the person, such as abuse of children” (GMC guidance “Confidentiality: Protecting and Providing Information paragraph 37).


	16) To the courts, including a coroner’s court, tribunals and enquiries
	Model B1, question B1.0 applies.
The courts, some tribunals and persons appointed to hold enquiries have legal powers to require disclosure of confidential service user information.
Care needs to be taken to limit disclosure strictly in terms of the relevant order, the precise information requested to the specified bodies and no others. It is permitted to make ethical objections known to a judge or presiding officer, but unless the order is changed compliance is necessary.


	17) To Sure Start Teams
	Sure Start aims to both provide new services and to reshape and add value to existing services in order to improve the life chances of young children. It is delivered through local partnerships involving local service providers from health, education, social services and other public services, the voluntary sector and local parents and community representatives. Some of Sure Start’s activities are healthcare provision, but others are not. NHS bodies have a statutory gateway to support disclosure to Sure Start teams under the NHS Act 1977 where this supports healthcare.
Disclosure to a health professional within a Sure Start team to directly and only support healthcare is covered by Model B1. However, where disclosure is also for non-medical purposes (e.g. educational support), it is covered by Model B3 and explicit parental consent is necessary.
If confidential service user health information is to be held within the records of partner organisations, parents need to be made aware of this prior to any disclosure.  Receiving organisations also need to be aware that holding health information imposes particular duties and obligations with regard to confidentiality.


	18) To the media
	Under normal circumstances there is no basis for disclosure of confidential and identifiable information to the media. There will be occasions however when NHS organisations and staff are asked for information about individual service users. Examples include:
· Requests for updates on the condition of particular service users, e.g. celebrities;
· In distressing circumstances, e.g. following a fire or road traffic accident;
· In circumstances where a service user or a service user’s relatives are complaining publicly about the treatment and care provided.
Where practicable, the explicit consent of the individual service user(s) concerned should be sought prior to disclosing any information about their care and treatment, including their presence in a hospital or other institution. Where consent cannot be obtained or is withheld, disclosure may still be justified in the "exceptional" public interest. 
In distressing circumstances, care should be taken to avoid breaching the confidentiality of service users whilst dealing sympathetically with requests for information. Where a service user is not competent to make a decision about disclosure, the views of family members should be sought and decisions made in the service user’s best interests. 
Where information is already in the public domain, placed there by individuals or by other agencies such as the police, consent is not required for confirmation or a simple statement that the information is incorrect. Where additional information is to be disclosed, e.g. to correct statements made to the media, service user consent should be sought but where it is withheld or cannot be obtained disclosure without consent may still be justified in the public interest. The service users concerned and/or their representatives should be advised of any forthcoming statement and the reasons for it. 
There is a strong public interest in sustaining the reputation of the NHS as a secure and confidential service but there is a competing interest in ensuring that the reputations of NHS staff and organisations are not unfairly and publicly maligned. Disclosures need to be justified on a case by case basis and must be limited to the minimum necessary in the circumstances. In some circumstances a "dignified silence" in the face of media enquiry, may be the best approach for the NHS to take, depending on the nature of the case involved.


	19) To Solicitors
	Most contacts from solicitors are for subject access requests to health records for compensation claims which may include:
· insurance claims against third parties e.g. following road traffic accidents (RTAs), and
· Work related claims e.g. for disability awards, early retirement etc.
There may also be requests for prosecution purposes in cases of, for example, drink driving, RTAs, GBH and murder enquiries etc. 
Ideally disclosure should be limited to what is relevant to the incident concerned. However, if disclosure of the full record is required this should be complied with as long as it is clear that the service user understands that full disclosure will take place and has consented.
On occasions when clinicians or NHS organisations face legal challenges, solicitors acting on behalf of a client may require access to a third parties record. In such cases, explicit consent should be sought from any person or persons to whom it relates. However, if a service user refuses consent, disclosure may still be warranted in the public interest or where a Court Order to support disclosure without consent has been received. It may be possible for a solicitor to make a public interest argument but this would be difficult to judge and best left to the Courts to decide.
 In all cases a service user should be notified of the disclosure. 























[bookmark: _Toc19800804]Appendix B: Data Protection ‘Fair Processing’ Communications Plan (Adapted from NHS Fair Processing Communications Plan) 

1. Background

The Organisation processes personal information for a wide variety of purposes and has a responsibility to ensure that this processing is conducted in compliance with the eight principles of the Data Protection Act 2018. 

The first principle states that ‘personal data must be processed fairly and lawfully’. In order to achieve this, the Organisation must make sure that service users/carers/staff/other stakeholders are aware of this processing.

This communication plan has been developed to document the key audiences targeted and the methods of communication.
 
2. Service users/carers

The Organisation may process service user identifiable information to provide treatment or for other lawful purposes. It is important that service users/carers are fully informed of this and the circumstances under which processing may take place. It is also important that they are aware of their rights under the Data Protection Act 2018 to access their information and are provided with contact details if they require further information.

3. Staff

The Organisation processes personal information about its staff for a number of reasons e.g. salaries, recording absences, details of training courses attended etc. It is equally important that staff be fully informed of the processing of their personal data and of their rights under the Data Protection Act 2018.

4. Other stakeholders

The Organisation may also process personal information regarding other stakeholders, e.g. volunteers, students. Fair processing information will include identified stake holders.

5. Partner organisations

Information concerning the partner or other organisations with whom it may be necessary to share information will be communicated with fair processing notices.

6. Roles and responsibilities

Leaflets and posters will be monitored by the Board 

The Board will monitor the uses of personal information and new processes to ensure that they are lawful and consistent and that the Organisation Data Protection Notification remains accurate and up to date.  If new uses or processes are identified then services will be implemented to update documentation and communicate this through the appropriate leaflet. 

The Organisation Caldicott Guardian will ensure that all flows of personal data are appropriate and lawful.

The SIRO will provide advice and assistance on confidentiality, information sharing and the Data Protection Act. 

Services must provide details of any information sharing to the service user by the provision of leaflets and actively seek the consent of the individual to that sharing.  

7. Methods of Communication

	Communication
Medium
	Aim
	Delivery

	patient Leaflets
	· To inform service user/carers of the processing of personal information.
· To provide information about personal rights.
· To explain how electronic information is kept/used
· To inform service user/carers of contacts for further information/assistance.

	· Overarching Privacy leaflet to be available to public and staff in the Organisation premises.
· Leaflets to be printed from intranet site due to financial constraints.

	Posters
	· To inform service user/carers of the existence/location of leaflets which explain the processing of personal information

	· Displayed in public areas of the Organisation premises.

	Verbal Information
	· To inform service user/carers, staff and other stakeholders about the processing of personal information.
· To provide information about personal rights.
· To provide information about contacts for further information.

	· Information will be provided verbally when personal information is being taken and recorded.
· If necessary consent should be recorded. 

	Induction & IG Training sessions
	· To ensure staff are aware of fair and lawful processing of personal information.
· To provide staff with guidance on providing information to service user/carers.
· To ensure staff know where to direct service user/carers for further information.

	· Information will be provided via the Induction programme.
· Information will be provided through mandatory IG training and locally upon request to the SIRO 

	Team Meetings
	· To ensure staff are fully aware and comply with code of conduct, confidentiality and information sharing, consent and info security

	· Senior Managers to disseminate information at team meetings

	 Internet 
	· To inform service user/carers of the processing of personal information.
· To provide information about personal rights.
· To inform service user/carers of contacts for further information.

	· Information will be provided via the Organisation Internet.
· Staff will be directed to the intranet via global e-mails
· Senior Managers will inform staff via team meetings








[bookmark: _Toc19800805]Appendix C: GDPR Articles

CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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