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Introduction

Source Group, (the Organisation), understands that the process of information risk management identifies the potential threats and vulnerabilities, assesses them in terms of likelihood and impact, determines how the resulting risks may be reduced, and decides on the level of residual risk that is acceptable to the organisation.  Information risk includes the systems, facilities and procedures used to process information.

This document highlights the processes involved in information risk management within the Organisation.  The procedure for information security risk management should be completed for all information related assets within the organisation on a regular basis as outlined in ISO 27001:2005.

This procedure is designed to complement the overall Organisation Risk and Incident strategy document and provide guidance on areas of risk management which are specific to information and information processing facilities.

The new General Data Protection Regulations (GDPR) will come into force on 25 May 2018 and will have a direct effect on the Organisation and this procedure which refers to related policies and procedures.

The basis of this framework includes the following requirements of the new GDPR regulations: - 

•	An all-inclusive information asset register with data flow mappings must be maintained and processes developed to ensure the assets are current  
•	The legal basis for the processing of information are required
•	Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included
•	The Information Commissioners’ Office (ICO) must be notified of data breaches within 72 hours 
•	Increased fines for failure to comply with the regulations will be imposed 
•	Fair processing notices will require updating to inform users of GDPR implications
•	The introduction of a Data Protection Officer (DPO) role to the organisation will be considered
•	There will be changes to individual’s rights over the way data is stored  
•	Timescales for Subject Access Request responses etc will be decreased  
•	Evidence of GDPR compliance must be made transparent and available

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the definitions included within the Data Protection Act 2018 – the controller says how and why personal data is processed and the processor acts on behalf of the controller.

The organisation as a Data controller will not be relieved of its obligations where a processor is involved and the GDPR will place further obligations on the organisation to ensure all contracts with data processors comply with GDPR.
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2.1	Identification of assets

An asset is defined in ISO 27001:2005 as being “something that has value or utility for the organisation, its business operations and their continuity.“

Within the organisation asset registers of physical and information assets are required to ensure compliance with ISO 27001:2005.  Information about new assets should be added to the appropriate register without delay.  If an information asset is present in two or more forms, then the register will reflect that i.e. data backups, paper records etc.

It is the responsibility of the asset owner to ensure that the register is maintained and up to date.

The process of identifying assets is key to an  effective risk management procedure.  Assets are separated into physical and information assets and are subsequently categorised further; these categories are detailed later in this procedure.


Scematic Diagram – Risk Management
[image: ]


2.2  Identification of business requirements

Ultimately the main business requirement is to maintain the Confidentiality, Integrity and Availability of information.  However, this is not the only requirement, there are other business factors to consider when making the risk treatment decision.

The first areas to consider are: -

· The cost of impact if the risk is realised,
· how frequently the risk will or may be realised.

In addition to these, consideration should be given to other factors from a business perspective: -

· Specific NHS compliance requirements,
· the cost of implementing controls to protect assets,
· resourcing implications on the implementation,
· ease and timeliness of implementation,
· business priorities.

This list is by no means exclusive and other specific factors may come into the equation.  All these factors must be considered when deciding on the risk treatment decision.

2.3  Valuation of assets

Assets may be valued in a number of ways.  The most obvious is the purchase cost but, more importantly, assets should be valued in terms of their contribution to the business of the organisation. The importance of an asset can be based on the potential impacts on the business, resulting from its compromise or loss.  Impacts include financial losses from interruption of business, the level of commercial or other sensitivity of the information system, possible damage to business reputation and potential breaches of legal and regulatory compliance requirements.  Asset values may be expressed in various terms (including £s, numbered scores, grades and sensitivity markings) providing these are meaningful to the organisation.

2.4   Identification of threats and vulnerabilities

Potential threats to assets need to be identified and assessed and these should include natural, accidental, and deliberate threats.  Both direct and indirect threats should be considered: for example, an organisation may not be a target for a particular pressure group but, if located close to an organisation that is a target, it may suffer disruption or collateral damage from an attack on its neighbour.  For each threat identified, the basic information required for an assessment will include the: 

· Threat source (e.g. River prone to flooding, business competitor, own staff); 
· Target of attack (e.g. Individual asset or group of assets); 
· Type of attack (e.g. Water incursion, hacking, user error); 
· Capability of the attacker (e.g. Technical expertise, ease of physical access); 
· Likelihood of an attack (e.g. Strength of motive, record of previous activity). 

An assessment should be made of the potential vulnerability to attack of each asset and the resulting impact of a successful attack.  Both direct and indirect vulnerabilities should be considered: for example, an asset on the top of a hill may not be directly vulnerable to a nearby river flooding, but essential services, such as power and communications lines, may be vulnerable at source. 

The impact of a successful attack on the confidentiality, integrity and availability of an asset should be assessed in terms of immediacy of impact, extent of compromise, and estimated time to recovery. 
As well as the direct impact of an attack on individual assets, the possible knock-on effects on other assets should be considered. 



2.5    Assessment of likelihood of the threats and vulnerabilities occurring

Using the threat and vulnerability assessments, a realistic judgement should be made of the likelihood of each possible attack scenario might successfully impact on an asset. 

For example, a high level of threat from a motivated and capable source with a record of successful attacks (such as viruses from the internet) combined with a low vulnerability to attack due to proven countermeasures (good quality frequently-updated anti-virus software, and effective incident reporting and handling arrangements), could produce a low likelihood of a successful attack with any significant impact only being experienced for a very short period of time. 
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Risk Evaluation

1. 
0. 
1. 
1. 
 3.1   Calculation of risk

The risk calculation process, involves the asset value, the level of threat and the level of vulnerability. Using Department of Health guidance, the risk factor is calculated by multiplying the likelihood of an adverse event occurring by the impact of the actual occurrence of the event.  This is shown in the following tables.

Measures of Likelihood:

	Level
	Descriptor
	Description

	1
	Rare
	The event may occur only in exceptional circumstances

	2
	Unlikely
	The event could ocur at some time

	3
	Moderate
	The event should occur at some time

	4
	Likely
	The event will probably occur in most circumstances

	5
	Almost Certain
	The event is expected to occur



       Measures of Severity of Consequence:

	Level
	Descriptor
	Heading
	Description

	1
	Minor
	· Financial
· Litigation
· Reputation
· Regulation

· Service continuity
	· No financial loss
· No criminal prosecution
· No loss of reputation or any publicity
· Minor non-complince with internal standards/policies/guidelines
· No service disruption

	2
	Moderate
	· Financial
· Litigation
· Reputation
· Regulation
· Service continuity
	· Some financial loss
· Minor out of court settlement
· Publicity kept within unit/ local press coverage
· Failure ot meet internal standards/policies/guidelines
· Some service disruption for up to 24 hours

	3
	Serious
	· Financial
· Litigation
· Reputation

· Regulation

· Service continuity
	· Serious financial loss
· Civil action/improvement notice
· Regulator concern/local media coverage in 2 editions or more
· Failure to meet professional standards or national standards
· Service suspended or seriously disrupted for more than 24 hours

	4
	Major
	· Financial
· Litigation
· Reputation
· Regulation

· Service continuity
	· Major financial loss
· Criminal prosecution/prohibition notice
· National media coverage for up to 3 days/Department of Health executive action
· Failure to meet statutory requirements
· Service suspended or seriously disrupted for more than 24 hours

	5
	Catastrophic
	· Litigation
· Reputation

· Regulation

· Service continuity
	· Criminal prosecution – no defence
· National media coverage for more than 3 days/questions in the House
· Serious or repeated failure to meet statutory requirements
· Closure of unit for indeterminate period




     The Risk Matrix

	
	LIKELIHOOD

	SEVERITY OF CONSEQUENCE
	Rare
	Unlikely
	Moderate
	Likely
	Almost Certain

	Minor
	1
	2
	3
	4
	5

	Moderate
	2
	4
	6
	8
	10

	Serious
	3
	6
	9
	12
	15

	Major
	4
	8
	12
	16
	20

	Catastrophic
	5
	10
	15
	20
	25



	
KEY
	Minimal Risk 
(1 – 2)
	
	Low Risk 
(3 – 4)
	
	Moderate Risk 
(5 – 10)
	
	Significant Risk
(12 – 16)
	
	High Risk
(20 – 25)
	




3.2  Evaluation of risk against a pre-defined scale

The risk assessment scoring matrix will be used to classify the risks to the organisations assets.  The assets will then be scored in their classifications, therefore one risk assessment results table for physical assets and one for information assets.
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4.1   Risk treatment plan

Risk treatment is defined as the “process of selection and implementation of measures to modify the risk” (ISO27001:2005).  Following risk assessment and prior to implementing measures the risks to the assets must be further assessed.  The assessment shall determine which of the following risk treatments will be applied to that asset:-

	Risk Rating
	Degree of Risk
	Risk Treatment

	(1 – 2)
	Minimal
	Acceptable risk.  No further actionor additional controls are required.  Risks at this level shoul dbe monitored, and reassessed at appropriate intervals.

	(3 – 4)
	Low
	A risk at this level may be acceptable.  If not acceptable, existing controls should be moitored or adjusted.  No further action or additional controls are required.

	(5 – 10)
	Moderate
	Not normally acceptable.  Efforts should be made to reduce the risk, provided this is not disproportionate.  Establish more precisely the likelihood of hard as a basis for determining the need for improved control measures.

	(12 – 16)
	Significant
	Very unlikely to be acceptable.  Significant resources may have to be allocated to reduce the risk.  Where the risk involves work in progress urgent action should be taken.

	(20 – 25)
	High
	Unacceptable.  Immediate action must be taken to manage the risk.  Control measures should be put into place which will have the effect of reducing the impact of an event or the likelihood of an event occurring.  A number of control measures may be required.


A High, Medium Low risk ratining is used in practice
1.   Determination of risk acceptance criteria

Following risk assessment, the risk treatment process is implemented.  For every risk on every asset, a risk treatment process must be undertaken, and the reasons for the choice of treatment documented.

	Treatment
	Description

	Mitigate
	Consider countermeasures to reduce the likelihood and impact of the risk

	Avoid
	Consider alternative methods of achieving the business objective or consider the business impact of not providing the service

	Transfer
	Consider methods of transferring responsibility.  However, even if responsibility for limiting the risk is transferred outside an organisation, the risk will still rest wherever the business impacts are actually felt.

	Accept
	Accept risk (usually where risk is low impact and low likelihood)




As shown in the table above, there are four risk treatment decisions to be made.  Risk acceptance shall be a decision made in conjunction with the asset owners.  There are different scenarios for risk acceptance, they are: - 

· The risk to the asset is of low impact and low likelihood.  Therefore, the cost of mitigation outweighs the risk to the organisation,
· Mitigation controls from ISO 27001 or other sources cannot be found
or,
· The cost of mitigation controls outweighs the potential cost of the risk occuring.

In each of these cases, in conjunction with the asset owner, the decision may be made to accept the risk and bear the consequences if the risk occurs.  If this is not possible there must be an alternative risk treatment plan decided for this particular asset and risk.

4.3  Risk register

After the completion of each risk assessment, the information management risk register will be updated. This will be done by the Information Governance team in conjunction with the Asset owner.

Following the risk treatment process it is the responsibility of the asset owner to notify the Information Governance team of any changes.  If the Information Governance team are made aware of any updates from other sources, they will notify the Asset owner and update accordingly.


4.4  Structured Development of New Assets

The procedure also sets out a structured approach for appropriate IG security accreditation documentation, procedures and controls to ensure new information assets are developed and introduced in a secure manner.
See Appenxdix 1



[bookmark: _Toc500325605]Appendix 1

Accreditation 
This guidance is based on and extends existing NHS Information Governance materials and is compliant with the NHS adopted IS0/IEC27001 and ISO/IEC27002 information security management standards. It is aimed to provide NHS consistency with those requirements identified in the final report on Data Handling Procedures in Government to protect information, including personal data. 

System Level Security Policy Relevance
 Within this accreditation guidance the term System Level Security Policy (SLSP) is used and should not be confused with the terms Corporate Security Policy (CSP) or Organisational Security Policy (OSP). Where described elsewhere CSP or OSP would define organisational aims and commitments to achieve good IG security management structure and staff working practices more generally. 

Accreditation Purpose 
Accreditation is the method through which an NHS information asset can be risk assessed and assured that it complies with NHS IG security policy, standards, legal requirements and expected good working practices. Accreditation processes will also allow essential and appropriate assurance to stakeholders including the Senior Information Risk Owner (SIRO) and Data Protection Officer (If appointed). Such accreditation assurances are: - The IG security risks to the information asset and its data have been considered and assessed on a regular basis; - The required IG security measures have been implemented correctly and cannot be bypassed; - The IG security risks arising from use of the information asset are acceptable to its provider and other stakeholders. 

Who is responsible for Accreditation of NHS information assets? 
Each organisation’s Information Asset Owner (IAO) is responsible for risk management and accreditation of assets under their control. In large organisations, there may be multiple IAOs each with their own assigned assets to accredit. The IAO may also be supported in their accreditation processes through contribution from Information Asset Administrators (IAA), Information Security, Audit, IT and other relevant staff or contractors including external service providers. 

The IAO should ensure that an accreditation is achieved for all assets they own. They should also consider their assets’ ongoing IG accreditation needs within the organisation’s overall risk management and reporting framework. 

The IAO may be supported through project management arrangements that ensure information asset accreditation is prioritised, documented, and processes are comprehensively undertaken. 

IG Accreditation as part of new Project Development processes 
An initial System Level Security Policy (SLSP) should be developed as early as possible within the project lifecycle and preferably at the project initiation stage. This is important for project, security and risk management viewpoints to allow information governance requirements and specifications to be included at the earliest opportunity. This SLSP approach will ensure that information security functions are included within the proposed design of the information asset from the outset and not as potentially expensive or unworkable post-implementation add-ons. 

The IAO, project manager, information security manager and others may collaborate to consider and produce an initial SLSP statement. It should be noted that for many smaller, low risk, local assets this initial SLSP may be all that is required for accreditation purposes. 

Where a project proceeds beyond its investigation stage, the initial SLSP should be further developed into a full or ‘baseline’ SLSP that will be used, maintained and refined throughout the project’s lifecycle. This baseline SLSP should then be reviewed and refined regularly through specification, design, development, implementation and post-implementation management stages of the project. These reviews will consider technical, operational and procedural measures to ensure the asset achieves its security objectives and that perceived risks are addressed. During these reviews, contributors to the SLSP may identify and recommend new countermeasures, the withdrawal of redundant measures or the strengthening of existing security features. 

The IAO through their judgement may decide not to implement one or more recommended security measures and accept the risks to the information asset. Where this is the case, decisions should be recorded within accreditation documentation about the asset and where appropriate within the organisation’s risk register. In exceptional circumstances where there is disagreement of the acceptability of one or more risks, then the relevant issues should be escalated to the organisation’s Senior Information Risk Owner (SIRO) and Risk Management Board for resolution. 

All NHS information assets will benefit through their information governance accreditation. Streamlined processes may be implemented for those information assets that do not process confidential service user, sensitive or other business critical information and are considered low risk. 

Information assets that are locally procured, developed or implemented without formal project management, should still be subject to information governance accreditation and the principles described in this guidance followed. The level of accreditation required will vary with the nature of the information asset, the assessed risks and the organisation’s local arrangements for information asset accreditation. 

Accreditation documentation 
By its nature, information that is contained within accreditation documentation may be sensitive and such documentation will therefore require appropriate management. A protective marking of ‘NHS CONFIDENTIAL’ may therefore be relevant. 

The ‘initial’ System Level Security Policy (SLSP) 
This accreditation document is likely to be developed by those individuals with the best knowledge of the proposed information asset, its intended purposes and operating environment. The initial SLSP will usefully contain sections dealing with the following aspects: - Introduction and basic facts about the information asset - Identified information governance responsibilities - Status of this SLSP document - Asset description and purpose - Asset components (aspects within SLSP scope) - IG security and confidentiality requirements and expected functions e.g. access controls, audit trails etc. 

The ‘full’ or ‘Baseline’ System Level Security Policy (SLSP) 
The baseline SLSP will contain expanded detail over and above the initial SLSP document described above, although structured in much the same way. When available, the baseline SLSP should benefit through identified threats to the information asset, vulnerabilities and those countermeasures that mitigate perceived risks. These will be useful for regular risk assessments during the lifecycle of the information asset. Typical structure of a full SLSP might be: - Introduction and basic facts about the information asset - Asset description and purpose - Asset components (aspects within SLSP scope) - Information Governance responsibilities - IG security and confidentiality requirements and expected functions - Description of security domains within scope (including any overlaps with assets under the control of business partners) e.g. the operational boundaries within which controls are possible to deploy and manage - Security functions description - Security management arrangements including references to external documentation or procedures - Assumptions and external dependencies The above contents are illustrative and are not exhaustive of all possibilities, particularly where an information asset and its data may be shared across multiple domains or organisations. 

It should be noted that existing information asset documentation including asset register data and any risk assessments undertaken provide much of the technical and other information required for the SLSP and will avoid duplication. External documentation may support the SLSP and may help to ensure its overall accuracy and manageability. 

Other accreditation issues 
Depending upon the information asset’s size and complexity, additional IG security management documentation may be necessary. This additional documentation may describe the security requirements and assurance measures applicable for interconnection between multiple domains or for special procedures. 

Information assets and their accreditation requirements may be reprioritised, extended or altered over time, as each asset’s purposes and configuration might change. The aim is therefore to achieve and sustain a comprehensive repository of reliable and re-useable accreditation documentation that underpin the organisation’s approach to information risk management. 

Change Control 
Accreditation documentation requires rigorous control if it is to remain up to date, useful, effective and re-usable. Change management controls that apply throughout an information asset’s project lifecycle should therefore also apply to the accreditation documentation. It is recommended that an accreditation documentation review be undertaken in line with the organisation’s risk management reporting requirements and at least annually. 

IG Assurance and Accreditation checks 
The Senior Information Risk Owner will regularly require assurance reports that the organisation’s information assets continue to satisfy those information governance requirements documented within accreditation documentation and that relevant controls remain effective. This normally means checks that: - information asset’s security functions counter all relevant threats; - controls of the information asset are configured and operate correctly; - throughout the operational lifetime of the information asset, including post-implementation changes, expected controls continue to exist or are replaced by ones providing greater effect. 


The IAO should therefore arrange to undertake formal information assurance checks as part of their accreditation programme. These should be undertaken by suitably qualified and skilled individuals supporting the process under the IAO’s direction and should: - ensure the information asset’s implemented design is conformant with the security measures specified; - test the security functions for their correct effect; - test the adequacy of the asset’s security functions to address perceived risks; - identify and document areas of potential weakness for possible improvement; - ensure compliance with legal obligations, and NHS IG policy and standards.

Assurance reporting 
The baseline SLSP and any related documentation should provide evidence of accreditation to the IAO, who should after any necessary checks, sign a formal note of accreditation for the asset. This note should acknowledge that the information asset has appropriate security design to address assessed risks, and operates according to its documented SLSP. 

In some circumstances, the IAO’s accreditation sign-off may be conditional and any identified dependencies or conditions should be noted. In such cases, it will be normal for a work-off plan and timeline to be agreed with the IAO for any necessary improvements. 24. When complete, information asset accreditation documentation should be stored securely by the IAO and revisited under change control when there are requirements for risk management, information assurance reporting or re-accreditation.


SGL Risk Management Procedure V05.docx		      Page 2 of 15

image1.png
Healthcare Procurement Risk Methodology

Risk
Sources
Quantify,
dentify Assign
( See Risks Ovmership
& Record
Riskto Risk Identify
Issue = | Register | = Counter
Conversion / \ Measures
Monitor
Issues . New Risks
ey Escalate Risks
Risk
Issues Closure
; Escalation s
Register ot of Risk Registers





