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Introduction

Source Group, (the Organisation) recognises the need to implement an Information Governance Strategy to demonstrate how compliance will be achieved in key Information Governance requirements within the organisation.

Information Governance (IG) is an initiative that addresses the demands that the law, ethics and policy place upon information processing. In this context, processing includes the holding, obtaining, and recording, using, sharing and viewing of information.

The Organisation recognises that this Information Governance Strategy and Management Framework will effectively support the Caldicott function and will ensure that the Caldicott2 recommendations will be effectively reflected in its data processing.  

IG underpins and has become the information component of governance. Initially the emphasis was placed upon the processing of Patient information in healthcare organisations, but this has evolved to encompass all information assets held for Non-NHS healthcare providing companies

Information is a vital asset and resource, both in terms of the health care and the clinical management of individual service users and the efficient management of services and resources. It plays a key part in Governance, Service Planning, Legal Services and Performance Management.

IG is a key area for organisations to address as part of their Corporate Governance Standards. Healthcare organisations must have clear standards, policies and procedures for all information processing that will comply with the Law and where applicable Department of Health standards and guidance.  

Compliance with the DSP toolkit requirements is a key element of the Organisation’s authorisation and ongoing assurance.  The Organisation will provide evidence of compliance through an audited annual submission of the NHS Digital DSP Toolkit.

[bookmark: _Toc33656531]General Data Protection Regulation

[bookmark: _Hlk491174575]The new General Data Protection Regulations (GDPR) came into force on 25 May 2018 via the Data Protection Act 2018 and will had a direct effect on the Organisation and the IG Framework which refers to related policies and procedures.

The basis of this framework includes the following requirements of the new GDPR regulations: - 

· An all-inclusive information asset register with data flow mappings must be maintained and processes developed to ensure the assets are current  
· The legal basis for the processing of information are required
· Consent with suitable ‘opt in’ and ‘opt out’ conditions must be included
· The Information Commissioners’ Office (ICO) must be notified of data breaches within 72 hours 
· Increased fines for failure to comply with the regulations will be imposed 
· Fair processing notices will require updating to inform users of GDPR implications
· The introduction of a Data Protection Officer (DPO) role to the organisation will be considered
· There will be changes to individual’s rights over the way data is stored  
· Timescales for Subject Access Request responses etc. will be decreased  
· Evidence of GDPR compliance must be made transparent and available

GDPR applies to ‘data controllers’ and ‘data processors’. The definitions are similar to the definitions included within the Data Protection Act 1998 – the controller says how and why personal data is processed and the processor acts on behalf of the controller.

The organisation as a Data controller will not be relieved of its obligations where a processor is involved and the GDPR will place further obligations on the Organisation to ensure all contracts with data processors comply with GDPR.
[bookmark: _Toc417161327][bookmark: _Toc33656532]Aims

This IG Strategy has five fundamental aims:

· To support the provision of high-quality healthcare commissioned from provider organisations by supporting the legitimate, effective and appropriate use of information.
· To encourage all directorates and departments of the Organisation to work closely together, preventing duplication of effort and enable more efficient use of resources.
· To develop support arrangements, provide advice and the appropriate tools to enable the Organisation to discharge its responsibilities to consistently high standards. 
· To enable the Organisation to understand performance and manage improvement in a systematic and effective way and develop a culture of ownership of the IG agenda.
· To support the Organisation Caldicott function (if applicable) in compliance with legal requirements and as a minimum, relevant NHS guidance[footnoteRef:1] and standards on the confidentiality of information. [1:  References to NHS IG Standards and Regulations are included as a proportion of the organisation’s services are delivered to NHS providers] 

· To adhere to the content of the Articles of the General Data Protection Regulation 
[bookmark: _Toc444775220][bookmark: _Toc417161328][bookmark: _Toc33656533]Scope

There are four key components underpinning this Strategy:

· Commitment from the Organisation shareholders, Executive Team and Senior Managers.
· Provision of resources and identified support.  
· The acceptance of an IG Policy that outlines the objectives of Information Governance including GDPR.
· The production of year by year action plans arising from the annual assessment within the DSP Toolkit which comprises of the following initiatives: -

a) Information Governance Management
b) Confidentiality and Data Protection
c) Information Security
d) Clinical Information Assurance

This strategy will encompass Organisation staff, students, temporary and contracted staff.

[bookmark: _Toc417161329][bookmark: _Toc33656534]Responsibilities

Designated responsibility for the implementation or monitoring of the IG Strategy and Management Framework within the Organisation on behalf of the Executive Team belongs to the SIRO. 


4.1.	The Shareholders/Owners/Partners

While the shareholders/owners/Partners have ultimate responsibility for IG this is delegated to the Executive Team as per the Organisation’s governance arrangements. The Executive Team are responsible for the management of the organisation and for ensuring that the appropriate mechanisms are in place to support service quality, delivery and continuity. 

The Organisation has a particular responsibility for ensuring that it corporately meets its legal responsibilities, and for the adoption of and compliance with internal and external governance requirements. 

4.2.	The Executive Team 

The Executive Team will monitor compliance with this Strategy on behalf of the Organisation, will report on the management and accountability arrangement for IG and the Caldicott function, and provide assurance to the Shareholders

They will provide a focal point for the resolution and discussion of IG issues will receive and generate appropriate reports and will ensure compliance with this Strategy. The Executive Team will be active in the IG Management Framework and will support the Caldicott function.

The monthly Executive Team Meeting will be a forum for the discussion of Caldicott and IG issues and will monitor the processing of personal information within the Organisation for compliance with the Caldicott Principles and the law.




4.3	Caldicott Guardian

The Caldicott Guardian is Christina McFadden who is a senior member of the organisation and is responsible for the confidentiality of person identifiable information as designated in the Caldicott Report and for the information governance agenda, which incorporates data protection.

The Caldicott Guardian is also responsible for compliance with the laws that govern personal information and ensuring that good practice in relation to access, sharing and reuse of service user/staff information is conducted within the best interests of the individual. 

This Strategy has been developed to support the Caldicott function and to ensure that the organisation has a management framework in place to review its information handling processes for compliance with the Caldicott principles. 

4.4	Senior Information Risk Owner

Tom Rawley who is a senior member of the Organisation is the designated Senior Information Risk Owner (SIRO) and Information Governance Lead for the Organisation. They will be conversant with and have overall responsibility for Information Risk Management in the Organisation. 

The SIRO will report to the Executive Team on information risks and through the Statement of Internal Controls following assurance from Information Asset Owners. Information Risk Management is an essential component of this IG Strategy.

The SIRO will work closely with the Caldicott Guardian and support the Caldicott function.  The SIRO has designated responsibility for Information Governance within the Organisation.

The SIRO will be supported in their role by the Organisation directors who have overall responsibility for management and support for all aspects of corporate governance and risk management.  They will oversee the implementation of the annual IG work programme to deliver requirements of the DSP Toolkit and also ensure the provision of technical advice and support as required.

4.5     Data Protection Officer

[bookmark: _Hlk491174761]Article 37 of the GDPR described the conditions under which a Data Protection Officer (DPO) is required. 

The regulation details three specific cases where an organisation must recruit, appoint and give responsibilities to a DPO if: -

· They’re a public authority or body processing data (e.g. a hospital or CCG) 
· The core part of the business is the control and processing of data, and they do this on a large scale, with ‘regular and systematic monitoring of data subjects’ Although the official law does not define what ‘large scale’ means, other authorities have deemed this to be the processing of data from over 5000 individuals, within a 12-month period. 

· The core activities of the controller or the processor consist of processing on a large scale of special categories processing of personal data eg:-
· revealing racial or ethnic origin 
· political opinions 
· religious or philosophical beliefs 
· trade union membership 
· processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, 
· data concerning health or 
· data concerning a natural person's sex life or sexual orientation 
· personal data relating to criminal convictions and offences 

The organisation has appointed Peter Case-Upton as the DPO and the position will be regularly reviewed as required.


4.6	The IG Subgroup
[bookmark: _Toc417161330]
The IG Subgroup is a standing group accountable to the Executive Team.  The purpose of the group is to support and drive the broader IG agenda and provide the Executive Team with assurance that effective IG best practice mechanisms are in place within the Organisation.

The Executive Team, through the Shareholders, has allocated responsibility to the IG Subgroup to approve IG and IG related strategies, policies, procedures and documentation. The IG Subgroup will be the conduit for formal ratification.

The IG Subgroup will be an essential component of the Information Governance Management Framework within the Organisation, however for small organisations the IG Sub group’s functions may be provided by the SIRO and Caldicott guardian with support from the IG advisor. 

1. [bookmark: _Toc33656535]Risk

Lack of an effective Information Governance Management Framework, Strategy and processes present risks in:
 
· Non-compliance with NHS standards and guidance.
· Non-compliance with the Law.
· Inadvertent or deliberate breaches of confidentiality.
· Loss, theft or abuse of person identifiable information. 
· Deliberate or inadvertent threats to information assets. 
· Ineffective and inappropriate procedures.
· Poor quality information.
· Poor records management 

Effects of non-compliance

· Reduced prestige for the organisation
· Increased complaints from service users/staff. 
· Serious harm to service user through poor quality information.  
· Breaches of confidentiality. 
· Civil action for Data Protection breaches. 
· Monetary penalties imposed for data loss/misuse
· Non-compliance notices/formal reviews being served by the Office of the Information Commissioner.

This Strategy aims to reduce IG risks within the organisation by implementing a robust framework to reduce the likelihood of the risks occurring. The work plan and actions identified in this strategy will be implemented, reviewed for effectiveness and updated where other risks are identified. 

[bookmark: _Toc417161331][bookmark: _Toc33656536]IG Management Framework

To fully implement and integrate IG and the Caldicott principles within the Organisation a robust management framework must be in place. IG compliance is fundamental to every directorate and department and to every individual working within the organisation. 

6.1	Accountability and Reporting

To achieve success in the implementation of IG expert guidance, management and support is essential. 

6.2	IG Management Structure

The Organisation Executive Team will be asked to endorse and actively support the implementation of this IG Strategy and Management Framework and monitor compliance by reviewing reports, audits and action plans. 
 
The SIRO will report to the Executive Team and will draw on experience from members from appropriate departments within the Organisation.
The SIRO monitors and manages the implementation of the IG Work Programme within the Organisation, receives reports on Freedom of Information, and IG and Caldicott issues, risks, security breaches and incidents. 

Where there is an identified need the SIRO will establish task and finish working groups which will report into to the Executive Team, will provide action plans and progress reports, identify risk and issues and be focal point for the completion of short term projects. 

The Caldicott Guardian will be actively involved and informed of the progress of the IG Agenda. 

Caldicott approval will be sought prior to any new or proposed change or use of person identifiable information takes place. The Caldicott Guardian will review confidentiality issues as they arise through the Caldicott Issues Register.

The SIRO will take ownership of the implementation of an information risk management programme and will act as an advocate for information risk on behalf of the Executive Team. The SIRO will provide a report on information risks to the Executive Team for the Annual Statement of Internal Controls.

Information Asset Owners and Information Asset Administrators will support the SIRO in the mitigation of risks to information and information systems. IAO will review risk assessments conducted by Information Asset Administrators and will report to the SIRO on the steps taken to mitigate or reduce the risks.

The Organisation Executive Team will oversee the co-ordination and the implementation of the IG Agenda, Strategy and Policy. The Team will actively seek expert guidance to support the Caldicott Guardian, the IG Sub Group, SIRO, and staff on IG issues. 

The IT Support Services will establish and maintain the security of information systems and will have appropriate system level policies for the effective and secure management of and the electronic transfer of identifiable information.
	
6.3	Service and Work Planning

All new projects, service and work planning initiatives will be guided to reference IG requirements at the planning stage.

Where necessary Data Protection Impact Assessments will be carried out following the Organisation agreed processes. 

3rd party contracts will be reviewed and will reference IG requirements including Confidentiality, Data Protection and Freedom of Information clauses. 

0. The Development of Policy Procedure, and Guidance

The Organisation will ensure that all relevant and related IG policies and process documentation are in place. This will include compliance with relevant Acts of Parliament, IG standards and guidance.

The SIRO will review IG and IT Policies and gain approval for the formal ratification by the IG Sub Group and the Executive Team. 

The Organisation will ensure dissemination, and implementation of IG policies, protocols, procedures and strategies to staff through the Intranet, global e-mails and training and induction into the organisation.

The Organisation will ensure that the collation and sharing of identifiable information is carried out lawfully and following where appropriate, NHS guidance and lawful process. Appropriate procedures will be put in place to govern the sharing of information through the adoption of Information Sharing Agreements (ISA) with identified partner NHS & non-NHS organisations, whilst taking into account the best interests of the service user/staff and the Law.  

Information sharing procedures will supplement Information Sharing Agreements and will be developed as necessary and where required with due consideration to the Caldicott 2 recommendations.

Provision will be made where Information Sharing Arrangement are required with 3rd party contractors including Privacy Impact Assessments where new systems are to be implemented.  

6.5	Education, Training and Awareness

The success of this Strategy is dependent upon the input and commitment of staff at all levels of the organisation.

An assessment of the IG training needs of staff will be carried out. 

Induction procedures will include a balanced approved IG programme that will include Caldicott principles, confidentiality, data protection, freedom of information, (if required) and physical and technological security. The programme will identify staff responsibilities and provide examples of best practice and inappropriate behavior, responsibilities and consequences.   

An NHS Digital approved IG e-learning training programme or equivalent will be implemented that reflects the requirements of different staff groups through national e-learning provision or equivalent and will be mandatory for all staff.

Where members of staff are unable to access e-learning, or where ad hoc training is requested it will be provided through classroom based training utilising appropriate training materials.   

Detailed training records will be maintained. The Organisation will ensure that provision is made to accommodate the training programme

A Confidentiality and Information Sharing Code of Conduct will be made available to staff via the shared folder system which will provide links to relevant Organisation policies including required practice in security and protecting the confidentiality of personal information and information sharing in compliance with the Caldicott2 Report and principles.


6.6	Working with National Standards 

Reports will be provided through the SIRO to the Executive Team detailing compliance with National Standards.

Audits to assess implementation, staff understanding and compliance with IG will be carried out. Feedback reports will be provided to the SIRO. 

Progress will be determined by a work programme that is consistent with the requirements of the DSP Toolkit.

All flows of person identifiable information to, from and within the Organisation will be mapped. Risk assessments will be carried out and where identified more secure methods of transfer recommended and commenced.

Department of Health recommended standards of security for the safe and secure transfer of identifiable information will be implemented.

[bookmark: _Toc33656537]Incident Management 

Information Governance incidents will be recorded through the Organisation and ICT provider’s incident reporting procedures and will be fully investigated. 

IG incidents which will include data protection and Caldicott breaches will be reported to the SIRO and to the Executive Team. Incidents will be managed, and recommendations for remedial action implemented. 

Serious IG Incidents will be analysed using the NHS Digital Likelihood X Impact Risk regime and if required, reported to the ICO within 72 Hours

Staff will be fully informed and updated of any changes that have been recommended and implemented to policy, process or procedure.	

[bookmark: _Toc417161332][bookmark: _Toc33656538]Communication

Communication is essential to the success of this Strategy. Key priority will be:

· The provision of ‘Privacy Notices’ to members of the public within the Organisation communications area to comply with the requirements of the Data Protection Act 2018 and GDPR.
· Informing staff on seeking the explicit consent of service users in compliance with the Caldicott2 report and principles before information is collated or shared other than for the immediate healthcare of the individual.
· The implementation of a communication strategy plan that will form part of the staff Confidentiality Code of Conduct.
· Reporting to the IG Sub Group and Executive Team on compliance/non-compliance, national changes to the IG Agenda will be achieved through submission papers to the SIRO as and when necessary. 
· Communicating with staff through established communication channels such as the shared folder system and global e-mails and bulletins, where changes to the law, relevant healthcare organisational guidance and standards are introduced.
· Publication of guidance, policies and procedures on the Organisation Intranet site (if appropriate) to supplement staff training in IG best practice.   
· Maintenance of a Freedom of information Publication Scheme to provide the public with Organisation information that is readily available. (If required) 
· Responding to requests for information from the public through the Freedom of Information request handling process. (If required)

[bookmark: _Toc417161333][bookmark: _Toc33656539]Resources

Resources are a vital component of this strategy. The SIRO will identify the resources necessary to successfully implement all areas of this strategy. 

Adequate IG expertise will be provided to support Organisation staff.

The Executive Team will be informed of any resources that are needed to implement IG projects derived from this Strategy and the action plans that are formed following DSP Toolkit assessments.

[bookmark: _Toc417161334][bookmark: _Toc33656540]Work Programme 

The work programme will begin with the implementation of this strategy following the approval of by IG Sub Group and the Executive Team.  

Action Plans will include:
· Annual audit to assess the evidence and scoring provided for the March 31st Data Security and protection (DSP) Toolkit submission. 
· An electronic library of evidence for the DSP Toolkit which will be available for audit.
· Recognition of priority areas where improvements must be made.
· Focused task orientated approach to improve individual initiatives each year. 
· Changes to the DSP Toolkit instigated at National level show as revisions to Action Plans.
· Maintenance of established standards.
· The provision of improvement reports to the Executive Team through the SIRO.
· Updating of processes and procedures as a result of the statutory demands
         of GDPR
[bookmark: _Toc417161335][bookmark: _Toc33656541]Action Plans and Timeframes  

This Strategy will be supported by an action plan derived from the annual 31st March DSP Toolkit submission and will include timeframes for compliance. The action plans will be subject to change where amendments or additions to IG Standards have been identified or where compliance has been achieved
[bookmark: _Toc417161336][bookmark: _Toc33656542]Appendix A: Legislation	

Relevant Legislation:

· Data Protection Act 2018 containing GDPR requirements
· Access to Health Records Act 1990
· Audit & Internal Control Act 1987
· Computer Misuse Act 1990
· Copyright, Designs and Patents Act 1988 (as amended by the Copyright Computer Programs Regulations 1992)
· Crime and Disorder Act 1998
· Environmental Information Regulations 
· Freedom of Information Act 2000 (if applicable)
· Health & Social Care Act 2001
· Human Right Act 1998
· NHS Sexually Transmitted Disease Regulations
· Regulation of Investigatory Powers Act (& Lawful Business Practice Regulations 2000)
· Public Interest Disclosure Act 1998
· Regulations under Health & Safety at Work Act 1974
· Re Use of Public Sector Information Regulations 2005

Standards and Codes of Practice

· BS 7799 (ISO 17799)
· Care Quality Commission Outcomes
· Information Governance Toolkit
· Information Quality Assurance
· NHS Confidentiality a Code of Practice
· NHS Information Security a Code of Practice
· NHS Code of Practice on Records Management 
· NHS Guidance on Consent to store and process personal confidential data















[bookmark: _Toc33656543]Appendix B: IG Policies	

List of IG Policies, Processes, Procedures and Codes of Practice:

· IG Strategy and Management Framework 
· Data Protection Policy 
· Information Security Policy 
· Corporate Governance Policy
· Records Lifecycle Policy 
· Acceptable Use Policy  
· Business Continuity Policy 
· IS Code of Practice
· Subject Access Policy
· Pseudonymisation Policy 
· Mobile Working and Teleworking Policy 
· Confidentiality and Information Sharing Code of Practice 
· Freedom of Information Policy 
· Staff Disclosure under FOI Act (if applicable)
· F0I & Environment Information Regulations Complaints Procedure (if required)
· Systems Level Security Policy 
· Network Security Policy 
· Privacy Impact Assessment Template
· Procedure for the Transfer and Receipt of Personal and Sensitive Information –
· Information Asset Register Procedure 
· Data Flow Mapping Register Procedure 
· Confidentiality Audit Procedure 
· IG Incident Management Reporting Procedure 
· Patient Information Quality Policy
· Information Quality Process V01
· Risk Management Procedure V01
· Patient Information Quality Policy

The above IG related document were approved by the Executive Team on 04/12/2020 and can be located in the Organisation’s shared drive folder: -

‘Information Governance’ 
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Appendix C: GDPR Articles

CHAPTER I - General provisions

Article 1 - Subject-matter and objectives (1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13)
Article 2 - Material scope (14, 15, 16, 17, 18, 19, 20, 21)
Article 3 - Territorial scope (22, 23, 24, 25)
Article 4 - Definitions (26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37)


CHAPTER II - Principles

Article 5 - Principles relating to processing of personal data (39)
Article 6 - Lawfulness of processing (40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50)
Article 7 - Conditions for consent (32, 33, 42, 43)
Article 8 - Conditions applicable to child's consent in relation to information society services (38)
Article 9 - Processing of special categories of personal data (51, 52, 53, 54, 55, 56)
Article 10 - Processing of personal data relating to criminal convictions and offences
Article 11 - Processing which does not require identification (57)


CHAPTER III - Rights of the data subject

Section 1 - Transparency and modalities
Article 12 - Transparent information, communication and modalities for the exercise of the rights of the data subject (58, 59)

Section 2 - Information and access to personal data
Article 13 - Information to be provided where personal data are collected from the data subject (60, 61, 62)
Article 14 - Information to be provided where personal data have not been obtained from the data subject (60, 61, 62)
Article 15 - Right of access by the data subject (63, 64)

Section 3 Rectification and erasure
Article 16 - Right to rectification (65)
Article 17 - Right to erasure ('right to be forgotten') (65, 66)
Article 18 - Right to restriction of processing (67)
Article 19 - Notification obligation regarding rectification or erasure of personal data or restriction of processing
Article 20 - Right to data portability (68)

Section 4 - Right to object and automated individual decision-making
Article 21 - Right to object (69, 70)
Article 22 - Automated individual decision-making, including profiling (71, 72)

Section 5 - Restrictions
Article 23 - Restrictions (73)


CHAPTER IV - Controller and processor

Section 1 - General obligations
Article 24 - Responsibility of the controller (74, 75, 76, 77, 83)
Article 25 - Data protection by design and by default (78)
Article 26 - Joint controllers (79)
Article 27 - Representatives of controllers or processors not established in the Union (80)
Article 28 - Processor (81)
Article 29 - Processing under the authority of the controller or processor
Article 30 - Records of processing activities (13, 39, 82)
Article 31 - Cooperation with the supervisory authority

Section 2 - Security of personal data
Article 32 - Security of processing (83, 74, 75, 76, 77)
Article 33 - Notification of a personal data breach to the supervisory authority (75, 85, 87, 88)
Article 34 - Communication of a personal data breach to the data subject (75, 86, 87, 88)

Section 3 - Data protection impact assessment and prior consultation
Article 35 - Data protection impact assessment (75, 84, 89, 90, 91, 92, 93)
Article 36 - Prior consultation (94, 95, 96)

Section 4 - Data protection officer
Article 37 - Designation of the data protection officer (97)
Article 38 - Position of the data protection officer (97)
Article 39 - Tasks of the data protection officer (97)

Section 5 - Codes of conduct and certification
Article 40 - Codes of conduct (98, 99)
Article 41 - Monitoring of approved codes of conduct
Article 42 - Certification (100)
Article 43 - Certification bodies


CHAPTER V - Transfers of personal data to third countries or international organisations

Article 44 - General principle for transfers (101, 102)
Article 45 - Transfers on the basis of an adequacy decision (103, 104, 105, 106, 107)
Article 46 - Transfers subject to appropriate safeguards (108, 109)
Article 47 - Binding corporate rules (110)
Article 48 - Transfers or disclosures not authorised by Union law
Article 49 - Derogations for specific situations (111, 112, 113, 114, 115, 116)
Article 50 - International cooperation for the protection of personal data
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