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Informing Individuals about the Use and Sharing of Their Information and Their Rights
Introduction
The objectives of this strategy are to provide a robust communications framework for Source Group, (the organisation), to follow, in line with the requirements for authorisation and wider policy to empower our clients and staff to appreciate the need for communications as part of their role, to ensure a clear and consistent voice between our organisation and its various stakeholders. 
To facilitate dialogue between our organisation and its stakeholders, to ensure and develop and maintain mutual goodwill and understanding, resulting in the formation of a positive reputation amongst stakeholders and to ensure that information about our organisation and its business is readily available and accessible to those who need it.
Of interest is the Data Protection Act 2018 including references to the General Data Protection Regulation (GDPR) and in particular, Article 6, Lawfulness of processing.

Fair Processing
Fair processing generally requires you to be transparent – clear and open with individuals about how their information will be used and shared. Assessing whether information is being processed fairly depends partly on how it is obtained. In particular, if anyone is deceived or misled when the information is obtained, then this is unlikely to be fair.
There is an important exception. The Data Protection Act says that information should be treated as being obtained fairly if it is provided by a person who is legally authorised, or required, to provide it, e.g. personal data will be obtained fairly by the Health and Social Care Information Centre (HSCIC) if it is obtained from a body that is under a legal duty to provide that data to the HSCIC whether or not the data subject consents to, or is aware of, this. This does not however absolve the body providing the data to HSCIC from its own fair processing requirements.
However, to assess whether or not personal data is processed fairly, you must consider more generally how it affects the interests of the people concerned – as a group and individually. If the information has been obtained and used fairly in relation to most of the people it relates to but unfairly in relation to one individual, there will be a breach of the first data protection principle.
Why and how personal data is collected and used will be relevant in assessing fairness. Fairness requires you to:
· be open and honest about your identity;
· tell people how you intend to use any personal data you collect about them (unless this is obvious);
· usually handle their personal data only in ways they would reasonably expect; and
· above all, not use their information in ways that unjustifiably have a negative effect on them.
Broader Informing Requirements
Above and beyond the DPA fair processing requirements, where confidential personal information is to be used or shared then there is a general requirement for people to be informed about those activities in sufficient detail to understand what is being proposed and to either consent or dissent. This needs to be addressed at the same time as fair processing requirements are satisfied but generally requires that the information provided is more comprehensive.
Individual Rights
Both law and policy provide individuals with rights which they need to be informed about. These include:
· The right to be informed about how data about them is used and shared (fair processing as described above).
· The right to have objections to the use of data about them being considered in some circumstances (section 10 DPA 98 and NHS Constitution) and to be informed of the reasons why an objection is not upheld when it isn’t.
· The right to control, unless exceptional circumstances apply, how confidential information that might identify them is used and shared (see requirement 202 for information on how this requirement should be met).
Guidance on Ensuring Individuals are Effectively Informed
The starting point for an awareness raising campaign is the use of general communication materials to inform individuals accessing services about the use of their personal information for care services and of any known circumstances under which information could be used for purposes unconnected to the provision of care services (see requirement 202).
The materials may be in the form of leaflets, posters, inserts with appointment letters or text on appointment cards, etc. Exemplar materials in the Knowledge Base Resources provide an illustration of the areas that communications materials should cover.
Materials should be displayed prominently in areas where individuals will see them, for example, in waiting areas, receptions and in the NHS, in Patient Advice and Liaison Service (PALS) departments. The awareness campaign should be supported by procedures to ensure that if more detailed explanations are required individuals can access the required information or be guided towards a staff member who is able to answer their queries.
Organisations should undertake a robust assessment of the needs of people with special/different needs and the communications materials designed to meet them. It may be that the information is required in several formats, for example:
· different languages;
· in Braille;
· on audio tape;
· in large print.
Or it may be necessary for the organisation to have access to a translator, e.g. for those Patients who:
· use sign language;
· have difficulty conversing in English and are also unable to read in their native language.
Copying Correspondence to Service Users
The communications materials should be supported by ensuring all correspondence between different health and social care teams about the service user’s care are copied to the service user - there should be ‘no surprises’ for the service user as to who a record has been shared with.
Raising Awareness Amongst Staff
To ensure individuals are properly informed, staff must themselves be familiar with the content of local communication materials. Therefore, organisations should ensure that all relevant staff members receive guidance on how to:
· make clear to individuals when information is recorded or accessed;
· make clear to individuals when information is or may be disclosed to others;
· check that individuals are aware of the choices available regarding the use of their information - see also requirement 202;
· check that individuals have access to the communications materials, e.g. leaflets, posters;
· deal with concerns or queries, including referral to other staff members;
· respect the right of individuals to have access to their health records or case files, (see also requirement 205);
· copy correspondence about their care to service users.
Considering Objections to Information Sharing
Organisations should have a process in place for considering service users’ objections to the sharing of their information. The Caldicott2 Review advised that the process should:
· explicitly include the most senior registered and regulated health or care professional caring for that individual;
· explicitly include in the consideration whether not supporting the objection will damage the effectiveness of care;
· explicitly include whether there is a demonstrable risk that the safety of the Patient will be reduced by not upholding the objection; and
· explicitly include whether there are compelling legitimate grounds relating to the individual’s situation.
The NHS Constitution for England (revised 2013)
The NHS Constitution sets out a series of Patients' rights and NHS pledges. All NHS bodies and private and third sector providers supplying NHS services are required by law to take account of the Constitution in their decisions and actions.
The relevant rights for this requirement are:
· You have the right of access to your own health records and to have any factual inaccuracies corrected;
· You have the right to be informed about how your information is used;
· You have the right to request that your confidential information is not used beyond your own care and treatment and to have your objections considered, and where your wishes cannot be followed, to be told the reasons including the legal basis.
The relevant pledge for this requirement is, the NHS commits:
· to share with you any correspondence sent between clinicians about your care.
All health and social care organisations must publish in a prominent and accessible form:
a description of the personal confidential data they disclose.
· a description of the de-identified data they disclose on a limited basis;
· who the disclosure is to; and
· the purpose of the disclosure.


Appendix A - Ethnic groups
31. Ethnicity is complex to define as it is multi-faceted. Importantly, ethnicity is subjective: a person should self-assign his or her own ethnic group. While other people may view an individual as having a distinct ethnic identity, the individual's view of their own identity takes priority. Features that help to define ethnic group are as follows:
· a shared history;
· a common cultural tradition;
· a common geographical origin;
· descent from common ancestors;
· a common language;
· a common religion; and
· forming a distinct group within a larger community.
While an ethnic group is sometimes perceived as a minority within a larger community, ethnic groups cover people from all communities not just those of African, Caribbean, Asian or Chinese backgrounds. For example, White British people are an ethnic group. Because they outnumber all other ethnic groups in England, comprising 87% of the population, they are the majority ethnic group at the national level. White Irish people are an ethnic group; because they only comprise 1.3% of the population, they are a minority ethnic group at the national level. Percentage figures for all ethnic groups in England are given in Annex C.
The national standard for ethnic group and its codes
From April 2001, DH, Organisations have used, as a National Standard, a set of 16 codes to record the ethnic group of Patients, services users and staff (see the box below). The codes are identical to those used in the 2001 ONS census, in accordance with ONS guidance on national standards. They are grouped under five headings : White; Mixed; Asian or Asian British; Black or Black British; and Chinese or other ethnic group.
The headings should not be used as codes for direct data collection. They may be used to feedback broad findings; however, even then, feedback based on the 16 codes will almost always be preferable.
The 16 codes are used across Government. Use of the 16 codes helps to maintain consistency between DH central collections and ONS population information. Critically, their use enables ready comparison between NHS and social care information and national and local population counts based on the 2001 census. The codes are robust following much public consultation. It should be noted that the codes may be referred to as the '16+1' codes. The extra code is for 'Not stated', where for various reasons individuals do not, or choose not, to state their ethnic group. When used to record the ethnic group of Patients, service users and staff, space should be left after each of the five 'Any other ...' codes so that the individual can describe their own ethnic group.
The 16 codes, presented under the five headings, plus instructions for completion taken from the 2001 ONS Census, are as follows :
Ethnic group - 16+1 codes
.
A : White
· British
· Irish
· Any other White background (please write in)
B : Mixed
· White and Black Caribbean
· White and Black African
· White and Asian
· Any other mixed background (please write in)
C : Asian or Asian British
· Indian
· Pakistani
· Bangladeshi
· Any other Asian background (please write in)
D : Black or Black British
· Caribbean
· African
· Any other Black background (please write in)
E : Chinese or other ethnic group
· Chinese
· Any other (please write in)
Detailed breakdown of the 16 codes
Detailed breakdown of the 16 codes
Both questions about, and analyses of, ethnic group may refer to a more detailed breakdown of the 16 codes. A recommended detailed breakdown, based on how ONS classified 2001 census responses, is given in Annex D. When and how local NHS bodies and councils decide to use categories from the detailed breakdown in Annex D depends on local circumstances and issues. Although the 16 codes would suit most NHS and social care situations most of the time, resort to some of the breakdowns shown in Annex D is acceptable.
This is how it works. If a Trust or council used the 16 codes only, people who say that they belong to the Greek Cypriot ethnic group would be coded to the Any other White background group. If there is a large Greek Cypriot community in a Trusts or council’s area or there is particular interest in that community, when data are being collected the Trust or council should (with reference to Annex D) include a Greek Cypriot code under the White heading. In this way, the Trust and council can explore issues for that community while at the same time being able to re-aggregate the Greek Cypriot code back into the Any other White background code for comparison with local or national population data or with data from other places.
Similarly, a LOCALITY may have a relatively large Arab community. If it did nothing, the ORGANISATION would expect people of Arabic origin to code themselves under the Any other code of the Chinese or other ethnic group heading. However, the ORGANISATION (with reference to Annex D) could include an Arab ethnic group code under the Chinese or other ethnic group heading. The ORGANISATION could then explicitly identify Arab Patients and staff, while retaining the ability to re-aggregate the Arab code back into the Any other code. .
Organisations should avoid using too many of the sub-codes from Annex D, the reason being that forms and questionnaires seeking ethnic group would be too long and cumbersome, and analyses too complex with the danger that important trends are lost in the detail. However, it is a matter of balance. Too few sub-codes, which mask important aspects of the local population mix, can serve just as poorly as too many sub-codes.
The sub-codes of Annex D may be included on forms seeking ethnic group information. Doing it this way would make coding relatively easy. Alternatively, sub-codes may be shown to Patients, service users and staff if they opt for one of the five Any other & codes from the 16 codes. Their answers from the fuller code list can then be recorded on forms or data storage systems. Either way, a consistent and clear approach to Annex D sub-codes allows fuller analyses of ethnic group to be carried out consistently and in a way that can build back into the 16 codes.
Where records for individual current Patients, service users and staff still rely on the 1991 ONS Census codes for ethnic group, Organisations should consider how best they might readily update these records so that individuals ethnic group can be described using the 2001 codes. (This is important as the 1991 codes do not directly translate into the 2001 codes.)
Religion
DH encourages the appropriate collection of additional information that is often related to a person's ethnicity or culture. Typically, this information concerns religion, diet and language. It should be collected only if it is relevant for a particular facility or local area, and analysed locally. Its collection at an individual level should ensure that when individual Patients and service users are receiving support, matters of their religion, diet and language may be taken into account. The benefits to both individuals and those providing the support are obvious. For example, if an individual is to spend any length of time as a hospital in-Patient, a care home resident or day facility user, s/he may wish to express their spirituality in prayer or other means. They may wish to receive their care in particular ways. Indeed some forms of care and treatment may be prohibited by their religion.
Questions about religion can be asked by using the question and codes from the ONS Census of 2001 :
What is your religion? Tick one box only.
· None
· Christian (Including Church of England, Catholic, Protestant and all other Christian denominations)
· Buddhist
· Hindu
· Jewish
· Muslim
· Sikh
· Any other religion (please write in)
As with the ethnic group codes, the above six codes (Christian to Sikh) may be broken down to reflect local population or specific needs. For example, it may be important to distinguish Protestants from Roman Catholics and within Protestant to identify, for example, Jehovah's Witnesses. Useful breakdowns of religion are given in 'The Health Survey for England, 1999' (National Statistics) and in 'Count me in', the census of conducted by the Mental Health Act Commission, the National Institute for Mental Health in England and the Healthcare Commission. These breakdowns are given in Annex E.  Whatever options that are offered to individuals should not be 'Christian-oriented'.
ONS makes the useful distinction between religions practice and religious identity. Religious practice comprises active faith or belief and participation in worship and religious identity. Religious identity is about identifying with a particular religious community even though the religion may not be practiced. Data on these two aspects of religion are generally used for different purposes. Data on religious practice would be used to inform and assist actual Patient care and the provision of immediate facilities to enable the religion to be practiced, if needs be, in a care setting. Data on religious identity would help to monitor race equality obligations towards religions that are also considered to be ethnic groups in law. (See below.)
The 'Not stated' category should not be included on forms asking for religions for the same reasons given above with regard to ethnic group.
It is noted that among the detailed breakdown of the 'Any other ethnic group' code in Annex D, there are religious groups - Buddhist, Hindu, Jewish, Muslim and Sikh. If possible, (and despite the fact that for the purposes of the Race Relations Act 1976, both 'Jewish' and 'Sikh' constitute ethnic groups) these five groups should be avoided in recording ethnic group because they mask ethnic group. (For example, a Jew can be from any ethnic group.) If a Patient, service user or staff member volunteers one of these or other religions as an ethnic group, they should be encouraged to choose another ethnic group from the 16 codes or other sub-codes from Annex D. However, some people see their religion as central to their identity and hence may feel reluctant to choose an alternative ethnic group. If that is how they feel and perceive themselves, their wish should be respected. Where Organisations are recording religion as well as ethnic group, then individuals can be satisfied that their religion will be recorded, and this might persuade them to choose another ethnic group.
Diet
Organisations that provide meals for Patients and service users in hospitals or other care settings, might wish to consider using checklists when identifying individuals' dietary requirements. If the various diets on the checklist can be coded, then Organisations can use the information to monitor the types of diets that are requested, which may influence how and what food stuffs are procured.
Broadly speaking, diets can be grouped into five broad types :
· No special requirements
· Vegetarian diets
· Vegan diets
· Diets related to religious practice such as Kosher or Halal.
· Diets related to allergies and medical conditions such as low sugar/fat, high fibre diets for people with diabetes.
Organisations may wish to use these broad types as a basis for their checklists. Staff should guard against assuming that because people are from particular ethnic groups or faiths, they will automatically need or ask for particular foods prepared in particular ways. Using the checklist, staff should discuss dietary preferences with each individual Patient or service user.
Two recent publications can help Organisations to think through their approach to diets for people from various faiths and minority ethnic communities. They are 'Culturally Competent Care - a good practice guide for care management', Kent County Council, 2002 and 'Community Handbook - a guide to understanding the diverse faith and ethnic communities in the UK', Ambulance Service Association, 2005.
Language
For many people from black and minority ethnic communities it will be crucial for Trust and council staff to establish their ability and preferences in speaking and communicating in languages other than English. Organisations should be prepared to ask for this information, and record it, at the earliest opportunity.
The NHS is founded on the principles of equal access and equal treatment for all. Providing communications support to service users is not an optional extra; this is driven by the requirement to comply with legislation and supporting guidance. The Disability Discrimination Act 1995, the Race Relations (Amendment) Act 2000 and the Human Rights Act 1998 make it imperative for public organisations, including organisations commissioned by CCGs, other NHS bodies and local councils, to provide language and other communications support to individuals seeking help. For people who have difficulty in communicating in English or can only readily communicate using sign language, the provision of information about services in different languages and formats is essential. Likewise, when talking through their needs and circumstances with health and social care professionals, Patients and service users need to be able to communicate in the most effective way possible. This may call for professional translation and interpretation services or support.
Reliance on family members and friends of the individual seeking help for translation and interpretation is not a good idea, as, on the one hand, the individual may feel constrained in talking about personal matters and, on the other, family members and friends may lack the expertise and knowledge to put over the individual's views accurately.
Organisations should note that, generally speaking, written translations of hospital or care processes, procedures, treatments and services may not be the cost-effective. Some people, resident in the UK, who cannot read English also cannot read their own preferred language. Different strategies, such as putting verbally translated information on video- or audio cassettes, should be explored. Local community and staff consultations should confirm the most appropriate approaches.
The 2001 ONS Census did not ask a question on language or ability in English, although some questions were asked about abilities in Welsh, Scottish Gaelic and Irish languages. However, the 2005 'Count me in', census, organised by the Mental Health Act Commission and partners, included a categorization of language that Organisations may wish to use locally. The codes are as follows:
· Arabic
· Bengali
· Cantonese
· English
· Farsi
· French
· Gaelic
· Gujarati
· Hakka
· Hindi
· Korean
· Mandarin
· Patois / Creole
· Polish
· Portuguese
· Punjabi
· Somali
· Spanish
· Tamil
· Turkish
· Urdu
· Vietnamese
· Welsh
· British Sign Language
· Any other language (specify)
60. However, local variations will need to be taken into account. For example, in London, according to recent evidence (see P Baker and J Aversely (eds), 'Multilingual Capital, London', Battlebridge, 2000) with respect to black and minority ethnic groups, the 10 most spoken languages other than English are :
· Bengali and Sylheti (40,400 speakers);
· Punjabi (29,800);
· Gujarati (28,600);
· Hindi/Urdu (26,000);
· Turkish (15,600);
· Arabic (11,000);
· English-based Creoles (10,700);
· Yoruba (10.400);
· Somali (8,300); and
· Cantonese (6,900).
Data from NHS Direct indicates that among callers requiring interpretation in the course of 2003 and 2004, the most frequently requested languages included Punjabi, Urdu, Bengali, Gujarati, Hindi, French, Spanish, Polish, Arabic, Turkish, Portuguese, Farsi, Tamil and Somali.
Organisations should make the distinction between languages that are spoken (as some people are fluent in more than one language) and where people genuinely need to communicate in languages other than English. The 'Health Survey for England, 1999' (National Statistics) includes questions that can be used to establish competency in written and spoken languages including English.
Help with translation and interpretation
NHS Direct (on 111 or at www.nhsdirect.nhs.uk), which operates from call centres across England and is available on line, provides advice to callers on symptoms they or others are experiencing and local help that is available. Nurse Advisors or Health Information Advisors answer calls as appropriate.
. 
The national contract which NHS Direct has procured also provides a framework contract for all NHS bodies for BSL, translation and telephone interpreting.  Trusts can purchase services through the contract and benefit from the economies of scale, delivery standards and quality assurances that have been incorporated within the contract. The contract also makes provision for a shared web-based database of translated materials, including Patients information leaflets, standard letters, and so on.
The Government-funded "Health for Asylum Seekers and Refugees Portal" (HARP) website, C, is aimed at health professionals working with asylum seekers and refugees. The site is maintained by a non-profit making organisation based at the University of East London. It includes a multi-lingual appointment card that translates appointment information into 31 languages and is freely available to NHS staff and other agencies. It also provides an on-line resource so that local organisations can share locally developed translated material.
Sign, the National Charity for deaf people with mental health problems, on www.signcharity.org.uk, has developed software for use in healthcare settings. This software provides video clips of British Sign Language phrases to support communication. It can be easily adapted to provide translations into minority community languages and can also be used to produce written information about health conditions, medications and treatments for Patients to take away.
The importance of providing support to people who have difficulty in communicating in English, and the importance of monitoring changing patterns of language use and the take-up for translation and interpretation services, is shown in the good practice example below.







Appendix B - Text for Patient Information Leaflet 


How we use your Health Records

This leaflet explains some of the processes in place in [insert organisation name], including:

· Why we collect information about you
· How your records are used
· How we keep your records confidential 
· Your rights
· Who we may share information with.


WHY WE COLLECT INFORMATION ABOUT YOU

We aim to provide you with the highest quality of health care.  To do this we must keep records about you, your health and the care we have provided or plan to provide to you.  

These records may include:

· Basic details about you, such as address, date of birth, next of kin
· Contact we have had with you such as appointments and home visits
· Notes and reports about your health
· Details and records about your treatment and care
· Results of x-rays, laboratory tests etc
· Relevant information from people who care for you and know you well, such as health professionals and relatives

We follow NHS good practice and will:

· Discuss and agree with you what we are going to record about you
· Give you a copy of letters we are writing about you; and
· Show you what we have recorded about you, if you ask


HOW YOUR RECORDS ARE USED

We use your records to:

· Provide a good basis for any treatment or advisory services we provide to you
· Allow you to work with us when we provide treatment or advice
· Make sure your treatment is safe and effective, and the advice we provide is appropriate and relevant to you
· Work effectively with others providing you with treatment or advice



HOW WE KEEP YOUR RECORDS CONFIDENTIAL

We have a duty to

· Maintain full and accurate records of the care we provide to you
· Keep records about you confidential, secure and accurate
· Provide information in a format that is accessible to you (e.g. in large type if you are partially sighted).

We will not share information that identifies you for any reason, unless:

· You ask us to do so;
· We ask and you give us specific permission;
· We have to do this by law;
· We have special permission because we believe that the reasons for sharing are so important that they override our obligation of confidentiality (eg to prevent someone from being seriously harmed)

Our guiding principle is that we are holding your records in strict confidence


YOUR RIGHTS

You have the right to confidentiality under the Data Protection Act 2018 (DPA), the Human Rights Act 1998 and the common law duty of confidence (the Equality Act 2010 may also apply).

You have the right to know what information we hold about you, what we use it for and if the information is to be shared, who it will be shared with. 

You have the right to apply for access to the information we hold about you. Access covers: 

· The right to obtain a copy of your record in permanent form; 
· The right to have the information provided to you in a way you can understand (and explained where necessary, e.g. abbreviations). 

Where you agree, the access right may be met by enabling you to view the record without obtaining a copy.

Obtaining a copy of your record 
· Send your request in writing to [insert contact details] 
· Your request will need to include sufficient information to enable us to correctly identify your records (e.g. full name, address, date of birth, NHS number (if known)) 
· We charge £10 to provide you with a printed copy of the information we hold about you [delete if no charge made]
· We will respond to you within 40 days of receiving your request
· You will be required to provide a form of ID before any information is released to you.

Once you receive your records, if you believe any information is inaccurate or incorrect, please inform us.
WHO WE MAY SHARE INFORMATION WITH

We may share information about you with the following main partner organisations [amend list as appropriate]:

· NHS commissioners of care - in particular the organisation that referred you to us for treatment, assistance or advice
· Other providers involved in your care - such as a hospital or your GP

We may also share your information with your consent and, subject to strict sharing protocols about how it will be used with [amend list as appropriate]:

· Social Services
· Education Services
· Local Authorities
· Voluntary Sector Providers
· Private Sector

We may also share your information with your consent with others that need to use records about you to:

· Check the quality of treatment or advice we have given you
· Protect the health of the general public
· Manage the health service
· Help investigate any concerns or complaints you or your family have about your health care

Some information we have to share is used for statistical purposes, and in these instances we take strict measures to ensure that individual service users cannot be identified.

Anyone who receives information from us also has a legal duty to keep it confidential

If you do not wish personal data that we hold about you to be used or shared in the way that is described in this leaflet, please discuss the matter with us. You have the right to object, but this may affect our ability to provide you with care or advice. 

If you require this leaflet in a different format or you need further information or assistance, please contact: [insert organisation name and contact details] 
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