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[bookmark: _Toc491174360]Introduction
This policy sets out the standards and processes for all Source Group, (the Organisation), personnel who use patient data for secondary uses and uses other than direct patient healthcare with guidance to safeguard the confidentiality of the patient. The document has been developed in line with guidance from NHS Digital and the Pseudonymisation project.

Pseudonymisation is a method which disguises the identity of patients by creating a pseudonym for each patient identifiable data item. This allows patient linking analysis needed within secondary uses. Pseudonymisation should be applied to data held within a secure database.

Staff must only have access to the data that is necessary for the completion of the business activity which they are involved in. This applies to the use of Personal Confidential Data (PCD) for secondary or non-direct care purposes. By de-identification users are able to make use of patient data for a range of secondary purposes without having to access the identifiable data items. The PCD must be stored safely which only limited staff can access.

This document is written on the basis of the assumption that the Organisation has the legal basis to receive and pseudonymise patient identifiable data within the required parameters. 

The legal current basis for this policy is the Data Protection Act 2018, including the General Data Protection Regulation, See Appendix A 

This Document will be reviewed annually by the Information Governance (IG) Team. 

[bookmark: _Toc491174361]Purpose
This document seeks to provide all Organisation personnel who use patient data with guidance to safeguard the confidentiality of the patient when the data is used for purposes other than direct patient healthcare.

[bookmark: _Toc491174362]Scope
This document is concerned with the security of patient information when used for purposes other than direct patient care. This document is in line with the NHS Health and social care act 2012. 

[bookmark: _Toc491174363]Definitions
Personal Confidential Data (PCD) – is any information that can identify one person. This could be one piece of data for example a person’s name or a collection of information for example name, address and date of birth.

Primary Uses – is when information is used for healthcare and medical purposes. This would directly contribute to the treatment, diagnosis or the care of the individual. This also includes relevant supporting administrative processes and audit/assurance of the quality of healthcare service provided.

Secondary Uses – is for non-healthcare and medical purposes. Generally, this could be for research purposes, service management, commissioning, contract monitoring evaluation and reporting facilities. When PCD is used for secondary use this should be limited and de-identified so that the secondary uses process is confidential.

pseudonymisation  - means the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organisational measures to ensure that the personal data are not attributed to an identified or identifiable natural person.

[bookmark: _Toc491174364]New Safe Havens (If Appropriate)
The NHS has used safe havens for over 20 years to ensure the secure transfer of PCD via Fax. The commissioner’s Safe Haven Document provides the guidance regarding the security of transferring information via staff delivery, fax, post and telephone. If appropriate, the Organisation’s Safe Haven Document must incorporate the New Safe Haven principles. The reference to the NHS is used as an exemplar.

The New Safe Haven principles includes the concept of restricting access to identifiable data which is required to support the Pseudonymisation process of de-identifying records. The New Safe Haven applies to the security of patient information and databases.

patient information systems and databases must be within an electronic safe haven whereby access is limited and password controlled for each authorised user.

Access to a safe haven will be given by the ICT Provider on the correct completion of the Systems Access Request Change Form.

A list of the staff able to authorise access to a Safe Haven will be maintained and regularly reviewed by the ICT Department and Information Governance Team.

A list of the authorised users will be maintained for each safe haven database/system by the appropriate Information Asset Owner and a full access list maintained by the IT Department.

[bookmark: _Toc491174365]Business Process
All business processes within the organisation must be documented. Business processes can include, but are not limited to:
· the process of using patient data for primary uses
· the process of using patient data for secondary uses
· the use of PCD for a combination of primary and secondary uses

The business process for primary use includes, but is not restricted to; appointment bookings, management of waiting lists or inputting test results. At this stage there is a heightened importance on the accuracy and timeliness of the data. All information recorded about a patient should be recorded in line with the Organisation’s Records Management Lifecycle Document and the Data Protection Act 2018.

Secondary use business processes must be undertaken with de-identified data. Any processes that are using PCD must be modified in line with this document. If the business process requires confirmation that the patient is registered within a GP practice within the Organisation’s area this can be identified via the New Safe Haven route.

All business processes must be regularly reviewed to monitor the impact of de-identifying the data. Within the review the New Safe Haven route should be monitored if a piece of PCD is a requirement of the analysis, for example postcode may be required if a geographical outcome is to be achieved.

[bookmark: _Toc491174366]De-Identification
Staff only have access to the data that is necessary for the completion of the business activity which they are involved in. This is reflected in Caldicott Principles; access should be on a need to know basis. This principle applies to the use of PCD for secondary or non-direct care purposes. By de-identification users are able to make use of patient data for a range of secondary purposes without having to access the identifiable data items. 

The aim of de-identification is to obscure the identifiable data items within the patient records sufficiently that the risk of potential identification of the subject of a patient record is minimised to acceptable levels, this will provide effective pseudonymisation. Although the risk of identification cannot be fully removed this can be minimised with the use of multiple pseudonyms.

De-identified data should still be used within a secure environment with staff access on a need to know basis.

De-identification can be achieved by:
· Removing patient identifiers.
· Amending the use of the identifier for example; value ranges instead of age.
· By using a pseudonym.

When pseudonymisation techniques are consistently applied, the same pseudonym is provided for individual patients across different data sets and over time. This allows the linking of data sets and other information which is not available if the PCD is removed completely.

If patient data is required, the NHS Number is the most secure form of identifiable data. The NHS Number should be included within all patient records and documentation in line with the current Connecting for Health NHS Number Campaign.

[bookmark: _Toc491174367]Pseudonymisation
To effectively pseudonymise data the following actions must be taken:
· Each field of PCD must have a unique pseudonym or be replaced with a suitable substitute i.e. DOB for Age.
· Pseudonyms to be used in place of NHS Numbers and other fields that are to be used by staff must be of the same length and formatted on output to ensure readability. For example, in order to replace NHS Numbers in existing report formats, then the output pseudonym should generally be of the same field length, but not of the same characters; i.e. 5L7 TWX 619Z. Letters should be used within the pseudonym for an NHS number to avoid confusion with original NHS numbers.
· Consideration needs to be given to the impact on existing systems both in terms of the maintenance of internal values and the formatting of reports.
· Pseudonyms for external use must be generated to give different pseudonym values in order that internal pseudonyms are not compromised.
· The secondary use output must only display the pseudonymised data items that are required. This is in accordance with the Caldicott Guidelines.
· Pseudonymised data should have the same security as PCD.

[bookmark: _Toc491174368]Use of Identifiable Data

If PCD data is required for healthcare purposes or there is a need to de-pseudonymise data the reasons and usage of the data should be fully documented and approval is required by the appropriate data owner. This auditable trail of access to patient’s records supports the Care Record Guarantee where patients are to be informed as to who has accessed/seen their data and the audit will provide accurate data in the event of untoward incidents.

The key items to be documented are:
· Who has accessed each data base containing patient identifiable data?
· Date and time of access.
· The reason for the access.
· The output from the access.
	
This audit should be kept within a separate structured database to enable queries and audit.

The log of accesses must be regularly audited via sampling of users or subject matter to check for unusual patterns of access. If any unusual patterns of access are noted this should be reported via the Governance Department.

[bookmark: _Toc491174369]Transferring Information
Where appropriate data sharing agreements/processes should be in place when information is to be transferred to or from another organisation. These processes should follow the organisations Confidentiality and Information Sharing Policy and supplementary guidance documentation. 

If the transfer of information is required for secondary use then pseudonymised data should be sent.

[bookmark: _Toc491174370]IG Toolkit Overlap

Data Transfers
The Organisation must identify all flows of PCD both internal and external. Any risks identified must be reported in line with the IG Toolkit requirements and measures put in place to reduce the risk. This links with the IG Toolkit requirement, this must be at a level 2 in line with the organisation’s Statement of Compliance.

There should also be a more detailed information flow which shows all of the data flows from primary use systems to enable secondary use. Primary use systems could include patient administration systems including NCRS. These flows should be electronic only; via system to system transfer or via email. If the data flows show that information is transferred in a paper-based format, even if used Safe Haven methods, this should cease to ensure a more secure and encrypted transfer of data. However, until full electronic transfer is available the Organisation’s Safe Haven Document should be adhered to regarding paper-based data flows.



Information Asset Register
The Organisation must identify who has access to identifiable data for purposes of allowing access to identifiable data, together with the reasons for their access. This also provides the means of being clear about who should not have access to identifiable data. This links into the DSP Toolkit requirement, this must be at a Standards Met level of compliance. 

In order to meet all aspects of Pseudonymisation in addition to the asset register compiled by the Information Governance Team for the IG Toolkit there should be a document stating who has access to the assets within each department, why staff members need the access and what they do with the information.


Smartcard access (if applicable)
The Organisation must put in place processes to vet, register and authorise the users of identifiable and pseudonymised data. This links into the IG Toolkit requirement 343, this must be at a level 2 in line with the Organisation’s Statement of Compliance.

The implementation RA arrangements fall under the remit of the Information Governance Team. Please refer to the ICT’s Registration Authority Document for further details about the use of smartcards and various roles within the organisation.

Access Control Facilities
End user applications that provide patient level data must be modified to enable separate views of pseudonymised and identifiable data. The applications will also need to interact with the access control facilities. This links into the IG Toolkit requirement, this must be at a level 2 in line with the Organisation’s Statement of Compliance.

Information Asset Owners (IAO) should implement appropriate access control functionality for assets under their control in line with the Organisation’s Risk Management Strategy. Access will only be provided to individuals who have been duly authorised by the IAO and ensure appropriate technical functionality and management controls exist to support and maintain this. 

Audit
There must be an access log maintained in relation to PCD, which should enable auditing of the access to identifiable data by individual users. The logging and audit facilities are required to ensure that only appropriate access to identifiable data has been undertaken and to support the Care Record Guarantee. This links into the IG Toolkit requirement, this must be at a level 2 in line with the Organisation’s Statement of Compliance.

In accordance with the IG Toolkit requirement these access logs must be regularly monitored and audited by the IG Team to ensure that the correct staff are accessing the PCD and that this is being accessed for limited purposes.

Destruction of NHS Number
Any data containing PCD must be loaded onto the secure data warehouse then deleted from an electronic system or destroyed if paper based.
[bookmark: _Toc491174371]
Appendix A: GRDP References to Pseudonymisation
Article 6
Lawfulness of processing
4.   Where the processing for a purpose other than that for which the personal data have been collected is not based on the data subject's consent or on a UK law which constitutes a necessary and proportionate measure in a democratic society to safeguard the objectives referred to in Article 23(1), the controller shall, in order to ascertain whether processing for another purpose is compatible with the purpose for which the personal data are initially collected, take into account, inter alia:

e)	the existence of appropriate safeguards, which may include encryption or pseudonymisation.

Article 25
Data protection by design and by default

1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of natural persons posed by the processing, the controller shall, both at the time of the determination of the means for processing and at the time of the processing itself, implement appropriate technical and organisational measures, such as pseudonymisation, which are designed to implement data-protection principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards into the processing in order to meet the requirements of this Regulation and protect the rights of data subjects.

Article 32

Security of processing

1.   Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the controller and the processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
(a)   the pseudonymisation and encryption of personal data;

Article 40

Codes of conduct

1.   The Member States, the supervisory authorities, the Board and the Commission shall encourage the drawing up of codes of conduct intended to contribute to the proper application of this Regulation, taking account of the specific features of the various processing sectors and the specific needs of micro, small and medium-sized enterprises.
2.   Associations and other bodies representing categories of controllers or processors may prepare codes of conduct, or amend or extend such codes, for the purpose of specifying the application of this Regulation, such as with regard to:
(d) the pseudonymisation of personal data;

Article 89

Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes

1.   Processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes, shall be subject to appropriate safeguards, in accordance with this Regulation, for the rights and freedoms of the data subject. Those safeguards shall ensure that technical and organisational measures are in place in particular in order to ensure respect for the principle of data minimisation. Those measures may include pseudonymisation provided that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled by further processing which does not permit or no longer permits the identification of data subjects, those purposes shall be fulfilled in that manner.





[bookmark: _Toc491174372]Appendix B: Additional References
· NHS Digital DSP Toolkit:
· Health and Social Care Act 2013
· Caldicott Review 2013
· Safe Haven Guidance
· Information Governance Document
· Records Management Document
· Password Management Document
· Systems Access Request Change Form
· Registration Authority Document
· Risk Management Strategy
· Data Protection Act 2018 (and GDPR content)
· Common Law Duties of Confidentiality



Appendix 1: Pseudonymisation Local Process

Data Quality Checks:

There is a range of activities that frequently lead to data quality checks being undertaken. These activities, mainly starting at the commissioner/Organisation end, include:

· Establishing correct attribution of patients for Commissioning Data Sets (CDS) records, i.e. “is this our patient?”
· Responding to invoices for non-contracted activity and out of area treatment, again the issue is: “is this our patient”, but also “is the procedure reasonable?”
· Aiding the development of disease registers - by identifying potential members from other information sources, e.g. CDS (note inclusion of patients onto a disease register can only be undertaken with express consent).
· Cross checking non-CDS flows with CDS records - in order to optimise information about the population in an area meeting specific criteria, e.g. Checking paper records received from the NHS Trust for LDP returns around smoking in pregnancy and breast feeding against the CDS data.
· Pathway analysis – an example involves de-duplicating community hospital admission lists in order to determine actual admission and discharge dates by ignoring multiple discharge and admissions that occur with off-site outpatient appointments.

All such activities are concerned with accuracy of data in relation to the provision of healthcare services and should be undertaken within the local Safe Haven. (If applicable)

Pseudonymisation process for established NHS data flows

Established NHS data flows such as SUS, SLAM, HES, Mental health minimum data set will be pseudonymised by the Data Service for Commissioners regional offices. 

In the event that the Organisation needs to pseudonymise these established flows the below process would be followed. 

An Internal BI safe haven would be established. This is a set number of individuals who only have access to the clear data for the purposes of Pseudonymisation. The clear data will be stored in Operational tables. These tables will only be available to the members of the BI New Safe Haven. The analysts will only have access to the pseudonymised data.

The main fields which will be DOB, Postcode and NHS Number, as below:

	Data item
	Guidelines 
	Action

	Date of birth
	Replace by age in years
	Full date of birth will remain in the Operational Table.  BirthDate will be formatted as YYYY-01-01 in the pseudonymised data. 

	Postcode
	Postcode sector and/or derivations
	Full postcode will remain in the Operation table. Postcode will be formatted as left (Postcode, 4) in the pseudonymised data. Two new (SUS derived) fields will be added to the above tables: D_ElectoralWardCode & D_PCTFromPostcode.  These fields will also be added to the pseudonymised table 

	NHS Number
	Pseudonymised or do not display
	Pseudonymise. Original NHSNumber will remain in the operation table. A new field called D_PseudoNHSNumber will be added to the pseudonymised table called D_PseduoNHSNumber. 




New Process
Invoice payment: (if applicable)

Following Controlled Environment for Finance (CEfF) accreditation the safe haven contact point will be made available on http://www.england.nhs.uk/ourwork/tsd/data-info/ig/in-val/
A secure contact point will be established for providers to submit backing data and copy invoices for the purpose of invoice validation. This will be sent to the CEfF of the Organisation. 
All invoices/documents with patient identifiable data should be emailed to this account. The invoices will then be checked and reviewed against GP registers to ensure that the patient is a registered patient and approved for payment. Once the invoice has been cleared the patient identifiable data can be removed or pseudonymised. 
The Backing data must not be sent to any email address or contact point at the Organisation that has not been registered as the secure address. 
Any breaches of this process will be recorded and notified to the Information Governance sub-committee.
Staff working on PCD will be separated from other staff to secure the data further.

patient identifiable data is sent into the BI New Safe Haven, either through the Pseudo email via NHS net, fax or paper format


The data is linked by the BI Safe Haven team to the  operational data warehouse using NHS number and pseudonymised


The original data is destroyed and the pseudonymised data and report is stored electronically or in paper format


The pseudonymised linked data is made available to the analyst, analysed and reported on
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