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Summary

1.1	The purpose of this Contract and Supplier Security Policy is to provide guidance to the suppliers of services to Source Group, (the Organisation), in line with UK Government, the Data Protection Act 2018, private sector best practice and GDPR requirements for the implementation of an Organisation wide Contract and Supplier Security Policy. See Appendix A for a list of related GDPR Articles and Recitals.

The drafting of any policy governing Contract and Supplier Security is in support of NHS or health and social care business functions.


[bookmark: _Toc491177420]Principles

0. The Organisation shall ensure that a full assessment of the potential security risks when using an outsourced provider or a supplier is carried out.
0.1 The Organisation shall ensure that the risks associated with outsourcing must be managed through the imposition of suitable controls, comprising a combination of legal, physical, technical, procedural and managerial controls.
[bookmark: _Toc491177421]Supplier Considerations 

The Organisation should consider the following when selecting an outsourced provider or a supplier: 
0.  Supplier’s reputation and history.
0.3 Quality of services provided to other customers.
0.4 Financial stability of the company and commercial record.
0.5 Retention rates of the company’s employees.
0.6 Quality assurance and security management standards currently followed by the company (e.g. certified compliance with Cyber Essentials, IASME, ISO 9001 and ISO/IEC 27001).
0.7 The supplier should be IG Toolkit Complaint to Level 2 or equivalent (as determined by the Organisation) – type of IG Toolkit to be specified by the Organisation
0.8 The Supplier shall be GDPR compliant
[bookmark: _Toc491177422]Assessing Outsourcing Risks
0. The Organisation shall ensure that a suitable owner is nominated for each business function/process outsourced. 
0.10 The Organisation shall ensure that in relation to outsourcing, specifically, the risk assessment shall take due account of the: 
a) Nature of logical and physical access to the Organisation’s information assets and facilities required by the outsourced provider or a supplier to fulfil the contract;
b) Sensitivity, security classification, volume and value of any information assets involved.
c) Commercial risks such as the possibility of the outsourced provider’s or supplier’s business failing completely or of them failing to meet agreed service levels.
d) Security and commercial controls known to be currently employed by the outsourced provider or the supplier.
e) The result of the risk assessment shall be presented to The Organisation management for approval prior to signing the outsourcing contract.  

[The outsourcing of any service or process will bring risks additional to those realised by just running the service or process. These additional risks to the service or process should be identified and thoroughly assessed and a risk balance decision should be made before the Organisation considers outsourcing any service or process.]
[bookmark: _Toc491177423]Contracts and Confidentiality Agreements
0. A formal contract between The Organisation and the outsourced provider or the supplier shall exist to protect both parties.
0. The contract shall clearly define the types of information exchanged and the purpose for so doing.
0. If the information being exchanged holds a security classification or is sensitive, a binding confidentiality agreement shall be in place between The Organisation and the outsourced provider or the supplier, whether as part of the outsourced contract itself or a separate non-disclosure agreement (which may be required before the main contract is negotiated).
0. Information shall be security classified and controlled in accordance with NHS and HMG policy and best practice.
0. Any information received by The Organisation from the outsourced provider or the supplier which is bound by the contract or confidentiality agreement shall be protected by appropriate security classification and labelling. 
0. Upon termination of the contract, the confidentiality arrangements shall be revisited to determine whether confidentiality must be extended beyond the tenure of the contract.
0. All contracts shall be submitted to the Legal department for accurate content, language and presentation.  
0. All contracts shall clearly define each party’s security responsibilities toward the other by defining:
a. The parties to the contract.
b. Effective date.
c. Functions or services being provided.
d. Liabilities.
e. Limitations on use of sub-contractors.
f. Any other security matters normal to any contract.  
g. Legal, regulatory and other third-party obligations such as data protection/privacy laws, money laundering etc.
h. Depending on the results of the risk assessment, information security obligations and controls shall be embedded or referenced within the contract, such as:
i. Information security policies, procedures, standards and guidelines, normally within the context of an Information Security Management System (ISMS) such as that defined in ISO/IEC 27001.
j. Background checks on employees or third parties working on the contract.
k. Access controls to restrict un-authorised disclosure, modification or destruction of information, including physical and logical access controls, procedures for granting, reviewing, updating and revoking access to systems, data and facilities etc.
l. Information security incident management procedures including mandatory incident reporting.
m. Return or destruction of all information assets by the outsourced provider or the supplier after the completion of the outsourced activity or whenever the asset is no longer required to support the outsourced activity.
n. Copyright, patents and similar protection for any intellectual property shared with the outsourced provider or the supplier, or those developed in the course of the contract.
o. Specification, design, development, testing, implementation, configuration, management, maintenance, support and use of security controls within or associated with IT systems, plus source code escrow.
p. Anti- virus, anti-malware, anti-spam and similar controls.
q. IT change and configuration management, including vulnerability management, patching and verification of system security controls prior to their connection to production networks.
r. The right of The Organisation to monitor all access to and use of The Organisation facilities, networks, systems etc., and to audit the outsourced provider’s or the supplier’s compliance with the contract, or to employ a mutually agreed independent third-party auditor for this purpose.
s. Business continuity arrangements including crisis and incident management, resilience, backups and IT Disaster Recovery.
t. Although outsourced providers and suppliers that are certified compliant with ISO/IEC 27001 can be presumed to have an effective ISMS in place, it may still be necessary for The Organisation to verify security controls that are essential to address specific security requirements.

[Once a decision is made to outsource a service or process, or employ the services of a supplier, Organisations must ensure that the relevant and required security controls are documented within any contract and confidentiality agreement. These should be in line with the Organisation’s own internal security policies. The contract should also include details of how these will be verified (i.e. through supplier compliance visits, inspections or documentary evidence). The section above should detail the minimum requirements.]
Hiring and Training of Staff (Employees and Third Party)

5.9	Outsourced employees, contractors and consultants working on behalf of The Organisation shall be subjected to background checks equivalent to those performed on The Organisation employees.  Such screening should cover: 
a. Proof of the person’s identity (e.g. passport).
b. Proof of UK National Security Vetting Standard (at required level).
c. Proof of their academic qualifications (e.g. certificates). 
d. Proof of their work experience (e.g. résumé/CV and references).
e. Criminal record check
f. Credit check.
g. Suppliers providing contractors/consultants directly to The Organisation or to outsourced providers used by The Organisation shall perform at least the same standard of background checks as those indicated above. 
h. Suitable information security awareness, training and education shall be provided to all employees and third parties working on the contract, clarifying their responsibilities relating to The Organisation information security policies, standards, procedures and guidelines (e.g. privacy policy, acceptable use policy, procedure for reporting information security incidents etc.) and all relevant obligations defined in the contract.

[Organisations should ensure that the relevant background checks (to the required and relevant standard) are carried out on any potential employees or contractors before they are given any access to security classified or sensitive systems, services or information. The level of these checks will be dependent on the level and type of access the potential employees or contractors are given, but Organisations must take into account that this level may increase considerably once the potential employee or contractor is taken in to the Organisation.   All employees and contractors should also be provided with the necessary education, awareness and training in order for them to carry out their role and protect the Organisation’s systems, services and information to the required standard. This includes providing the employee or contractor with access to all relevant policies, standards, guidelines and procedures.]
[bookmark: _Toc491177424]Access controls
6.1	To prevent un-authorised access to The Organisation information assets by the outsourced provider, supplier or sub-contractors, suitable security controls shall be implemented.  
6.2	Technical access controls shall include:
a. User identification and authentication.
b. Authorisation of access, through the assignment of users to defined user roles having appropriate logical access rights and controls.
c. Data encryption in accordance with The Organisation encryption policies and standards.
d. Accounting/audit logging of access checks, plus alarms/alerts for attempted access violations where applicable.
e. Procedural access controls shall include:
f. Strong passwords.
g. Determining and configuring appropriate logical access rights.
h. Reviewing and if necessary revising access controls to maintain compliance with requirements.
6.3	Physical access controls shall include:
a. Layered controls covering perimeter and internal barriers.
b. Strongly-constructed facilities.
c. Suitable locks with key management procedures.
d. Access logging though the use of automated key cards, visitor registers etc.
e. Intruder alarms/alerts and response procedures.
6.4	If parts of The Organisation IT infrastructure are to be hosted at a third-party data centre, assets are both physically and logically isolated from other systems.
6.5	The Organisation shall ensure that all information assets handed over to the outsourced provider during the course of the contract (plus any copies made thereafter, including backups and archives) are duly retrieved or destroyed at the appropriate point on or before termination of the contract.
[Organisations should ensure that access to systems, services and information is provided on a ‘Need to Know’ basis and in line with the Organisation’s security policies, (Access Control, Data Handling, etc.).]
[bookmark: _Toc491177425]Security Audits
0. If the Organisation outsources a business function to a different location, it shall audit the outsourced provider’s physical premises periodically for compliance to The Organisation security policies, ensuring that it meets the requirements defined in the contract. 
0. Any audit shall also take into consideration the service levels agreed in the contract, determining whether they have been met consistently and reviewing the controls necessary to correct any discrepancies.
0. The requirement for any audit shall be defined in the contract.
0. The frequency of any audit shall be determined by The Organisation management.

[Organisations should ensure that they include within any outsource or supplier contracts the requirement to audit and verify security arrangements, processes and procedures at the supplier’s premises and any other relevant locations.]

[bookmark: _Toc491177426]Responsibilities
8.1	Management
a. Management also include the Caldicott Guardian, Senior Information Risk owner and the Data Protection Officer if applicable
b. Management shall be responsible for designating suitable owners of business processes that are outsourced, overseeing the outsourcing activities and ensuring that this policy is followed.
c. Management shall be responsible for mandating commercial or security controls to manage the risks arising from outsourcing.
8.2	The Organisation Information Security Team: 
a. The Organisation Information Security Team, in conjunction with functions such as Legal, Compliance and Risk Management, shall be responsible for assisting outsourced business process owners to analyse the associated risks and develop appropriate process, technical, physical and legal controls.

The Organisation Information Security Team shall be responsible for maintaining this policy.
[This section should cover the responsibilities within the Organisation for the management of contractor and supplier security. Organisations should consider areas such as but not limited to: general security management, security risk management, security incident management, security education and awareness, security audit and compliance and any related legal and legislative issues. The examples provided above represent the minimum requirement and these should be tailored dependent on the size and structure of the Organisation and the type of services and processes outsourced by the Organisation.]




[bookmark: _Toc491177427]Appendix A - GDPR Requirements

Definitions

Controller means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by UK Law, e.g. the Organisation

Processor means a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller. E.g. a 3rd party data analysis company of the Organisation’s ITC provider



Article 28 - Processor

Where processing is to be carried out on behalf of a controller, the controller shall use only processors providing sufficient guarantees to implement appropriate technical and Organisational measures in such a manner that processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject.
The processor shall not engage another processor without prior specific or general written authorisation of the controller. In the case of general written authorisation, the processor shall inform the controller of any intended changes concerning the addition or replacement of other processors, thereby giving the controller the opportunity to object to such changes.
Processing by a processor shall be governed by a contract or other legal act under UK Law, that is binding on the processor with regard to the controller and that sets out the subject-matter and duration of the processing, the nature and purpose of the processing, the type of personal data and categories of data subjects and the obligations and rights of the controller. That contract or other legal act shall stipulate, in particular, that the processor:
a) processes the personal data only on documented instructions from the controller, including with regard to transfers of personal data to a third country or an international Organisation, unless required to do so by UK law to which the processor is subject; in such a case, the processor shall inform the controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest;
b) ensures that persons authorised to process the personal data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality;
c) takes all measures required pursuant to Article 32;
d) respects the conditions referred to in paragraphs 2 and 4 for engaging another processor;
e) taking into account the nature of the processing, assists the controller by appropriate technical and Organisational measures, insofar as this is possible, for the fulfilment of the controller's obligation to respond to requests for exercising the data subject's rights laid down in Chapter III;
f) assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 taking into account the nature of processing and the information available to the processor;
g) at the choice of the controller, deletes or returns all the personal data to the controller after the end of the provision of services relating to processing, and deletes existing copies unless Union or Member State law requires storage of the personal data;
h) makes available to the controller all information necessary to demonstrate compliance with the obligations laid down in this Article and allow for and contribute to audits, including inspections, conducted by the controller or another auditor mandated by the controller.

With regard to point (h) of the first subparagraph, the processor shall immediately inform the controller if, in its opinion, an instruction infringes this Regulation or other Union or Member State data protection provisions.
4.   Where a processor engages another processor for carrying out specific processing activities on behalf of the controller, the same data protection obligations as set out in the contract or other legal act between the controller and the processor as referred to in paragraph 3 shall be imposed on that other processor by way of a contract or other legal act under UK Law, in particular providing sufficient guarantees to implement appropriate technical and Organisational measures in such a manner that the processing will meet the requirements of this Regulation. Where that other processor fails to fulfil its data protection obligations, the initial processor shall remain fully liable to the controller for the performance of that other processor's obligations.
5.   Adherence of a processor to an approved code of conduct as referred to in Article 40 or an approved certification mechanism as referred to in Article 42 may be used as an element by which to demonstrate sufficient guarantees as referred to in paragraphs 1 and 4 of this Article.
6.   Without prejudice to an individual contract between the controller and the processor, the contract or the other legal act referred to in paragraphs 3 and 4 of this Article may be based, in whole or in part, on standard contractual clauses referred to in paragraphs 7 and 8 of this Article, including when they are part of a certification granted to the controller or processor pursuant to Articles 42 and 43.
7.   The Commission may lay down standard contractual clauses for the matters referred to in paragraph 3 and 4 of this Article and in accordance with the examination procedure referred to in Article 93(2).
8.   A supervisory authority may adopt standard contractual clauses for the matters referred to in paragraph 3 and 4 of this Article and in accordance with the consistency mechanism referred to in Article 63.
9.   The contract or the other legal act referred to in paragraphs 3 and 4 shall be in writing, including in electronic form.
10.   Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by determining the purposes and means of processing, the processor shall be considered to be a controller in respect of that processing.


Article 29 - Processing under the authority of the controller or processor. 
The processor and any person acting under the authority of the controller or of the processor, who has access to personal data, shall not process those data except on instructions from the controller, unless required to do so by UK law.

Article 30 - Records of processing activities

1.   Each controller and, where applicable, the controller's representative, shall maintain a record of processing activities under its responsibility. That record shall contain all of the following information:
a) the name and contact details of the controller and, where applicable, the joint controller, the controller's representative and the data protection officer;
b) the purposes of the processing;
c) a description of the categories of data subjects and of the categories of personal data;
d) the categories of recipients to whom the personal data have been or will be disclosed including recipients in third countries or international Organisations;
e) where applicable, transfers of personal data to a third country or an international Organisation, including the identification of that third country or international Organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the documentation of suitable safeguards;
f) where possible, the envisaged time limits for erasure of the different categories of data;
g) where possible, a general description of the technical and Organisational security measures referred to in Article 32(1).

2.   Each processor and, where applicable, the processor's representative shall maintain a record of all categories of processing activities carried out on behalf of a controller, containing:
a) the name and contact details of the processor or processors and of each controller on behalf of which the processor is acting, and, where applicable, of the controller's or the processor's representative, and the data protection officer;
b) the categories of processing carried out on behalf of each controller;
c) where applicable, transfers of personal data to a third country or an international Organisation, including the identification of that third country or international Organisation and, in the case of transfers referred to in the second subparagraph of Article 49(1), the documentation of suitable safeguards;
d) where possible, a general description of the technical and Organisational security measures referred to in Article 32(1).
3.   The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form.
4.   The controller or the processor and, where applicable, the controller's or the processor's representative, shall make the record available to the supervisory authority on request.
5.   The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an Organisation employing fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights and freedoms of data subjects, the processing is not occasional, or the processing includes special categories of data as referred to in Article 9(1) or personal data relating to criminal convictions and offences referred to in Article 10.

Article 31 - Cooperation with the ICO 
1. The controller and the processor and, where applicable, their representatives, shall cooperate, on request, with the supervisory authority in the performance of its tasks.

Article 32 - Security of processing
1.   Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the controller and the processor shall implement appropriate technical and Organisational measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
a) (a)the pseudonymisation and encryption of personal data;
b) (b)the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
c) (c)the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident;
d) (d)a process for regularly testing, assessing and evaluating the effectiveness of technical and Organisational measures for ensuring the security of the processing.
2.   In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, un-authorised disclosure of, or access to personal data transmitted, stored or otherwise processed.
3.   Adherence to an approved code of conduct as referred to in Article 40 or an approved certification mechanism as referred to in Article 42 may be used as an element by which to demonstrate compliance with the requirements set out in paragraph 1 of this Article.
4.   The controller and processor shall take steps to ensure that any natural person acting under the authority of the controller or the processor who has access to personal data does not process them except on instructions from the controller, unless he or she is required to do so by UK Law.








Appendix B – Typical IG Clauses

Information Governance Controls
Contractual Clauses and Arrangements

1. Introduction
1.1	All Organisations need to ensure that work conducted by others on their behalf meet all the required Information Governance standards. Where this work involves access to information about identifiable individuals it is likely that Organisations will be in breach of the law where appropriate requirements have not been specified in contracts and steps taken to ensure compliance with those requirements.
2.	Addressing Security in Third Party Agreements
2.1 Most Organisations will, in the course of their business, contract or make arrangements with third parties, for example, cleaners, security guards, auditors, management consultants, etc. The growth of shared services in the NHS has led to some Organisations outsourcing some information processing responsibilities. The Senior Information Risk Owner (or equivalent accountable senior manager within the Organisation) and Information Asset Owners should ensure that information governance requirements and procedures in outsourcing contracts meet the business needs of the Organisation.
2.2  As a first step, the Organisation should document the information governance controls that must be in place for any third party that is provided with access to the Organisation’s information. The controls will cover processes and procedures that will be carried out by the Organisation as well as procedures and processes that the third party must have in place and adhere to. The policy will therefore cover such areas (not an exhaustive list) as:
· The types of third party that the Organisation is likely to contract with;
· The types of information that each category of third party is likely to require access to;
· How monitoring of the third party’s compliance with the information governance controls will be carried out;

· The business continuity measures that will need to be in place within both the Organisation and the third party to ensure continued performance of the contract;
· Training for the contracts staff in the Organisation to ensure they have knowledge of the controls to be built into third party contracts;
· Training for staff who work for the third party to ensure they are aware of information governance requirements; what they can and can’t do and who they should contact if things go wrong.
· How information incidents will be reported and managed;
· The type of information governance controls to be documented in the third party contract.
The National Framework Contract (NHS Standard Contract 2015/16), provides clear examples of controls as do the local contract frameworks provided by NHS England.
2.3 When entering into a third party agreement/contract Organisations need to assure themselves that requirements are being satisfied and that contracts and agreements clearly specify what is expected.
2.4 A risk assessment should be carried out prior to any proposed agreement with a third party. Attention should also be paid if the third party proposes using sub-contractors to provide services in order to undertake the contract. In such cases, the risk assessment must also include those sub-contractors.
2.5 There are a number of ways in which third parties may have access to information or other information assets, which will help determine how extensive the risk assessment needs to be, for example, a risk assessment for cleaning contractors will be different from that carried out for a contractor connecting to your network. Temporary access will also see different considerations to long-term access. It is essential that the nature and level of access is determined before the risk assessment is conducted and before the information governance elements of the contract are completed.
2.6 Third party access may be granted to electronic systems and networks, for example, the software for a service user system may be maintained by the developers, under contract. In this case it is quite likely that third party staff may have significant access to service user data. This situation clearly has Caldicott/confidentiality, Data Protection Act 2018 (DPA) and General data Protection Regulation implications which require confidentiality and non-disclosure clauses to be included in the contract. It is also essential to know what security controls the third party has in place:
2.6.1 Do they have adequate security controls, policies and training?
2.6.2 Are staff screened prior to commencing employment?
2.6.3 Do they have the necessary skills to train their staff in Caldicott/confidentiality and data protection issues or should your Organisation provide the training?
2.7 If not, training and awareness requirements should be agreed with the third party and included within the training strategy and programme 
2.8 The Senior Information Risk Owner (or equivalent accountable senior manager within the Organisation) and Information Asset Owners must take all reasonable steps to ensure that contractors and support Organisations to whom personal information is disclosed comply with their contractual obligations to keep personal information secure and confidential. Data protection legislation imposes formal obligations on data controllers that use third party data processors to ensure that the processing by the data processor is carried out under a contract, which is made or evidenced in writing, under which the data processor is to act only on instructions from the data controller.
2.9 In addition to the contractual performance requirements outlined above, Organisations must also ensure that the third party is aware of the possible impact of the Freedom of Information Act 2000 on the documentation connected with that contract.
2.10 Many third parties will categorise all contracting documentation as confidential and not for disclosure outside of the contracting parties. In light of the Freedom of Information Act and transparency agenda this 'confidentiality' may not apply. Organisations should ensure that the third party is aware that even though they may have categorised a document as confidential, the Organisation may be obliged to disclose the document, or parts of it, to an applicant making a request under the Freedom of Information Act.
2.11 To ensure that the general right of access to information is not impeded Organisations should ensure that contracts are explicit as to which information is appropriate for disclosure and which information may merit exemption (and the period for which the exemption to disclosure may be claimed) to ensure that the ‘confidential’ categorisations are not used inappropriately.
2.12 Responsibility for Information Governance performance within services provided under national contracts remains with the contracting authority. NHS Organisations are responsible for the IG components of those services contracted and managed locally.
3. Key Components of Contracts

3.1  All relevant information governance controls should be documented in the specific supplier contract. In particular, if the contract requires that the Organisation’s information is to be shared with or accessed by the third party, the contract must explicitly describe the information types concerned; and how that information will be shared or accessed.
3.2 Contracts should make specific reference to data protection and security issues, such as:
· notification;
· limitations on disclosure and use of data;
· obligations to comply with limits set by the Organisation;
· the security and data protection standards that apply to both parties;
· the restrictions placed upon the data processor to act only on instructions from the Organisation (the data controller);
· Cyber security and business continuity planning.
3.3 Specific reference should also be made within contractual arrangements to freedom of information issues, such as:
· duty to disclose;
· exemption from disclosure provisions;
· records management structure;
· Responsibility for freedom of information applications.
3.4 Additionally:
· penalties for breach of the contract;
· a provision to indemnify the Organisation against breaches by the third party;
· responsibilities for costs, e.g. for security audit, subject access, for handling information requests;
· specific reference to other relevant legal obligations, e.g. common law duty of confidence, Computer Misuse Act 1990, intellectual property rights and copyright;
· duty to provide reports to the Organisation on the effectiveness of information governance controls that the third party has implemented;
· Measures that will be taken if the third party is no longer able to perform their role under the contract.

4 Incident Reporting Mechanisms
4.1	Incident reporting requirements shall be included in any contract - also specified within NHS Standard contracts. Third party personnel are normally under instructions to report incidents, their causes and resolving actions to their own managers, but not to your Organisation. Ensure that event reporting is required in the contract and subject to the contract review process. See requirement 302 for further guidance on reporting Serious Incidents Requiring Investigation. GDPR also requires that effective IG incident Management is included.
5 Monitoring and Review of Third Party Services
5.1	There should be a mechanism in place that provides the Organisation with assurances that information governance requirements have been met. Typically, this can take the form of viewing the contractor’s security policies, procedures or controls to ensure they are acceptable, complete and up to date. Where an Organisation has assessed itself as meeting the IG assurance requirements to an appropriate level, and has recorded its assessment within the IG Toolkit, this provides a clear and structured basis for auditing the Organisation to obtain assurance that IG standards are being met. A self-assessed IG Toolkit submission does not itself provide this assurance and bodies contracting, or otherwise engaging, with Organisations who have gone through the IG assurance process must ensure themselves that there is robust evidence of performance. It is the responsibility of all NHS Contracting Authorities to ensure that appropriate IG assurance is obtained when contracting for the delivery of services.
5.2 Alternatively, an independent assurance certificate could be provided by the contractor (for example, ISO 27001 certification). Organisations should also ensure that they have the right to audit third party responsibilities and that contracts contain conditions relating to renegotiation or termination of the contract. Care should be taken when certification is presented that the services / locations being procured fall within the scope of the certification.

5.3 Monitoring and reviews are designed to ensure that the services in question are being delivered, that controls are being adhered to and to resolve problems or unforeseen events. Information Asset Owners should ensure that monitoring is achieved on a regular basis and that good communication is maintained with the third party to ensure issues are resolved efficiently.

6 Managing Changes to Third Party Services
6.1	Changes should only take place following authorisation by the nominated Information Asset Owner, or other accountable personnel within the Organisation.
6.2 Written procedures should detail actions, agreements and authorisation for all changes, whether major or minor
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