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Privacy by Design is an approach to projects that promotes privacy and data protection compliance from the start and has been developed for use within Source Group, (The Organisation).  This approach ensures that privacy and data protection is a key consideration in the early stages of any project, and then throughout its lifecycle. 
For example, when: 
· building new IT systems for storing or accessing personal data; 
· developing legislation, policy or strategies that have privacy implications; 
· embarking on a data sharing initiative; or 
· using data for new purposes 
 
All projects that involve personal and/or sensitive information or intrusive technologies give rise to privacy issues and concerns. To ensure that such concerns are met the able the Organisations involved addressing the privacy concerns and risks, the project must have a privacy by design focus.  To achieve this a technique referred to a Privacy Impact Assessment must be used.  
 
It is vitally important to ensure that as we progress with new and/or shared processes, services and systems that the implementation does not result in an adverse impact on information quality or a breach of information security, confidentiality, or data protection requirements. In particular the confidentiality, integrity, and accessibility of personal information must be maintained, and such information must be processed safely and securely.  
 
It is recommended that specialist advice i.e. that of the Information Governance Leads/Information Security Leads within all Organisations is obtained at appropriate points during the process. 
 
Article 23 of the General Data Protection Regulation mandates the Privacy by Design concept.   
 
The privacy by design approach is an essential tool in minimising privacy risks and building trust. Designing projects, processes, products or systems with privacy in mind at the outset can lead to: 
· Identifying potential problems at an early stage, when addressing them will often be simpler and less costly 
· Increased awareness of privacy and data protection concerns within the project  
· Able to meet their legal requirements which leads to a reduced chance in any Data Protection breaches 
· The project will not be stalled at a later point when producing information sharing protocols/agreements 

The overarching policy that this procedure links to is the Information Governance Policy 
 
Who does the procedure apply to?  
 
The procedure applies to all staff who are involved within Project or Change Management.  The project applies to all staff who are involved in implementing change within the Organisation. 
 
Privacy by design Principles must take place at the start of a change or project.  The process must be incorporate into project plans, documents completed as part of this process must be maintained with the Project Initiation Document and project plans. 
 
NB: Please be aware that this process only provides an overview of Privacy by Design and Information Governance processes.  Further actions will be raised by Information Governance and Information Security Leads as the project or change continues.   
 
[bookmark: _Toc23920867]Privacy by Design Process 
A three-step approach has been adopted by the Organisation in relation to Privacy by Design.  All steps must be completed.  The flow chart below can be considered to consist of three steps, and provides an overview of how Information Governance should be incorporated within the work streams project plans: 
 
Key:  
Shaded boxes – actions to be completed by the project lead / person involved within project 
Outlined boxes – actions to be completed by the IG Leads 


Acronyms Used
 
 
DFM – Data Flow Mapping
DPA18 – Data Protection Act 2018
DPIA – Data Protection Impact Assessment
DPO – Data Protection Officer
DSA – Data Sharing Agreement
GDPR – General Data Protection Regulation
IAR – Information Asset Register
ISA – Information Sharing Agreement
IGSG – Information Governance Sub Group
ROPA – Register of Processing Activity
SIRO – Senior Information Risk Owner

 
 
 
 
 
 
 
and DPO
STEP 1
 
Privacy Review
:
 
DPIA Completed 
 
Agreed actions identified from the DPIA to 
be included with the project plan.
 
Risks identified from the DPIA to be 
in
cluded within the project risk register.
 
Information Governance 
review DPIA and gain 
approval from IGSG
  And 
Where the project involved 
external organisations an 
Overarching Information
Information 
S
haring 
A
greement is 
produced and approved (if 
there is currently none in 
place)
.
 
Project Initiated with 
clear outcomes.
 
Communications Plan
 
is developed
 
to include Privacy Notice
considerations.  Public/<PatType> 
engagement to begin
 
in relation to 
any changes identified in relation to 
the use of data
.
 

 
 
 
STEP 2 Data Identification: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
STEP 3:
 
Current and Intended 
Data 
Sharing
 
Identified
 
Identify externa
l 
agencies who will be 
involved.
 
Update DPIA 
 
Data Dictionary Reviewed 
by IG Team.
 
 
Project u
pdate provided to 
IG Team.
 
 
Advice to be provided
 
by 
IG 
in relation to DPIA, further 
ISAs and the proposed 
data flows.
 
Data Dictionary 
Produced 
 
Data Dictionary produced to 
show all intended data to be 
shared and the reasons for 
sharing.
 

 
 
 
STEP 3 Technical Reviews and Implementation: 
 
 
 
 
IT review systems and 
processes
 
Update DPIA
 
IG Team Review and 
feedback outcomes
 
ISA produced as 
required (with support 
from IG)
 
IG Team review and gain 
approval for ISA from 
Caldicott Guardian
 
Public Information 
updated
 
(
Privacy Notices) 
 
IG Team ensure that 
notices are available
 
as 
part of their Trust fair 
processing/information
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The DPIA must be completed in line with the Project Initiation Document.  A DPIA is to be completed for all projects or significant changes across the Organisation.  The DPIA is not a static document and must be updated at regular intervals throughout the Project. 
 
The Project Manager will check what has been identified at the project initiation stage and ensure that potential impacts on Information Quality at the design phase of any new process, and consideration of Information Security, including any risk to the integrity of information is documented. This may include involving the Information Security Manager and/or the Information Governance Manager to provide advice on appropriate security controls at this stage. 
 
All Privacy Impact Assessments are required to be submitted to the Information Governance Team/Caldicott Guardian and SIRO.  The DPIA will be reviewed, and the Information Governance Officer will ensure that any new assets to be created or new information systems are recorded on the Organisation’s Information Asset Register.  
 
The completed Privacy Impact Assessment will be reviewed by the Information Governance Group where any necessary action plans are agreed and monitored.  This ensures that information risks are recorded, mitigation put in place with an annual review to ensure on-going compliance with confidentiality, data protection and security. 
 
The Organisation utilises a standard DPIA Template which is available via the Governance Assurance intranet pages. 
  
[bookmark: _Toc23920869]Completing the DPIA 
The DPIA Template  contains all Stages of the assessment.  The areas of the template to be completed are dependent on the outcome of stage 1. 
 
All stages must be completed in order.  All areas must be completed prior to submission to the IG Manager for review. 
 
[bookmark: _Toc23920870]Stage 1: Initial Assessment 
All projects and changes require the completion of this stage of the DPIA Template.  This stage contains screening questions which are mandatory.  If the answer to any of these questions is yes, then further stages must be completed.    
 
Guidance of what areas of each stage are to be completed in contained with the DPIA Template. 
 
[bookmark: _Toc23920871]Stage 2: Full DPIA 
This stage contains all privacy considerations.  Where there is deemed to be a major impact on the use of information the whole of this section may be required to be completed. 
 
The response from Stage 1 will impact on which sections of the Full DPIA are to be completed.  The sections are: 
· Individuals Involved; this is to show the scope of who will be affected by the project. 
· Data Collection; this is to review how new data is to be collected 
· Data Protection Principles; within the DPIA the 6 principles are broken down, the intention is to ensure that the Organisation remains compliant with all of the Principles within the Data Protection Act. 
· Corporate Data; this is to ensure that confidential corporate data security is maintained. 
· Direct Marketing; this section provides assurance that direct marketing regulations are adhered to. 
· Business Continuity; this section focuses on continuation of services and disaster recovery. 
 
This stage requires as much information as possible.  Within the template there is the ability to link to other documents which may support the project or considerations made. 
 
[bookmark: _Toc23920872]Stage 3: Identify the Privacy and Related Risks 
Any risks identified as part of the project initiation document or from Stage 2 of the DPIA must be identified within this section.  Where the project has an associated risk register the information does not need to be duplicated on the template; the risk register information is to be provided within Section A.  If the project does not have an associated risk register, then Section B must be completed. 
 
[bookmark: _Toc23920873]Stage 4: Additional Information Requirements 
This stage ensures compliance with on-going Information Governance standards: 
· Information Mapping – The Organisation is required to maintain a log of all transfers of information, both internal and external.  Where the project creates new or removes the need for information transfers the Organisation’s over all register must be updated.  The Template for the Information Mapping is available from the Information Governance Team and once completed must be submitted to the IG Team for review.  This is to be completed as part of the project closure documentation to ensure all information flows are included. 
· Information Asset Register – all new information assets are to be raised with the Information Governance Manager.  The IG Manager will then review the asset to ensure that this is in line with the Organisation Information Governance and Records Management standards.  The Asset will be included on the Organisations asset register held by the Senior Information Risk Officer. 
 
[bookmark: _Toc23920874]Data Dictionary  
The Data Dictionary is a list of all pieces of information which will be collected, shared and stored as part of the project.  The document includes the following information: 
· What information will be used/collected 
· Who the data will be shared with 
· How the information will be stored, shared and destroyed 
· Who will be able to access the data 
The document covers the reasons for collection and use of the data and for the sharing of data.  
 
The information required in relation to the reasons for collection and sharing of the data are: 
· the clinical reason for the use and sharing of the information  
· the benefits to the Clients  
· the benefits to the Organisation 
· links to any KPIs or contractual obligations 
 
Once received, the Information Governance Team will review relevant legislation to confirm if there is a legal basis which supports the sharing of the information.  No sharing of information is to take place until a legal basis is confirmed.  If there is no legal basis for the sharing of information without obtaining consent for the individual, then the project must include the gaining of consent for the use of the information.   

Further Elements of Data Protection
In addition to the implementation of DPIAs the organisation should consider the following techniques of data protection by default and design
1.	Access control – this relates to access and authentication of the Information Technology systems used within the organisation including log on identification and password setting – see access control policy
2.	Encryption – for situations where personal confidential data is transferred within and external to the organisation adequate data encryption methods should be deployed – see encryption policy
3.	Computer port control – the organisation may decide to apply port control approaches whereby USB ports are disabled as standard
4.	Pseudonymisation – certain sets of data that are shared with external data processing organisations may require the application of Pseudonymisation methods which will go some way to reduce the likelihood of data breaches – see the Pseudonymisation policy
5.	Physical controls – this aspect of protection includes areas that enhance site security, including:-
· Fully resourced reception areas
· Signing in sheets
· Issuing of ID badges
· Fob key/swipe card door access
· Intruder alarms 
· Lockable doors and cabinets
· CCTV
· Smart cards
· Walls fences and gates
· Soundproofed consultation areas
 
1. [bookmark: _Toc23920875]Fair Processing / Privacy Notice  
Fair Processing is essentially communications with Clients and members of the public about how their information is being used.  We must make it clear how we are using the information that we hold and collect.  The fair processing notices are a statement which is available to the public (usually via the organisations web page) which includes: 
· Who we may share information with 
· Reasons for information sharing 
· What information we will share 
· Why we collect information 
· How we use information 
 
Communications are to take place throughout the project or change with a final fair processing notice to be available for future access.  All fair processing communications must be in an accessible format for all individuals that could be affected by the project; for example  
· If the project or change involves or affects Children’s information, then the communication material must be accessible for Children to understand. 
· If the project or change involves or affects information about individuals with Learning Disabilities, then the communication material must take into account their potential communication needs. 
 
The Organisation’s current fair processing / privacy notices are available via the Organisation Website.
 
1. [bookmark: _Toc23920876]Information sharing agreements  
Information Sharing Agreements outline what information is to be shared, with whom and the reasons for the sharing of the information.  The agreement clearly sets out the legal basis for sharing the information and gives boundaries for the use of the information. 
 
It is recommended that specialist advice i.e. that of the Head of Information Governance/Information Security Manager should be obtained at appropriate points during the process. 
 
[bookmark: _Toc23920877]Training 
Staff may receive training in relation to this procedure, where it is identified in their appraisal as part of the specific development needs for their role and responsibilities. 
Please refer to the Organisation’s Mandatory & Risk Management Training Needs Analysis for further details on training requirements, target audiences and update frequencies 
 
[bookmark: _Toc23920878]Monitoring / Review of this Procedure 
In the event of planned change in the process(es) described within this document or an incident involving the described process(es) within the review cycle, this procedure will be reviewed and revised as necessary to maintain its accuracy and effectiveness. 
 
[bookmark: _Toc23920879]Equality Impact Assessment 
Please refer to overarching policy 
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Proactive not reactive; preventative not remedial’
You should take a proactive approach to data protection and anticipate privacy issues and risks before they happen, instead of waiting until after the fact. This doesn’t just apply in the context of systems design – it involves developing a culture of ‘privacy awareness’ across your organisation.
‘Privacy as the default setting’           
You should design any system, service, product, and/or business practice to protect personal data automatically. With privacy built into the system, the individual does not have to take any steps to protect their data – their privacy remains intact without them having to do anything.
‘Privacy embedded into design’
Embed data protection into the design of any systems, services, products and business practices. You should ensure data protection forms part of the core functions of any system or service – essentially, it becomes integral to these systems and services.
‘Full functionality – positive sum, not zero sum’
Also referred to as ‘win-win’, this principle is essentially about avoiding trade-offs, such the belief that in any system or service it is only possible to have privacy or security, not privacy and security. Instead, you should look to incorporate all legitimate objectives whilst ensuring you comply with your obligations.
‘End-to-end security – full lifecycle protection’
Put in place strong security measures from the beginning, and extend this security throughout the ‘data lifecycle’ – i.e. process the data securely and then destroy it securely when you no longer need it. 
‘Visibility and transparency – keep it open’
Ensure that whatever business practice or technology you use operates according to its premises and objectives, and is independently verifiable. It is also about ensuring visibility and transparency to individuals, such as making sure they know what data you process and for what purpose(s) you process it.   
‘Respect for user privacy – keep it user-centric’
Keep the interest of individuals paramount in the design and implementation of any system or service, e.g. by offering strong privacy defaults, providing individuals with controls, and ensuring appropriate notice is given.

‘Administrative access to back end subsystems and databases designs
It is fundamental that the organisation takes all suitable steps to ensure that administrative rights are only allocation to company resources involved in the day to day technical operation, maintenance and development of all systems developed by the organisation. This means that we will restrict access to individuals who have responsibility with making sure that the back-end systems are highly secure and not access by others. 
[bookmark: _Toc23920881]Appendix 2 – Related references

See the following Privacy Enhancing Technologies (PETs) documents as published by  www.enisa.europa.eu  European Union Agency For Network and Information Security
PETs controls matrix: A systematic approach for assessing online and mobile privacy tools Final report | Public | DECEMBER 2016
Online tool for PETs knowledge management and maturity assessment development status DECEMBER 2017
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